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Dear Subscriber,
Keeping up to the promise of delivering high quality 
content consisting of industry updates, industry experts 
speaking on topics of their expertise, We are glad to 
announce the Special Edition of the magazine which will 
be released in the month of November 2021.
If you wish to participate in the edition please let us 
know by writing to us by on below mentioned email 
address beni@industrialautomationindia.in
Regards,
Team Industrial Automation
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ccording to a recent report from cybersecurity firm McAfee, the 
cost of cybercrime will increase by 50% from the 2018 total and 
will account for more than 1% of global GDP. In fact the year 

2020, already suffering from the consequences of Covid-19, has seen 
a spurt in cybercrime that is expected to cost over USD 1 trillion. This 
is caused by a variety of cyber-attacks, ranging from phishing and 
denial of service to ransomware, spyware and cryptocurrency theft.
 
If this is the state of crime in cyberspace in general, one can imagine 
the risks for the industry - the manufacturing and process industry in 
particular - where the consequences could be much more enormous 
and severe, going beyond the immediate monetary loss. A case in 
point is the ransomware attack in February 2020 that caused a US 
natural gas compressor facility to shut for two days when hackers sent 
emails with a malicious link - a case of a phishing attack - to gain 
control of the facility's information technology system. Later in June 
2020, there was a cyber-attack on global automotive major Honda, 
whose operations at many global locations, including manufacturing 
plants, came to a halt, crippling computer servers, email and essential 
systems. Honda went on record stating the incident to be a result of an 
outside attack, most likely caused by some vulnerabilities exposed as 
employees were working from home. Such attacks have become 
routine, the most recent example being on global crane manufacturer 
Palfinger, where a security breach on January 25, 2021 disrupted IT 
systems and business operations.
 
What are the main causes that are responsible for these frequent 
cyber-attacks on high value targets? According to CybSafe, a British 
cybersecurity and data analytics company, while the reasons are 
many, three key factors compromise cybersecurity and increase the 
likelihood of cyber-attacks on enterprises. The irony is, these are really 
simple to comprehend and eliminate, just by creating awareness. The 
first is passwords - too many people are using simple predictable 
passwords. A little care in using a stronger password can greatly 
improve security. The second is system vulnerabilities and casualness 
in dealing with them internally. The third is underestimating the risk of 
cyber-attack, and unfortunately, everyone's ability to calculate risk is 
poor. The common refrain is it does not happen to us.
 
This edition of Industrial Automation is dedicated to the theme of 
Industrial Safety and Enterprise Security. Apart from the lead story 
featuring expert views, there is a large number of articles dwelling on 
the subject, analysing causes, suggesting solutions, offering remedies 
and sharing knowledge based on experience. As the CybSafe blog 
observes, tongue firmly in cheek, good advice exists, but it's currently 
tucked away online, not available when and where people need it.

Dr. M Arokiaswamy
Editor & Publisher

India's No.1 Industrial Automation Portal
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Soma Mondal assumes charge as 
Chairperson of SAIL
 
 

Smt Soma Mondal has taken over as 
Chairman of Steel Authority of India Limited 
(SAIL) on January1, 2021. She was the 
Director (Commercial) of SAIL prior to this. 
 
After assuming the charge on the first day of 
the year, she addressed the SAIL collective 
and said, "SAIL has a rich legacy with 
enormous contributions from its employees 
and leadership over the decades. It has been 
at the forefront of the nation building. 
"There's a little bit of SAIL in everybody's life" 
is an apt description of SAIL's importance as 
a trusted steel maker to the nation." She 
added, "SAIL is a colossal organisation, with 
multi-location production units & mines, wide 
ranging product basket and diverse 
workforce. People are its greatest strength 
and with synergised efforts of the entire 
Team SAIL, we will strive to attain higher 
summit". "Our immediate focus is to improve 
the top-line and the bottom-line of the 
company. We are charting out all strategies 
to improve value for all our stakeholders and 
make it structurally stronger", she asserted.
 
Smt Mondal was instrumental in introducing 
new marketing strategies and products at 
SAIL enriching the company's product 
basket. Under her able leadership, the 
company launched niche branded products 
like NEX (Structural) and SAIL SeQR (TMT 
bars). Both these products have emerged as 
best-in-class in their respective categories.
 
A graduate in Electrical Engineering from the 
National Institute of Technology, Rourkela in 
1984, Smt Mondal started her career as a 
Graduate Engineer Trainee at NALCO and 
rose to become Director (Commercial) at 
NALCO. .
 

DICV drive for a more inclusive workforce 
 

Daimler India Commercial Vehicles (DICV) 
has announced the successful on-boarding of 
46 women for shop floor operations at its 
manufacturing plant in Tamil Nadu. This 
completes the first stage of their 'DiveIN' 
(Diversity & Inclusive) initiative to increase 
diversity for a more inclusive workforce. One 

goal of DiveIN is creating a gender-balanced staff base by increasing the 
ratio of female factory employees to 20% of the whole by 2022. The new 
employees have been deployed across key function areas on the shop 
floor including Engine & Transmission, Cab Trim, Quality Management, 
Cabin-in-White and Paint Shop.
 
Mr Satyakam Arya, Managing Director and CEO, Daimler India 
Commercial Vehicles said, "Diversity is critical to the long-term success of 
any organisation; How can you meet the expectations of a diverse market 
without a diverse workforce? At DICV, we're promoting inclusivity by 
welcoming women to our factory with a supportive, professional working 
environment." To ensure the welfare and well-being of the new 
employees, DICV has implemented a comprehensive set of tangible and 
intangible changes at the factory. The company first installed suitable 
infrastructure and services such as specific restrooms and changing 
rooms, crèche facilities and dedicated medical professionals. It also 
reinforced existing workplace policies and measures including the speedy 
grievance redressal system, gender, sensitisation training, and the POSH 
(Prevention Of Sexual Harassment) committee. 

Ewon and NVISO partner to bring IIoT cybersecurity to new 
levels
 

With the cyber threat landscape constantly 
evolving, Ewon, a business unit within HMS 
Networks and the global leader in industrial 
remote connectivity, has partnered with 
NVISO, an expert in cybersecurity, to bring 

industrial cybersecurity to the next level. More than ever, it is critical to 
protect factories from malicious attacks. HMS Networks is currently 
developing the next generation Ewon products which will feature market-
leading, enterprise-grade security protection. A key element in this 
security initiative is the partnership with cybersecurity expert NVISO who 
will help ensuring that the Ewon offering prevents, detects and responds 
strongly to cyberattacks.
 
How the partnership works: Instead of a yearly audit which typically 
focuses on the same points, HMS decided to put the bar higher by getting 
challenged on an ongoing basis by experts who are themselves becoming 
even better with time. Accordingly, NVISO will scrutinise Ewon systems on 
a regular basis and provide continuous feedback on how to improve. 
Complementing the ISO 27001 certification that Ewon renews every year, 
the partnership will ensure that Ewon products and services are secured 
to the highest level at all times for even better protection of remote access 
to industrial machines. To help customers maximise the power of their 
data, Ewon products has established a comprehensive and global 
ecosystem of more than 2000 experienced partners.
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Genpact to drive nextgen of 
Enterprise Digital Transformation    
 

Genpact, a global professional services firm 
focused on delivering digital transformation, 
has announced it has acquired Enquero, a 
firm that offers data engineering and data-led 
digital transformation services.
 
"Today's announcement increases the scale 
and depth of our data and analytics teams 
and further enhances our capabilities to 
accelerate the digital transformation journeys 
of our clients," said 'Tiger' Tyagarajan, chief 
executive officer of Genpact. "I am excited 
that Arvinder Pal Singh and the very talented 
Enquero team are joining Genpact at a time 
when we are seeing strong demand from our 
clients for exactly these types of solutions to 
help them navigate and win in challenging 
markets."
 
This acquisition comes as businesses are 
contending with an ever-increasing volume 
and complexity of data - external and 
internal, structured and unstructured. In an 
environment where organisations across 
industries and geographies are experiencing 
unprecedented volatility - from supply and 
demand challenges, to seismic shifts in 
customer expectations and business models 
- the smart use of data at the core of an 
organisation will be critical to business 
growth.  
 
"Enquero enables our clients' strategies to 
succeed through orchestrating data, process, 
and technology in a connected digital 
ecosystem. We started Enquero in 2014 in 
Silicon Valley to help organisations better 
leverage data and cloud technologies," said 
Enquero Chief Executive Officer Arvinder Pal 
Singh. "Joining Genpact is the logical next 
step for us. Genpact's domain, process and 
technology leadership, global footprint, scale, 
and extensive client base will help both 
Genpact and Enquero."  
 

EESL signs MoU with NHAI for solar power projects along 
highways
 

Energy Efficiency Services Ltd (EESL), a 
PSU, has signed a memorandum of 
understanding (MoU) with National 
Highways Authority of India (NHAI) on 
January 8 to set up solar power projects at 

NHAI's structures at toll plazas. According to the official statement 
released by EESL, the company has signed the MoU to set up solar 
power projects, Electric Vehicle (EV) charging stations and energy-
efficient LED lighting at NHAI buildings/structures at toll plazas.  "The two 
have agreed to enter into a special relationship for implementation of 
energy efficiency projects, renewable energy projects and e-mobility 
services as a part of Clean Development Mechanism (CDM) to reduce 
dependence on fossil fuel, reduce emissions and achieve sustainable 
development all across toll plazas and other NHAI establishments," the 
statement said.
 
Saurabh Kumar, Executive Vice Chairperson of EESL Group, said that 
energy demand is increasing rapidly and India is powering ahead to a 
sustainability-driven future by adopting energy efficiency initiatives. 
Kumar added that the availability of charging infrastructure is a key 
requirement for accelerating the adoption of EVs. EESL Managing 
Director (MD) Rajat Kumar Sud said that setting up EV charging stations 
along highways will boost the interest of public commuting from one city 
to another, enabling a smooth and sustainable transition to a future-
oriented mobility solution.
 

B&R India completes expansion of new warehouse & repair 
facility
 

B&R India, one of the leading automation 
companies in India, recently extended its 
warehousing & logistics space at Chakan, 
Pune as a response to continuous growth 
the company is experiencing and 
foreseeing in the future. Indian market 
growth, ever expanding B&R portfolios in 

automation, mechatronics and Industry 4.0 and growing customer 
expectations are a few factors, which played a vital role in this expansion. 
However, at the core is the customer centric approach of B&R, which 
drives all our decisions towards providing exceptional services to our 
customers. B&R's new warehouse is equipped with advanced technology 
and more space to become faster and more accurate in our operation. 
 
"A designated space for support and service teams along-with the 
warehouse, means customer service demands can be processed more 
efficiently," quotes Jhankar Dutta, Managing Director at B&R India. "This 
new spacious warehouse & repair facility has so many advantages which 
I am sure will help B&R to add immense value to our customers and 
further allow our growth. We have achieved commendable growth in last 
few years and this investment shows our commitment to our customers in 
days to come. All our focused business sectors are growing and reflecting 
the growing demand from customers we need more space to fulfil this 
demand," he adds.
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Mecademic releases new robotics 
website for worldwide clients  
 
 

Montreal-based Mecademic has announced 
the release of its comprehensive robotics 
website. This marks a major leap forward 
into the international robotics industry, 
propelling Mecademic on its mission to 
facilitate automation for increasingly more 
OEM's, research facilities, and 
manufacturers around the world. "Our new 
website provides a holistic library of never-
before-seen robotics resources to help users 
start automating quickly, easily, and at lower 
costs," says Ilian Bonev, co-founder at 
Mecademic and world-renowned robotics 
precision expert. "Users have access to 
invaluable tutorials as well as a selection of 
robotics and automation products from both 
Mecademic and third parties.
 
This website comes in the wake of increasing 
demand for Mecademic robots from users 
ranging from NASA's Johnson Space Centre 
to Zymergen's lab automation sector. 
Mecademic has helped clients reach new 
heights, including:
"Maximising flexibility and throughput in 
Zymergen's lab automation processes
"Increasing SDC's medical device production 
throughput by 500%
"Increasing productivity and reducing 
tolerances in Token Ring's product assembly.
 
"Two key new features in our website are 
MecaNetwork and Mecademy. MecaNetwork 
helps users find any tools they may need for 
automation, such as vision systems and 
EAOT's. Mecademy is a one-stop-shop 
compilation of resources such as 
programming examples and tutorials to help 
users' master industrial robotics," says Maria 
Sergo, marketing manager at Mecademic.

EuMW Virtual: Rohde & Schwarz demonstrated reliable 
microwave test solutions 
 

Rohde & Schwarz participated at 
EuMW virtual with a lavishly 
designed virtual trade show booth, 
where visitors learned about new 
developments and exchange ideas 
with experts. The focus was on test 
systems for RF frontend designs, 
for radar and satellite systems and 

for wireless technologies from 5G to the sub-terahertz range. The 
European Microwave Week 2020, which was postponed, took place from 
January 10 to 15, 2021, as an online event.
 
At the Rohde & Schwarz virtual booth, an overview board informed 
visitors and conference participants about theme areas and product 
highlights. Detailed information was found at the virtual counters. Videos 
and product demonstrations based on typical application scenarios were 
available, as were experts on hand to answer questions regarding T&M 
solutions in live chat sessions. 
 
RF component tests and associated research applications were on 
display at one counter of the Rohde & Schwarz booth. Another highlight 
was the demonstration of online access to the R&S WinIQSIM2 
simulation software and the R&S Vector Signal Explorer (VSE) RF 
analysis software via the R&S Cloud4Testing software-as-a-service 
(SaaS) platform.

Industrial Automation Oil & Gas Market worth $18.7 billion by 
2025
 

According to the new market research 
report 'Industrial Automation Oil & Gas 
Market With Covid-19 Impact', published 
by MarketsandMarkets™, the Industrial 
Automation Oil & Gas Market is 
projected to grow from USD 14.9 billion 
in 2020 to USD 18.7 billion by 2025; it is 
expected to grow at a CAGR of 4.7% 

from 2020 to 2025. The key factors fuelling the growth of the market are 
IIoT adding value in the industrial automation and optimum and effective 
exploration of aging reservoirs.
 
Field instruments market is expected to hold the largest share during the 
forecast period. Field instruments comprise four types of transmitters - 
pressure, temperature, level, and vibration level switch, which are used 
for various processes involved in instrumentation. Pressure transmitters 
are extensively used in the oil and gas sector for the measurement of 
flow, level, pressure, density, and viscosity, among which flow 
measurement is the most common application area. Field instruments' 
ability to adapt to IoT and field parameter analysis propels the market in 
industrial automation for oil & gas market. The oil & gas sector is a major 
application area for solutions such as PLC, SCADA, DCS, and safety 
automation; however, the declining prices of oil and reducing oil & gas 
projects are expected to lead to the steady growth of these markets. 
 
 

News
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AVEVA achieves MS Gold Application 
Development competency 
 

AVEVA, a global leader in engineering and 
industrial software has announced it has 
attained a Gold Application Development 
competency and Silver Cloud Platform, Data 
Analytics, and Data Centre competencies, 
demonstrating a 'best-in-class' ability and 
commitment to meet Microsoft Corp. 
customers' evolving needs in today's mobile-
first, cloud-first world and distinguishing itself 
within a small percentage of the Microsoft 
partner ecosystem. A portfolio of 
competencies showcases that AVEVA is 
committed to focusing on on-demand, 
business solution areas, along with ensuring 
it can meet the evolving needs of our mutual 
customers.  To earn a Microsoft competency, 
partners must successfully complete exams 
(resulting in Microsoft Certified 
Professionals) to prove their level of 
technology expertise and, for Gold 
competencies, designate these certified 
professionals uniquely to one Microsoft 
competency, ensuring a certain level of 
staffing capacity. Partners must also submit 
customer references that demonstrate 
successful projects and pass technology 
and/or sales assessments. For gold 
competencies, partners must also implement 
a yearly customer satisfaction study and, for 
many competencies, meet a revenue 
commitment.  
 
"AVEVA is enabling industrial organisations 
to embrace innovative digital platforms that 
will allow them to deploy faster, reduce 
energy consumption and emissions, and 
work more collaboratively," commented 
Steen Lomholt-Thomsen, Chief Revenue 
Officer at AVEVA.

FPT Industrial leads alternative fuel project 
 

Being ever more sustainable is one of the 
strategic objectives that FPT Industrial is 
facing, and it is also a major challenge. The 
requirement to reach the European CO2 
emission targets in 2025 and 2030 make 
the use of alternative fuels and e-fuels 
possible paths to addressing these 
challenges. Following its DNA of leading 

research and technological innovation, FPT Motorenforschung in Arbon, 
Switzerland, is developing an innovation project into the use DME, an 
alternative fuel in an 11-liter heavy duty engine.
 
DME (Dimethyl-ether, CH3-O-CH3) is a suitable fuel for compression 
ignition engines and can be produced from several renewable sources. 
Its chemical properties allow for, with the correct engine hardware 
configuration and calibration, very low NOx and particle emissions, whilst 
maintaining high engine efficiency. There are, however, some challenges 
in the use of DME as a fuel, particularly in terms of the fuel injection 
equipment. DME has been industrially used for decades, mainly as a 
propellant in aerosol cans as it is nontoxic, odourless and can be 
absorbed in the troposphere. From a storage and refuelling point of view 
DME is like LPG. It is liquid at very moderate pressure levels.
 
The project is funded by SFOE (Swiss federal office for energy) and the 
test bench is operated at Empa Dübendorf, where the Company has 
invested heavily in the infrastructure adaptations necessary for DME.
 

Yokogawa releases CENTUM VP R6.08 Integrated Production 
Control System
 
 

Yokogawa Electric Corporation has 
announced the release of CENTUMTM VP 
R6.08, an enhanced version of the CENTUM 
VP integrated production control system for 
industrial plants, on January 22. CENTUM VP 
is a core product in the OpreX™ Control and 
Safety System solutions family. This release 

delivers enhancements that drastically reduce the amount of work needed 
to upgrade a control system's CPU module, including a newly developed 
utility kit and standards certification for individual CPU modules. It also 
enhances a function that is able to upgrade a CENTUM VP system 
without interrupting the process control. Providing a smooth upgrade 
process will help customers achieve long-term stability in their plant 
operations and enable the efficient utilisation of assets.
 
Ever since it introduced the first version of CENTUM VP (R6.01) in 2014, 
Yokogawa has continued to make enhancements to this platform that will 
ensure its customers are able to enjoy long-term stability in their system 
operations. This latest version of CENTUM VP meets our customers' 
needs for faster equipment upgrades and high availability. Development 
of this new CENTUM VP version is also in keeping with Yokogawa's three 
sustainability goals for the year 2050, one of which calls for the 
achievement of a circular (recycling-based) economy.
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Addressing the 
safety and security 
concerns of the 
industry in the 
digital era.
 

afety and security in the 
industrial context was 
always understood as 
the physical safety of the 

personnel as well as assets with the 
necessary security infrastructure in 
place to prevent entry of 
unauthorised persons in the plant 
complex as well as preventing acts 
like theft and sabotage by elements 
internal or external. With the advent 
of digital technologies, the safety of 
personnel has graduated beyond the 
use of personal protection equipment 
(PPE) and supplemented by sensors 
and wearables besides extensive 

video surveillance which takes care 
even of the lone worker scenario 
effectively. With the advent of digital 
technologies, there is also the rising 
menace of cyber-attacks, which is 

Cover Story

Plant Safety & Cybersecurity –
                    How Safe? How Secure?

today a major security threat to 
businesses globally. With the 
connected enterprise, safety and 
security have now become 
inseparable, as the cyber criminals 
not only attack assets, but in the 
process also disrupt the safety 
systems that protect workers, 
equipment and environment. So 
how serious is the threat? "Not 
every battle starts from air, ground 
or water. These days some of the 
fiercest attacks are happening 
among computer networks in the 
most silent form. The Digital Age 
has transformed the weapons into 
the most sophisticated digital tools, 
opening a whole new playing field 
of vulnerabilities with the unlimited 
threat landscape during pandemic," 
says Mohit Kohli, Founder, Foresiet 
and former Vice President - 
Accenture, as he draws attention to 
the fact that cyber-attacks in India 
have increased multi-fold during the 
pandemic. India is among the top 5 
most attacked countries. Indian 
companies have seen nearly 7 lakh 
cyber-attacks in 2020 affecting 

multiple sectors - Financial, Retail, 
Manufacturing, Government, etc. 
Remote work has fundamentally 
changed the dynamics, especially for 
teams habituated to working side-by-
side every day. Unexpected changes 
can seed and drive security risks, 
especially where we fail to recognise 
this change and adapt to this new 
way of conducting business. 
"Employees working from home 
rarely have the same firewalls, 
network-based intrusion detection, 
and other defence integral to the 
offices we are all accustomed to 
working from. Which means even a 
strong security fort can be easily 
bypassed by alluring the last mile 
user, causing the enterprise to come 
to a standstill and have a cascading 
impact on the value chain. In case of 
Healthcare and Oil & Gas, the 
impacts would lead to life threats," 
cautions Kohli.
 
"The pandemic induced remote 
working has increased the overall risk 
posture for both, large enterprises 

S

'The war is between AI-enabled 
products and AI-enabled hackers'

Mohit Kohli, Founder, Foresiet and former 
Vice President - Accenture.
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and small and midsize businesses 
(SMBs) in India. In particular, SMBs, 
some large Indian franchisers, and 
hyperlocal delivery apps among 
others, have been seriously 
impacted through ransomware 
attacks. Cyber-attackers also are 
changing their techniques and 
tactics and are now increasingly 

taking advantage of Covid-19 
related news and charity initiatives 
by creating fake news, and spoofed 
websites to lure people and steal 
their credentials," says Rajesh 
Dhuddu, Practice Leader - 
Blockchain and Cybersecurity, Tech 
Mahindra. "Even now, as India 
awaits the rollout of Covid-19 
vaccine, fraudsters are using 
vaccine registration portals for 
cybercrime. It has been estimated 
by the National Cyber Coordination 
Centre that four lakh pieces of 
malware are found every day in 
India and 375 cyber-attacks are 
witnessed daily. These attacks are 
serious in nature and cause 
financial damages, irreparable 
damage to brand and reputation, 
and loss of productivity," he adds.
 
Piotr Ciepiela, EY Global Cyber 
Architecture, Engineering & 
Emerging Technologies Leader, 
Consulting, draws attention to how, 
in recent years, the industry has 
experienced a significant number of 
successful cyber-attacks on critical 
infrastructure (CI) facilities. Those 
widely recognised and discussed 
cases (such as attacks to power 
grids and multiple critical 
manufacturing companies impacted 

by ransomware) have brought the 
new cyber risk to the attention of CI 
owners and societies whose safety 
depends on proper operations of this 
infrastructure. "As a result, we have 
now observed a significant rise in 
investments and new regulations 
aimed at protection of CI 
installations. The management and 
cybersecurity departments of CI 
operators are keenly aware how 
cyber-attacks can result in 
unavailability of essential services 
they support, by impacting basic 
process control systems with such 
components like DCS (Distributed 
Control System), PLC 
(Programmable Logic Controller) 
controllers or SCADA (Supervisory 
Control And Data Acquisition) class 
applications," he says.
 
"However," adds Ciepiela, "there is 
still a limited understanding by non-
automation professionals that for 
large and complex installations like 
refineries or power grids, there is 
another layer of industrial control 
systems, the so called Safety 
Integrated Systems (SIS) protecting 
us from large malfunctions, which 
would result in ecological 
catastrophes and loss of life. These 
very reliable, basic systems have a 
single purpose - to switch off 
technological installation in a safe 
manner if technological process 
parameters go beyond acceptable 
levels." Beyond SIS, there are 
passive measures dedicated to 
minimising the impact, such as 
explosion-proof infrastructure. 
Ensuring proper reliability of these 
critical systems is a goal of the 
whole significant part of automation 
engineering, which is part of a larger 
domain called functional safety. 
There's an imperative to pay more 
attention to the possible exposure of 
SIS to the cyber threats and how 
functional safety specialists can 
consider those threats in their 
reliability analysis for systems they 
design and deploy to keep people 
and systems safe.
 
In this context, Deepak Naik, 
Director Business Development, 
HIMA Middle East FZE, quotes the 
example of a safety controller 

deployed in a process facility in the 
Middle East, which was hacked in 
2017. "The Safety Instrumented 
System (SIS) was compromised and 
initiated a plant shutdown. While no 
damage or injuries occurred, the 
incident should serve as a wake-up 
call to heighten awareness of 
segregation and cybersecurity in the 
industry as it was the first publicly-
known successful attack on a safety 
instrumented system - which is the 
last line of defence in any process 
plant," says Naik. Furthermore, 
critical hardware vulnerabilities 
affecting most modern processors 
have recently been identified. Attack 
modes such as Meltdown and 
Spectre exploited these in order to 
steal data from computers all around 
the world. It again reopened the 
discussion around the layer of 
protection and additional segregation 
requirement in different layers. "An 
independent protection layer (IPL) is 
a device, system, or action that is 
capable of preventing a scenario 
from proceeding to its undesired 
consequence independent of the 
initiating event or the action of any 
other layer of protection associated 
with the scenario," he adds.
 

What are the most common cyber 
threats and how best can companies 
counter them? "One of the weakest 
links, in most cases, is due to 
outdated software. So, the software 
and firmware in the entire system 
has to be up-to-date. It mitigates 
attack vectors caused by 
vulnerabilities a hacker can exploit. 
However, besides outdated software, 
statistical data on breaches indicate 

Human errors continue to play a 
significant role in physical and 

cyber disasters'
Rajesh Dhuddu, Practice Leader -

Blockchain and Cybersecurity, Tech 
Mahindra.

'HAZOP is a standardised risk 
analysis method for conducting 

analyses'
Piotr Ciepiela, EY Global Cyber 

Architecture, Engineering & Emerging 
Technologies Leader, Consulting.
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that the greatest threats are actually 
humans in the organisation. Social 
engineering is in fact the most 
common cause for breaching a 
system. Only then can the attacker 
start looking for outdated software," 
observes Ravi Ramarao, an 
International Business Leader with 
29+ years of overall experience in 
Connected Manufacturing. "Each 
new service and capability 
introduces additional risks. Hackers 
constantly look for points of entry for 
potential privacy breaches. The 
number and usage of connected 
systems and smart mobility services 
shall only increase, inevitable. So, 
we should be prepared to face a 
growing number of cyber, fraud, and 
data-breach incidents. If un-
prepared, it shall cause damage to 
both companies and consumers," he 
adds.
 
According to Mohit Kohli, the 
adoption of modern technology is 
challenged by the increase in 
cybersecurity threats that target the 
Operational Technology community. 
"We have seen an exponential rise 
in sophisticated social engineering 
techniques with the motive of cyber-
espionage. Cybercriminal groups 

attempt to take advantage of 
vulnerable employees (enterprise 
users or users from supplier/vendor, 
etc.), who are unfamiliar with 
managing their technology 
environments. It is one of the most 
effective attack vectors because it 
exploits human behaviour and our 
tendency to trust one another. India 
has noticed a rise in Credential 

stuffing attacks this year using 
sophisticated phishing campaigns" 
he points out and states that 
organisations must switch from 
detecting to predicting cyber 
breaches with a multidimensional 
approach covering - Secure Mindset, 
Secure Last mile remote users, 
secure network access, secure work 
environments, and secure 
collaboration.
 
Rajesh Dhuddu believes Practice 
Phishing, MITM (Man in the Middle), 
SQL (Structured Query Language) 
injection, malware, zero day exploits, 
supply chain attacks and Domain 
Name System (DNS) tunnelling are 
some of the most common cyber 
threats. "Such attacks are impacting 
organisations world over. As per 
Reuters report, the recent supply 
chain attacks on SolarWinds have 
caused disruption to the State and 
local governments in the US," he 
says and adds that companies must 
train and educate employees about 
phishing attacks and help them 
identify and deflect such attacks. 
This is important because if 

employees are vulnerable, even the 
strongest cybersecurity technologies 
or products will be suboptimal.
 
While cybersecurity is now 
important, are companies paying 
adequate attention to the physical 
safety of its personnel and assets? 
"With the growth of industry and 
huge industrialisation across the 
world, negligence or little 
compromise in safety results in huge 
disasters. Every year millions of 
industrial accidents occur which 
result in loss of human life, loss of 
man-hours, machine hours and loss 
of production time," says Darshana 
Thakkar, MSME Transformation 
Specialist and Founder, 
Transformation - The Strategy Hub. 
"Additionally, huge financial loss in 
terms of repair and replacement of 
machinery, equipment, 
compensation for employees, and 
sometimes loss of revenue because 
of delayed delivery to the customer," 
she adds.
 
"In addition to the direct threats 

brought as a result of digital 
transformation, there is an aspect of 
physical security of assets and 
personnel that is often overlooked. In 
2018, Microsoft and Accenture 
conducted a joint survey with more 
than 200 industry leaders for 
understanding how critical physical 

security is in the era of digital 
transformation. The report concluded 
that even though the leaders 
understood risk management in 
digital enterprise, they lacked the 
understanding of physical security of 
personnel and assets. Additionally, 
there is a risk to the physical security 
of personnel and assets, as a result 
of system malfunction," says Suneet 
Pahwa, Deputy Director at DSCI 
(NASSCOM). Data Security Council 
of India (DSCI) is a not-for-profit, 
industry body on data protection in 
India, setup by NASSCOM - the 
premier trade body and chamber of 
commerce of the Tech industry in 
India, which is committed towards 
making cyberspace safe, secure and 
trusted by establishing best 
practices, standards and initiatives in 
cyber security and privacy. "Insider 
threat is another threat to the OT 
sector, including industrial plants. 
According to the latest report on 
Insider threat by Verizon, 
manufacturing is among the five 
industries with the highest number of 
insider threats. The average cost of 
insider threat to a manufacturing 
organisation is about USD 8.86 
million," adds Suneet, emphasising 
the magnitude of the threat.
 
So how can companies effectively 

'The safety instrumented system 
is the last line of defence in any 

process plant'

Deepak Naik, Director Business 
Development, HIMA Middle East FZE.

'One of the weakest links, in most 
cases, is due to outdated 

software'
Ravi Ramarao, an International Business 

Leader.
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counter the various threats ranging 
from perimeter security to workplace 
safety, theft and sabotage, etc., with 
effective use of technology? 
"Remote working has imposed a 
great magnitude of threats which 
means a new standard to be 
developed to protect the endpoints. 
Companies spending on 
cybersecurity do not necessarily 
correlate with the level of protection. 
Enterprises need to build a strong 

borderless security approach due to 
the decentralised nature of 
business," suggests Mohit Kohli.
 
"Organisations should undertake a 
complete risk - both cyber & 
physical - quantification program. 
This will create a comprehensive 
risk register along with risk classes 
with respect to corporate networks 
perimeters. Organisations must 
realise that VPN technologies may 
not be sufficient for comprehensive 
cyber threat protection. While the 
implementation and integration of 
two-factor authentication can help in 
significant risk reduction, it will not 
eliminate the possibilities of cyber 
threats or attacks completely," 
opines Rajesh Dhuddu.
 
He suggests organisations should 
focus on zero trust concepts like 
Device ID/fingerprinting, software 
defined networks, dynamic 
perimeter overlay and implement 
solutions like SASE that provide 
security for DNS, web gateways and 
firewalls integrated with Cloud 
Access Security Broker (CASB).
 

Piotr Ciepiela states that 
catastrophic industrial accidents in 
the past caused by human error, 
improper design or operations have 
resulted in development of analysis 
methods dedicated for ensuring 
functional safety. "One of those, 
proven in use, is the Hazard and 
Operability Studies (HAZOP) 
method. This method is based on a 
systematic review of design 
assumptions and the technological 
processes to identify all possible 
deviations of parameters and 
supports selection of proper 
countermeasures to lower the risk of 
such events to acceptable levels. 
HAZOP is a standardised risk 
analysis method for conducting 
analyses according to the 
methodology described in IEC 
(International Electrotechnical 
Commission) 61882 standard," he 
explains.
 
"If I talk about my real industry 
experience, most of the micro-
enterprises are not able to fulfil basic 
safety requirements. This is a big 
concern for human safety," says 
Darshana Thakkar, who believes 
MSME industrial accidents can be 
reduced through effective preventive 
measures by hazard assessment, 
good housekeeping, training, and 
better personal protective equipment 
(PPE). "To develop a good safety 
culture, the attitude of the workers 
needs to be reoriented by adopting 
best practices, good housekeeping, 
and changes in work culture and 
work practices. Industrial accidents 
are common in India, as in many 
other developing countries. 
Prediction of various types of 
accidents helps owners/managers to 
formulate organisational policies for 
improving safety performance," she 
asserts.
 
Talking specifically about process 
industries where the stakes are high, 
how adequate are the counter 
measures against such threats? "We 
have seen that cyber threats to 
safety integrated systems (SIS) are 
not just a potential, but a reality. In 
2008, an oil pipeline in Turkey that 
exploded is now believed to be due 
to a cyber-attack, where hackers 

were able to disable SIS before 
taking control over the oil 
transmission process and take it 
outside safety parameters. That was 
probably the first publicly announced 
attack of this type," says Kris 
Lovejoy, EY Global Cybersecurity 
Consulting Leader. "However, most 
recently we can witness the rise of 
safety-related incidents. In 2017, 
Triton malware - the first SIS 
dedicated malware, capable of 
modifying main functions without any 
notice to system engineers or 
operators - was identified. Rapid 
evolution of technology and constant 
changes in IT/OT integration 
increase the risk of cybersecurity 
incidents in critical infrastructures," 
she points out.
 
"The manufacturers, and perhaps 
customers too, will have to identify 
and secure critical elements for the 
entire platform - all the way through 
to phase-out. This means life cycle 
management will be a decisive topic 
in the future. In other words, how do 
you provide adequate risk-based 
protection after start of production for 
connected systems? They are in the 
cyber space and face many years of 
exposure to a constantly changing 

threat landscape," says Ravi 
Ramarao. "As an OEM or supplier or 
a consumer all should be aware of 
these facts and to achieve the 
security level identified in this way, 
we need to involve all participants," 
he adds. "We are seeing a clear shift 
from Cybersecurity to Cyber 
Resilience. Both increasing IT/OT 
integration imposed by raising 

"Physical security of assets and 
personnel is often overlooked"

Suneet Pahwa, currently Deputy Director at 
DSCI (NASSCOM)

‘Negligence or little compromise 
in safety results in huge 

disasters’

Darshana Thakkar, Founder, Transformation 
– The Strategy Hub.
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business requirements and cutting-
edge security capabilities sourced in 
different delivery models result in 
developing a very wide and complex 
environment to protect," says Mohit 
Kohli, who maintains the industry is 
not only getting better at identifying 
cyber threats but is also responding 
and dealing with them faster. 
"Business needs to ensure security 
is deep-rooted in the organisation's 
DNA. There is no silver bullet to 
confront cyber threats as it is 
continuously evolving.
 
Hackers leverage AI-enabled 
engines to guess and predict the 
next move of the Enterprise 
protection engine; which means the 
war is between AI-enabled products 
and AI-enabled hackers," he 
stresses.  
 
Today, every process plant has 

Industrial Control Systems (ICS) 
governing different levels of digital 
adoption in the organisation, varying 
from corporate servers to field 
devices. "Safeguarding these ICS 
and SCADA (Supervisory Control 
and Data Acquisition) systems are 
of paramount importance as the 
health and safety of 
workers/employees are also 
dependent on them. Human errors 
continue to play a significant role in 
physical and cyber disasters. Along 
with this, an increased potential for 
remote attacks on ICS and SCADA 
systems have raised the stakes for 
cyber-attacks even further.
 

While there are adequate measures 
to focus on process safety and 
cybersecurity individually, harnessing 
the overlap between these two is the 
key to build resilient cyber defences," 
says Rajesh Dhuddu.
 
"There is a significant lack of 
understanding when it comes to 
cybersecurity awareness. This is 
commonly seen across multiple 
sectors," says Suneet Pahwa. "Cyber 
policies need revision, as the way 
organisations are operating has 

changed in the past few months. In 
some of the cases, these guidelines 
have been written from a subject-
matter expert perspective. However, 
given the vast scale of threats and 
vulnerabilities, cybersecurity 
guidelines must also address people 
on the manufacturing floor," he adds.
 
What could be the ideal approach for 
comprehensive safety solutions for a 
typical industrial plant? "Businesses 
need to shape themselves to meet 
the new way of working during a 
pandemic. Take the attacker's view. 
Risk reviews and vulnerability 
analyses must not focus solely on 
the value of the information to the 
company and the ascertainable gaps 
in its defences.
 
The profiles of potential attackers are 
also important: Who wants the 
organisation's information? What 
skills do they possess? Thinking 
about likely attackers can help 
identify new gaps and direct 
investment to protect the information 
that is most valuable to the most 
capable foes," says Mohit Kohli, 
summing up his assessment.
 
"Comprehensive safety solutions for 
typical industrial plant should have 
following elements," says Rajesh 
Dhuddu., and enumerates the points:
a. AI based video surveillance.
b. Security Operations Centre (SOC) 
with all device integration and 
comprehensive use cases.
 
c. Discovery, identification and 
control platform for all connected

 
OT/IoT (Operational Technology/ 
Internet of Things) devices in the 
plant.
d. Implement micro-segmentation to 
clearly segregate IT infrastructure 
and IoT/OT infrastructure.
e. Recurrent and repeated training of 
employees on all hazards - physical 
and cyber.
 
 

Cyber policies 
need revision, as 

the way organisations are 
operating has changed in 
the past few months
 
 
Kris Lovejoy is of the opinion that the 
traditional model of cybersecurity as 
a compliance activity, bolted on by a 
checklist approach instead of built 
into every technology-enabled 
business initiative, is not a 
sustainable model. "Next-generation 
chief information security officers 
(CISOs) should look beyond the 
standard information security realm 
into OT's cyber-physical systems, 
considering safety as well as 
emerging technologies threats that 
are related to IoT or cloud, just to 
mention two examples.
 
To get ahead of those threats, 
companies must focus on creating a 
culture of security by design. This 
can only be accomplished if 
organisations successfully bridge the 
divide between the security function 
and the C-suite and enable the CISO 
to act as a consultant and business 
enabler instead of the stereotypical 
roadblock," she concludes.
 
(Note: The responses of various 
experts featured in this story are 
their personal views and not 
necessarily of the companies or 
organisations they represent. The 
full interviews are hosted online at 
https://www.industrialautomationindi
a.in/interviews)
 
 

'A major technology trend will 
emerge for in-depth cybersecurity 

strategy'

Krishnadas Manjaparra, Business Head for 
South Asia, Middle East and Africa, ABB 

Industrial Automation, Process Industries.

'Companies must focus on 
creating a culture of security by 

design'

Kris Lovejoy, EY Global Cybersecurity 
Consulting Leader. Conclusion - and the 

way forward

“
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Developing a 
cybersecurity 
strategy begins with 
understanding the 
current situation, 
including existing 
risks, says Mark 
Hellinghuizer.
 

magine this scenario: A 
chemical processing 
company decides to 
launch a cybersecurity 

program for a manufacturing plant, 
so it brings together an IT expert and 
someone from operations who is 
moderately well versed in the plant 
networks. The two have other 

Cybersecurity

Risk Assessment: First Step to
              Securing an OT Environment

responsibilities and complete their 
task quickly by inserting a 
smattering of security appliances at 
strategic points and declaring the 
plant protected.
 
Meanwhile, a hacker who has been 
systematically analysing the plant's 
networks over several months, has 
a better grasp of the architecture 
and what assets are deployed than 
anyone in the facility. The hacker 
gained access because some 
system integrator, a few years ago, 
installed a Brand X PLC to solve a 
chemical injection problem. The 
technician left a path to access the 
PLC via the internet for follow-up 
service, but everyone has forgotten 
about it. The hacker is aware of a 
key vulnerability - a default 
password - with that PLC because 
its characteristics were published, 
but the plant never acted on 

changing it because they had 
forgotten it was even there. This 
vulnerability provides the hacker a 
path into the larger network through 
an unprotected connection from the 
PLC to the automation system.
 
While this scenario is an 
oversimplification, it illustrates the 
problems many companies face as 
they consider how to approach 
cybersecurity strategy for operations 
technology (OT) networks. A well-
thought-out strategy will find and 
correct these problems, and for the 
rest of this article, we will look at how 
to implement this type of plan.
 
An evolving attack surface
Much has been written about the 
convergence of IT and OT, and how 
the extension of IT technologies into 
OT networks has expanded the 

I

Figure 1: Leading cyber threats compiled by the SANS Institute in its 2019 State of OT/ICS Cybersecurity Survey.

Mark Hellinghuizer
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attack surface, but also brought new 
defensive tools.
 
Most older plants used to be 
completely isolated but are now 
connected to the outside world via 
company intranets and/or the 
internet, likely in more ways than 
most people realize. Companies are 
striving to transform their operations 
and businesses digitally for 
competitiveness by connecting not 
only vertically within their plant, but 
also horizontally within sites, with 
other sites, and across the supply 
chain. These connections create 
business opportunities, but also 
create challenges in securing the 
network and data.
 
With more components and 
functions required to optimise the 
larger operation, plants are 
becoming increasingly complex and 
automated, with use of commercial 
technologies like Windows, 
Ethernet, and TCP/IP. Research 
shows that the top three cyber 
threats are devices and 'things' 
added to the network (such as the 
PLC in our opening example), 
internal threats (human negligence 
or accidents), and external threats 
(supply chain or partnerships). IT 
and OT convergence has brought 
mixed results, helping some 

defensive efforts and hurting others 
depending on the situation (Figure 
1).
 
OT's natural resistance to change
Those responsible for OT networks 
do not always welcome help from 
the IT side. If something works and 
is necessary to ensure uninterrupted 
production, even if old and not well 
protected, the usual answer is, 
'Don't touch it'. The tools and 
upgrades that IT wants to bring to 
the plant may be incompatible with 
older equipment and software, 
causing production interruptions and 
even compromising safety. On the 
other hand, malware can do the 
same things, so IT feels the need to 
get involved.  However, simply 
importing IT security technology and 
policies into an OT environment to 
improve OT security does not work 
because IT security is driven by 
different requirements and priorities.
 
IT must understand that an industrial 
control system is the brain of the 
plant. Its availability, resilience, and 
sustainability affect the availability of 
the entire plant - as well as safety, 
operational cost, and business 
performance. Anything interfering 
with its performance impacts the 
corporation, top management, and 
stakeholders.

 
In light of this situation, security 
risk management is a top priority 
for organisations and responsible 
teams in spite of serious 
challenges:
1. Assessing risk of low visibility 
OT assets - Plants evolve over the 
years, and like the PLC in the 
opening example, many are not 
good at documenting changes, nor 
do they drill down into the 
infrastructure looking for potential 
vulnerabilities.
 
 

Companies are 
striving to 

transform their 
operations and 
businesses digitally for 
competitiveness 
 
 
2. Mitigating risk and prioritizing 
investment - When companies 
have little visibility into their OT 
assets, it is difficult to project how 
much investment is needed for 
security or where the effort should 
begin. Moreover, it will be 
impossible to know how much risk 
was reduced by the effort.

“

Figure 2: Security levels based on descriptions in IEC 62443-3-3.
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3. Keeping up with industry 
standards - Implementing 
countermeasures and continuing to 
be compliant with emerging 
standards is challenging. More on 
that in a moment.
 
4. Managing risk with limited OT 
security expertise - While 
implementation and management of 
security measures must continue 
throughout the plant lifecycle, which 
lasts for more than 20 years, 
security teams often face a lack of 
security personnel and expertise.
 
Risk-based approach
There are two general approaches 
to reduce risk. The maturity-based 
approach builds the highest level of 
defence around everything. It is the 
most comprehensive but very 
expensive. The risk-based 
approach optimises defensive 

layers for risk reduction where it is 
needed most. This sacrifices some 
coverage, but is far less expensive 
and easier to implement, and thus 
much more likely to happen.
 
Risk-based security depends on 
four practices:
i. Determine the security baseline - 
The first step is a risk assessment to 
identify risks and enable OT security 
stakeholders to understand the 
baseline. Acknowledging the current 
status of the plant is fundamental 
and is the starting point of the 
security journey.
 
ii. Define risk from a holistic view - 
Risks come from many different 
directions and categories, so a risk 
assessment that only focuses on 
high-level business processes might 
fail to identify risks due to flaws in 
technical implementations. 
Insufficiently defined security 

leadership in the boardroom is a 
risk, but so is a poorly configured 
firewall. Therefore, it is essential to 
have a scope that is sufficiently 
broad and incorporates different 
parts of the organisation. 
Furthermore, a combination of a 
paper review with an onsite, 
technical assessment is vital for a 
comprehensive risk assessment.
 
iii. Comply with security standards 
for guidance - Compliance with a 
security standard is beneficial 
since it makes the implementation 
of a security program more 
effective and straightforward, as 
compared to reinventing the wheel 
each time.
 
iv. Establish a systematic process 
- Organisations must follow a 
systematic process to establish a 
persistent operational risk 
management process for OT 

Each vulnerability must be examined in light of the probability that it could be used maliciously.
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security. This risk management 
process is a strategic activity that 
involves short- and long-term 
considerations. Thus, planning for 
strategic risk management is 
necessary to ensure continuous risk 
assurance.
 
Security standards
As just mentioned, a key element of 
risk-based security is compliance 
with relevant standards. A plant 
setting up to manufacture cheese 
has to comply with applicable 
regulations rather than its own 
definitions of sanitation. In the same 
way, cybersecurity has its own 
practices and guidelines to help 
companies. Growing numbers of 
companies are working to:
1. ISA/IEC 62443
2. NIST CSF (Cybersecurity 
Frameworks)
3. NIST 800-82
4. CIS Critical Security Controls
5. ISO 27000 series (Mainly used in 

IT).
 
There is no single regulation, 
standard, or best practice covering 
all aspects and regions. In the case 
of Europe, the European NIS 
(Network and Information Systems) 
directive has been rolled out and will 
result in laws passed on a per 
country basis. 
 
Arguably, the most important 
standard on the list above is IEC 
62443 since it is designed 
specifically for industrial systems 
and covers every aspect of a 
security program, ranging from risk 
assessment to technical design 
specifications. Its approach defines 
a target security level for a plant or 
zones of a plant (Figure 2). 
Companies are required to establish 
the correct target security level 
when assessing their plant.
 
Additionally, IEC 61511, a technical 

standard setting practice for 
engineering safety instrumented 
systems (SISs), explicitly states 
that conducting security risk 
assessments is now a mandatory 
requirement.
 
First step: Risk assessment
As the first step to risk-based 
cybersecurity management, 
Yokogawa recommends a 
technical security risk assessment 
(TSRA) as the starting point to 
obtaining the OT security baseline. 
By assessing the impact and 
likelihood associated with threats 
facing the OT environment, a 
TSRA determines the security risk 
to the organisation. 
 
Yokogawa's TSRA process starts 
with a vulnerability assessment 
based on customer interviews and 
technical inspections. When 
vulnerabilities are identified, a 
scenario-based risk assessment is 
conducted to define the highest 

Figure 4: All attacks vectors are not the same, so the defence must reflect the risk level.
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risks facing the OT environment, 
and which problems need to be 
solved most urgently. Vulnerabilities 
and risks are not the same (Figure 
3). A vulnerability is a flaw or 
weakness, while a risk is the 
probability of something bad 
happening. Returning to the 
opening example, the vulnerability 
is the default password. Another 
typical vulnerability can be lack of 
boundary protection. The risk is 
what can happen if the hacker 
leverages the vulnerability.
 
 

Companies are 
required to 

establish the correct 
target security level 
when assessing their 
plant.
 
 
In the technical vulnerability 
assessment phase, multiple 
methods are used to gather 
vulnerabilities, verify and check 
findings, and create a complete and 
reliable list of those existing in the 
environment. The list becomes the 
input of the risk assessment phase 
conducted by the same team that 
was involved in the vulnerability 
assessment phase. This means that 
a large amount of knowledge and 
insight regarding the vulnerabilities 
will be present at the start of the risk 
assessment.
 
The technical risk assessment 
concludes with a report that 
includes:
a. A list of risks and vulnerabilities
b. Findings on any high-level risk 
and immediate actions required
c. A gap analysis between the 
existing state of the plant and 
security requirements
d. A roadmap showing how to 
develop or improve the security 
program, including plans for 
countermeasures and other 
concrete recommendations.
 

Assessment methodology
Consultants and engineers perform 
the vulnerability assessment 
together using several methods, 
including interviews and technical 
inspections.
 
Interviews work through an 
extensive questionnaire based on 
both the IEC 62443 and Yokogawa's 
extensive security experience. The 
questions vary from detailed 
technical implementation to how 
security is managed by the local 
organisation. Answers to these 
questions are integrated with 
technical inspections, including user 
and PC management, network 
device inventory, patches, updates, 
and antivirus management.
 
Each vulnerability must be 
examined to determine the risk it 
presents, which is a combination of 
how much damage an intruder could 
do by using a vulnerability and the 
likelihood of the intruder actually 
carrying out a damaging action. The 
combination of impact and likelihood 
becomes the risk level (Figure 4).
 
The result of the vulnerability and 
risk assessments are documented in 
the TSRA Report that contains:
i. Executive summary
ii. Methodology overview
iii. Risk overview for the OT 
environment
iv. Vulnerability overview for the OT 
environment
v. Gap analysis between the plant's 
existing state and security 
requirements
vi. Roadmap on how to develop or 
improve the security program.
 
The outcome of the assessment will 
support constructive discussion with 
management on what immediate 
measures need to be taken to 
address the high-level risk, and how 
to plan an effective security program 
to implement countermeasures. The 
ultimate objective is a program that 
runs continuously and is constantly
evaluated and improved as threats
 

and tools evolve.
 
Adopting a risk-based approach will 
guide organisations to make 
complex decisions, choose which 
action to take, and where to invest. 
Effective risk management starts 
with knowing and thoroughly 
understanding company- and plant-
specific risks. However, the 
complex operational environment, 
evolving cyber threats, and 
continuously updated laws and 
policies make this responsibility 
extremely challenging for 
organisations to handle internally. 
 
Since this can be challenging even 
for the most experienced 
professionals, many companies 
seek support from security partners 
when it comes to security 
assessments. With in-depth 
knowledge and vast experience in 
both plant operation and OT 
security, Yokogawa's consultants 
and engineers can serve as guides 
along the security journey.
 
All figures in the article courtesy of 
Yokogawa.

Mark Hellinghuizer is a Senior 
Security Consultant for Yokogawa 
Europe BV. His security 
certifications include CISSP, 
GICSP, ISA/IEC 62443 
Cybersecurity Expert, and 
Certificate 2: ISA/IEC 62443 
Cybersecurity Risk Assessment 
Specialist. He has 25 years of 
experience in OT, including 15 
years in OT security. He founded 
the Plant Network Security 
Department for Yokogawa Europe 
BV.
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Any single 
vulnerability can 
prove fatal to the 
whole organisation, 
says Suneet Pahwa, 
stressing the 
importance of 
creating awareness.
 
 

he year 2020 has been 
a transformative year for 
a lot of organisations - 
from moving workforce 

from office (or fields) to remote and 
distributed locations. Technology 
adoption has happened at such a 
fast pace that some experts believe 

Data Security

Cyber-Attacks: Understanding
Vulnerabilities and Creating Awareness

that years of digital adoption was 
done within a few months of the 
pandemic. Organisations within 
and outside of India have now 
started thinking about technology, 
not from a cost savings or 
operational efficiency perspective, 
but from organisation's strategy 
perspective. However, there has 
been a downside to this rapid 
digital adoption, i.e., the increase in 
cyber threats. According to DSCI's 
discussions with CISOs and CIOs 
across sectors in 2020, the 
increase in cyber threats is 
attributed to the lack of 
understanding of cybersecurity and 
the speed of the digital adoption 
without analysing the impact of 
integration of various technologies 
and resulting vulnerabilities, and 
availability of talent with desired 
skill set. Additionally, the increase 
in attack surface due to next-gen 
technology adoption has also 

played a significant role in increasing 
the cyber threats.
 
A closer look at Vulnerabilities and 
Cyber-attacks
In 2020 alone, India witnessed a 
sharp increase in cyber-attacks. 
According to an article that appeared 
in Inc42 publication, about four lakh 
pieces of malwares were found on an 
average per day and on an average 
375 cyber-attacks happened daily in 
India1. India's manufacturing sector, 
for example, witnessed 41,000 
intrusions2 in January-June 2020; an 
increase by 6000 in number 
compared to the same period in 
2019. Following figure attempts to 
show some of the vulnerabilities and 
attacks that have impacted Indian 
businesses.    
 
In addition to the direct threats 
brought as a result of digital 

T

Reported vulnerabilities and attacks in 2020.

Suneet Pahwa
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transformation, there is an aspect of 
physical security of assets and 
personnel that is often overlooked. 
In 2018, Microsoft and Accenture3 
conducted a joint survey with more 
than 200 industry leaders for 
understanding how critical physical 
security is in the era of digital 
transformation. The report 
concluded that even though the 
leaders understood risk 
management in digital enterprise, 
they lacked the understanding of 
physical security of personnel and 
assets. Additionally, there is a risk to 
the physical security of personnel 
and assets, as a result of system 
malfunction. 
 
Insider threat is another threat to the 
OT sector (including industrial 
plant). According to the latest report 
on Insider threat by Verizon, 
manufacturing is among the five 
industries4 with the highest number 
of insider threats. The average cost 
of insider threat to a manufacturing 
organisation (with more than 1000 
employees) is about USD 8.86 
million.
 
Additional challenges brought by 
Covid-19
The year 2020 has also changed
 

the way we work on a daily basis, 
and this change has resulted in 
many new challenges from an 
employee perspective. Some of the 
recurring challenges that have come 
up during our industry roundtables 
are as follows:
1. Cybersecurity awareness across 
the board: There is significant lack 
of understanding when it comes to 
cybersecurity awareness. This is 
commonly seen across multiple 
sectors.
 
2. Dated Cybersecurity and 
operational guidelines: Cyber 
policies (including BYOD) need 
revision, as the way organisations 
are operating has changed in the 
past few months. In some of the 
cases, these guidelines have been 
written from a subject-matter expert 
perspective. However, given the 
vast scale of threats and 
vulnerabilities, cybersecurity 
guidelines must also address people 
on the manufacturing floor.
 
3. Business resiliency: Business 
resiliency must include Business 
Continuity Planning/Disaster 
Recovery (BCP/DR) testing and 
planning. In our observation, the 
companies that have well tested 

their plans, responded to the 
lockdown effectively than those 
who did not test the plans 
effectively. The leaders also felt that 
such plans must be more hands-on 
and must consider the exhaustive 
scenarios.
 
4. Network monitoring: Monitoring 
has become a challenge for many 
organisation's IT departments. 
Many leaders believe that the 
"noise" in the network traffic has 
increased significantly. 
Organisations should invest in 
infrastructure to fine tune the 
monitoring activities.
 
5. Data loss: Data privacy and data 
loss have been leading focus areas 
before Covid-19 as well. However, 
the distributed workforce model has 
escalated the challenge due to lack 
of controls. 
 
The illustration summarises these 
(and some more) challenges, as 
they have come up in various 
discussions DSCI has had during 
2020.  
 
Approach to cybersecurity
In April 2020, NCIIPC came up with 

Additional challenges brought by Covid-19.
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"Building resilience against cyber-
attacks during Covid-19 crisis" 
guideline document. The guidelines 
provide comprehensive 
understanding across five 
dimensions from employee 
perspective, as shown in the figure 
below: 
 
The document also goes beyond 
these points into the role leadership 
plays, and approach to the risk 
assessment. From various 
discussions that DSCI has been 
leading, each organisation must 
focus on three dimensions - 
Business resiliency, Technology 
controls and Cybersecurity 
awareness.
 
1. Business continuity and 
disaster management: Planning is 
one of the ways in which 
organisations can achieve business 
resilience. According to DSCI's 
Security Framework (DSF)5, 
following parameters help to assess 
the maturity of BCP/DR 
management:  
a. Visibility over BCP/DR readiness. 
This can be achieved using 
analytical approach
 
b. Business aligned - BCP/DR must 

be in context to the business 
requirement
 
c. The infrastructure team must 
move its focus from tactical issues 
to more strategic ones
 
d. The plans created under BCP/DR 
program must be repeatedly tested 
under various scenarios
 
e. The plans must be actionable and 
integrative (that is - all 
dependencies and relations must be 
clearly outlined), and
 
f. Define operational metrics to 
measure the success and failures.
 
A detailed approach to a better 
BCP/DR plan is discussed below:
i. Identify the scenarios that can 
have impact on the business. 
Prepare the consolidated list of such 
scenarios. Ensure that the asset 
repository across the organisation is 
complete and up to date.
 
ii. Conduct Business Impact 
Analysis (BIA) to provide inputs on 
enterprise recovery objectives.

iii. Develop the complete strategy 
for business recovery, as per 
identified scenarios and identified 
assets and BIA results.
 
iv. Ensure end-to-end testing of the 
BCP/DR plans at regular intervals. 
As stated previously, these plans 
must be thoroughly tested and 
must be written in such a way that 
these plans are actionable. 
Additionally, since these plans will 
be instrumental in an 
organisation's resiliency, all the 
leading business units such as 
GRC, HR, Finance, Administration 
etc. must be consulted.
 
v. From technology and data 
perspective, ensure that the 
redundant measures are 
implemented across the IT 
infrastructure - network, servers, 
data centres and endpoints. These 
are largely based on identification 
of hot sites, warm sites and cold 
sites. Data must be backed-up 
regularly, keeping business metrics 
in mind (AIW, RTO, RPO etc.).  
 
2. Technology controls: At 
technology control level, 
organisations must focus on two 
aspects - Data security and 

Building resilience against cyber-attacks during Covid-19 crisis.
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technical infrastructure. The IT and 
OT security leaders must evaluate 
the changing threat landscape and 
new technology developments 
happening. For instance, during 
2020, we have seen organisations 
across sectors are evaluating 
adoption of architecture level 
changes. This is due to distributed 
workforce and hence there is a 
need for organisations to focus on 
gaining trust at device, user, 
session, application, and data level. 
One of the approaches could be to 
adopt Zero-Trust architecture, 
which is based on the premise of 
"Never trust, always verify". Re-
evaluate the access rights of 
employees to the corporate 
information and follow the principle 
of least privilege. 
 
Organisations must also evaluate 
the segmentation of the network. 
There must be clear segregation 
between IT network and OT 
network, so that any vulnerability in 
the IT network does not provide an 
opportunity for attackers to move 
laterally and exploit the OT/plant 
network. Various next generation 
firewall solutions can help create 
the desired segregation.  
 
3. Cybersecurity awareness: Any 
single vulnerability can prove fatal 
to the whole organisation, and 
hence, in addition to ensuring that 
the awareness training is complete 
in terms of new technologies and 
associated controls, the training 
must also be comprehensive to 
cover the desired depth, as 
required for various roles. 
Additionally, the awareness training 
plays a definitive role in defining the 
cybersecurity/cyber risk culture. 
Awareness training should include 

(not limited to) phishing awareness 
campaign, IT-use best practices 
across the organisation, scenario-
based cybersecurity training, etc. 
With these approaches, 
organisations will have better 
understanding of the threats around 
them and be better prepared to 
handle and respond to an 
unforeseen incident.   
 
About DSCI
Data Security Council of India 
(DSCI) is a not-for-profit, industry 
body on data protection in India, 
setup by NASSCOM®, committed 
towards making cyberspace safe, 
secure and trusted by establishing 
best practices, standards and 
initiatives in cyber security and 
privacy. DSCI works together with 
the Government and their agencies, 
law enforcement agencies, industry 
sectors including IT-BPM, BFSI, CII, 
Telecom, industry associations, 
data protection authorities and think 
tanks for public advocacy, thought 
leadership, capacity building and 
outreach initiatives.  For more 
information, visit: www.dsci.in
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It is important to 
understand these 
safety concepts 
when adding 
safeguards to 
machines.
 

hen it comes to keeping 
people and equipment 
safe in industrial 
environments, the plant 

operator is traditionally responsible 
for preventing accidents. However, 
safety norms are changing on a 
global scale with several countries 
implementing new safety regulations 
that add responsibility to the 
machine builders and designers. If 
you're an OEM, you must design 
safeguards into machines and 
systems or else get left behind in 
domestic and global markets.
 
Not only are international 
regulations evolving rapidly, so is 
the technology advancing machine 
safety. Innovative optoelectronics, 
sensors, programmable logic and 
other digital implementations are 
making machines and systems safer 
and more intelligent. Whether you're 
an MRO or OEM, staying current 
with machine safety technology and 
standards is critical. The following 
principles for machine design and 
risk assessment can help you keep 
work environments safe from 
machine-related hazards
 
Conduct a risk assessment to 
identify hazards, risk and harm
A risk assessment will identify 
hazards associated with machine 
operation and the potential physical 

Machine Safety 

Safety Principles for
Machine Design and Risk Assessment

harm or health effects that could 
result from those hazards. Many 
IDEC products are designed to 
address mechanical hazards posed 
by machine parts, functions or 

processes. After identifying the 
potential source of harm, evaluate 
the potential severity of that harm: 
Could the machine-related injury 
result in disfigurement, amputation 
or death? Your risk assessment 
should determine how frequently 
the hazard exposure will occur and 
the probability of how likely an 
injury will occur. Note that a risk 

assessment should be performed by 
a certified risk assessor.
 
Risk reduction through 
safeguarding
Safeguards can include any 
protection measure that can reduce 
the risk of harm to personnel. If your 
risk assessment identifies 
mechanical hazards in your machine, 
they can be mitigated through 
machine design. Safeguards for 
mechanical hazards can range from 
a simple gate to guard a machine's 
entry point or a two-push safety 
switch to stop operation, or to more 
advanced sensing solutions like a 
light curtain that cannot be thwarted 
by mechanical means.
 

Methods of implementing machine safety.

W
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Understand global safety 
standards
Standards establish a minimum 
level of product safety in a region, 
either by mandate or 
recommendation. Machines that 
comply with appropriate standards 
provide a means for customers to 
recognise quality, thereby helping a 
company reach a wider market and 
minimise development and testing 
costs.
 

Not only are 
international 

regulations evolving 
rapidly, so is the 
technology advancing 
machine safety
 
European Union standards and 
performance levels
ISO (the International Organisation 
for Standardisation) and IEC (the 
International Electrotechnical 
Commission) develop and govern 
standards for machines and 
electronics. ISO and IEC standards 
are typically harmonised, and 
machines that ship to the European 
Union (EU) must also comply with 
ISO standards. The jointly issued 
ISO/IEC Guide 51 establishes a 
structure that groups specialised 
safety standards under three tiers: 
Type A, Type B and Type C.
i. Type A basic safety standards. 
Contains basic concepts, design 
principles and general safety 
aspects that can be applied to all 
machinery.
ii. Type B generic safety standards 
pertain to one safety aspect or one 
type of safeguard that can be used 
across many machine types.
iii. Type C machine safety 
standards. Refer to detailed safety 
standards for a specific machine or 
group of machines.
 
ISO 13849-1 performance levels 
assess risk in machines
1. ISO 13849-1 Performance
Levels. For machines, ISO 13849-1 
assigns alphameric performance 
levels according to their qualitative 
risk for injury severity, frequency 

and/or exposure to hazard, and the 
possibility of avoiding hazard or 
limiting harm. PLa is the lowest risk 
level, and PLd and PLe indicate a 
very high risk.
 
2. ISO 13849-1 Defined 
Performance Levels comprise an 
architecture of six categories ("B" 
and 1 through five, with B being the 
least safe and 5 being the most 
safe). Factors include PL levels, 
diagnostic coverage (DC) and mean 
time to dangerous failure (MTTFd).
 
IDEC helps build safety into 
automated machines and systems
When building safety into a 
machine, you simply want the best 
component to address the risks and 
hazards. The fast-paced world of 
industrial automation doesn't slow 
down while you investigate various 
products and the safety standards 
that pertain to many different 
regions. That's why you should 
choose machine safety products 
from a company whose innovative 
products comply with global 
standards, thereby opening markets 
and opportunities for your machines.
 
IDEC's cost-effective safety products 
offer advanced features to 
safeguard machines, protect 
personnel and monitor systems. All 
our safety products are designed to 
meet the latest international safety 
regulations - and can satisfy the 
ISO/IEC performance level and 
defined performance level 
categories you must meet - so you 
can focus your time on your work 
while mitigating risks to people and 
operations. Highlights of our 
innovative safety product line 
include:
a. E-stops with exclusive safe break 
action technology, which reverses 
the energy direction and uses 
spring-pressure to guarantee that 
the NC contacts will open if the 
emergency switch is damaged or the 
contact blocks separate due to 
excessive force.
b. Safety laser scanner - Features a 
long 5.3-metre protection zone and 
a very wide range of filtering options 
to detune the scanner or ignore 

obstacles.
c. Interlock switches in a wide 
variety of sizes, contact 
arrangements and functions to 
satisfy a broad range of applications.
 
d. Safety controllers require no 
programming and can replace up to 
seven relays to consolidate safety 
circuits.
e. Light curtains, Enabling and grip 
switches, and Safety relay modules.
 

IDEC safety 
products can make 

sure your personnel, 
machines and systems 
are safe and productive.
 
IDEC experts can work with your 
machine to help suggest the right 
safety product based on your 
potential hazards and risks. With 
over 60 years' experience providing 
control and automation products, 
IDEC safety products can make sure 
your personnel, machines and 
systems are safe and productive.
 

IDEC Controls India Private Limited, 
2201A, 22nd Floor, WTC Bangalore, 
Brigade Gateway,
Rajaji Nagar Extension, 
Malleswaram, Bengaluru
Tel: +91 80679 35328.
Email: info_india@idec.com
 
Shashishekar J,
Head - Sales & Marketing
Mobile: +91 9972013868.
shashishekar.jayaraman@idec.com
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Industrial Safety

Industrial Safety & Variable Speed Drives

Tushar Narwade 
presents a variable 
speed drive 
manufacturer's 
perspective on 
industrial safety.
 
 

ndustrial safety is a 
fundamental requirement, 
and it is the responsibility 
of hardware 

manufacturers to offer products with 
market-leading safety features, so 
that factory managers can provide a 
safe working environment for 
employees. In India, as in many other 
countries, employee safety is 
increasingly moving up the agenda - 
and rightly so. Functional safety is 
about reducing risk of accidents to an 
acceptable level, and it is prescribed 
by a series of safety standards: IEC, 
ISO and EN. Safe torque off (STO) is 
the most common and basic drive-
integrated safety function.
 
The ability of STO to perform the 
safety function is measured by the 
Safety Integrity Level (SIL). SIL 3 is 
the highest level applicable for 
industrial equipment, which results in 
a very low probability of failure. STO 
guarantees safe machine stop 
without using additional contactors. 
Replacing magnetic contactors 
reduces both cabinet size and 
installation costs; and it is also safer 
because it prevents the possibility of 
arcing events. Additionally, STO 
offers greater reliability than with 
using a contactor because it has no 
moving parts. STO works by blocking 
the pulses of the drive, ensuring that 
no torque-generating energy can 
continue to travel to the motor, and 

preventing unintentional startups.
 
Here at Inovance - a $1bn+ global 
industrial automation company with 
pan-Indian sales and support - we 
offer a full range of industrial 
automation products from variable 
speed drives and servos, to CNCs, 
PLCs and HMIs. Our SV660 single 
axis EtherCAT servo - which is 
equipped with STO functionality - is 
one of our leading servo products. 
The drive offers high dynamic 
performance with a compact footprint 
(30% smaller than the 
equivalent previous 
generation 

product), is user friendly, and is 
extremely easy to set up and tune. 
An ultra-fast 4.5 kHz current loop 
bandwidth allows the motor to 
follow the motion profile with 
minimal error. The drive achieves a 
radically improved system 
performance with a shorter settling 
time and higher throughput. 

I

Tushar Narwade

Inovance SV660N drive and motor-Ethercat.
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 An isolated cooling channel prevents 
dust contamination of internal 
electrical components, and 
conformally coated PCBs are 
resistant to 3S2 and 3C2 
environments providing further 
protection. 
 
The drive has been designed from 
the ground up with safety in mind. 
That's why it features both STO SIL 3 
and also short output winding - which 
ensures safe breaking even in the 
case of a failure in the motor holding 
brake. While, in the Indian market, 
STO is often an expensive addition 
to a drive, this is not the case with 
the SV660N servo drive. STO comes 
fitted to SV660N as standard, and 
the drive is highly competitive in price 
with similar non-STO products in the 
Indian market. All our latest products 
have STO capability, such as the 
MD810 AC MultiDrive and the IS810 
MultiAxes EtherCAT servo.
 

Tushar Narwade is a servo and 
motion specialist at Inovance 
Technology India. As a product 
manager, his role includes analysis 
of products and markets, as well as 
ensuring that next generation 
product development is in line with 
India's rapidly evolving market 
requirements. Tushar's role is also 
customer facing, and he is strongly 
involved in helping to develop new 
product applications. To continue 
the conversation about industrial 
safety, get in touch with Tushar 
Narwade directly: tushar.n@inova-
automation.com
 

The SV660N drive offers high dynamic performance.

Inovance Group - A Leading Global Provider of Industrial Automation Solutions

The Inovance Group is a leading global provider of industrial 
automation solutions, founded in 2003. Inovance's flexible 
production techniques and expert understanding of all industry 
sectors - from elevators to plastics to electric vehicles to robotics - 

has allowed the company to establish globally leading industry-
specific business units. For example, Inovance's elevator 
and escalator business unit - Monarch - is one of the 
world's largest suppliers of elevator and escalator control 
solutions.

Inovance forms long-term partnerships with its customers. To achieve this, the group offers more than just products: 
working with Inovance gives customers access to world-class manufacturing and R&D facilities, as well as highly 
skilled engineering and industry-sector specialists. The company has a strong international presence, with offices 
and R&D facilities across Asia and Europe.

Inovance's ultra-modern global manufacturing facility is ISO 9001 certified and follows continuous improvement 
principles to achieve world-class standards. Rigorous inspection techniques, such as solder paste inspection, 
automated optical inspection, furnace temperature inspection, in-circuit testing and functional testing of the finished 
assembly ensure world-class manufacturing. Meanwhile, statistical process control is used to monitor process 
consistency.

The company invests 10% of revenues in R&D and employs 800 engineers focused on three areas: core 
technologies, product development and industrial applications. The group uses a uniquely rigorous engineering 
process that incorporates advanced design modelling, performance analysis and quality assurance techniques. R&D 
teams carry out significant integrity testing of all technologies in-house.
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Are you putting all 
your eggs in the 
same basket, asks 
Deepak Naik, and 
suggests a holistic 
approach to 
address security 
and safety 
management 
systems.
 
 

he future of the process 
industry is digital. Digital 
transformation holds 
many opportunities for 

plant operators to enhance 
efficiency, increase flexibility and 
make their plants future-proof. At the 
same time, the growing level of 
automation and connectivity can be 
a door-opener for serious threats to 
plant security. In recent years, large-
scale professional cyberattacks and 
chip hardware vulnerabilities 
affecting industrial plants around the 
globe have clearly shown the need 
for the process industry to take 
segregation and cybersecurity more 
seriously  
 
Why we need Segregation on all 
layers including Control and 
Safety? 
In late 2017 a safety controller 
deployed in a process facility in the 
Middle East was hacked. The Safety 
Instrumented System (SIS) was 
compromised and initiated a plant 
shutdown. While no damage or 

Safety & Security
Deepak Naik

Incorporating Resilience in
                      Safety and Control Layers

injuries occurred, the incident 
should serve as a wake-up call to 
heighten awareness of segregation 
and cybersecurity in the industry as 
it was the first publicly-known 
successful attack on a safety 
instrumented system - which is the 
last line of defence in any process 
plant. Furthermore, critical 
hardware vulnerabilities affecting 
most modern processors have 
recently been identified. Attack 
modes such as Meltdown and 
Spectre exploited these in order to 
steal data from computers all 
around the world. It again reopened 
the discussion around the layer of 
protection and additional 
segregation requirement in different 
layers. An independent protection 
layer (IPL) is a device, system, or 
action that is capable of preventing 
a scenario from proceeding to its 
undesired consequence 
independent of the initiating event 
or the action of any other layer of 
protection associated with the 
scenario
 
Standards and Segregation 
The purpose of modern functional 

safety solutions is to reduce safety 
and security risks to a minimum. 
Therefore, a holistic approach is 
needed, which not only includes the 
core SIS (final control elements, logic 
solver including I/O module and 
sensors), but also its environment 
like the engineering station, asset 
management tools (AMS) and 
handhelds as well as field entry 
panels and HMIs.
 
To reduce the risk in all prevention 
layers, international standards 
provide guidelines and 
recommendations. For instance, 
Safety Standard IEC61511-2 states 
clearly that Basic Process Control 
System (BPCS) and Safety 
Instrumented System (SIS) should be 
completely separated, isolated and 
independent (Clause 11.2.4). The 
standard states that SIS is normally 
separated from the BPCS for the 
following reasons:
 
a) To reduce common cause, 
common mode and systematic 
failures, minimising the impact of 
BPCS failure on the SIS
b)  To retain flexibility for changes, 

T

Methods of risk reduction.
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maintenance, testing and 
documentation relating to the BPCS
 
c) To facilitate the identification and 
management of the SIS devices, 
making the validation and FSA of the 
SIS more straightforward and clear
 
d) To support access security and 
enhance cyber security for the SIS, 
such that revision to BPCS functions 
or data do not impact the SIS, and
 
e) To reduce the amount of analysis 
that should occur to ensure that the 
SIS and BPCS are properly 
designed, verified, and managed.
 
This separation can be achieved via 
identical separation (same 
technology) or diverse separation 
(different technology). For SIL-3 and 
SIL-4 requirements diverse 
separation have to be adopted and 
identical separation is not sufficient. 
As stated in the IEC61511 standard, 
nowadays, users prefer to utilise 
Programmable Electronics (PE) 
technology for both the BPCS and 
the SIS. As it provides maximum 
flexibility and the ability to 
interchange information between the 
BPCS and the SIS. But unfortunately 
these characteristics can be 

counterproductive when trying to 
maintain separation and 
independence between the BPCS 
and the SIS. 
 
ICSS is a concept with both BPCS 
and SIS integrated. It simplifies the 
configuration by using a common 
network domain, common software 
library, Common Engineering 
workstation. ICSS concept adopted 
for SIL-3 requirement, directly 
contradicts with IEC 61511-2, clause 
A9.4.2 for having different 
manufacturers for diversity. It also 
does not fulfil completely the 
measures of "Differences" as per 
IEC61511, Clause 11.2.4 
 
There is no safety without 
security 
The security requirements deserve 
to be defined in a similar manner 
which is to specify protection layers 
and provide separation between the 
layers. This is because the security 
environment is the protecting layer 
which prevents security threats 
reaching the SIS. Befitting this 
concept, Zones and Conduits 
concept is described per the 
international standard for 
automation security, IEC 62443-3-2.
 A zone, in line with this standard, is 

a dedicated part of an overall 
application where identical security 
recommendations apply. Each 
Zone is having clearly defined 
perimeters and dedicated 
interfaces to other Zones as shown 
in the Figure - Zone and Conduits 
(IEC 62443).
 
For each of the Zones (or layer) we 
need to define what level of 
security protection measures are to 
be implemented.
 
These measures are the 
'Foundational Requirements' as per 
IEC 62443-3-3 and listed as 
following:
1. Identification and authentication 
control
2. Use control
3. System integrity
4. Data confidentiality
5. Restricted data flow
6. Timely response to events, and
7. Resource availability.
 
The intent is to keep the threat or 
risk in a zone from reaching 
another. Hence each zone acts as 
a protection layer and any interface 
or conduit should have enough 

Defined perimeters and dedicated interfaces.
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measures to avoid breach of 
security. Therefore the BPCS, SIS, 
Maintenance and Engineering 
workstations and office zones should 
be segregated.
 
 

The world is a 
dangerous place to live;

not because of the people who 
are evil, 
but because of the people who 
don't do anything about it."
-Albert Einstein
 
 
Why do we need Safety and 
Security management? 
A well-structured management plan 
for the Safety and Security should go 
in tandem. Data flow requirements, 
interfaces and required defence 
systems have to be designed and 
built according to the International 
Standards IEC 61508/61511, 
Security Standard IEC 62443 and 
others.
 
The holistic approach should 
address security and safety 
management systems, secure 
communication infrastructure and 
Zones\Layers capable of 

withstanding security breaches. For 
instance for an effective cyber-
defence, the computer infrastructure 
should be set up with a secure 
firmware (BIOS) management, 
reduced access rights and with only 
the required Windows services 
activated. Portable devices (laptops) 
should not be used as engineering 
stations as they can be easily 
moved between zones. The 
engineering station should be kept 
completely separate from other 
functions and the engineering 
station for one zone should not 
handle the other zones. All devices 
(controllers, PCs, remote IOs, 
firewalls, etc.), should feature an 
intelligent password management 
system and install mission specific 
set of application programs alone 
which are to be regularly updated 
with necessary patch management 
to list a few measures.
 
The need of the day is a lifecycle 
management approach for both 
Security and Safety. The design, 
realisation, operation and 
maintenance should all provide a 
management plan for Security and 
Safety. This approach should not be 
applicable for the industry alone but 
users, manufactures, vendors, 
service providers all should take the 
responsibility to incorporate safety 

and security lifecycle management 
for themselves. We need to act 
now against a common threat.

Deepak Naik is an accomplished 
Automation Solutions Expert with 
over 34+ years of experience in the 
automation industry. He is currently 
Director Business Development of 
HIMA Middle East FZE, a 110+ 
years old German Independent 
Safety and Security Expert who 
provides solutions in Process as 
well as Rail Industry. He has 
worked with various companies in 
India and GCC including Siemens, 
Schneider electric as well as E&I 
Integration Companies prior to 
joining HIMA in 2013 in HIMA's 
regional office in Dubai.
 

“

A well-structured management plan for the Safety and Security.
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Enterprise Security 

Consolidation of Multiple Security Silos

While consolidation 
of security solutions 
is required, CISOs 
need to plan the 
consolidation very 
carefully, suggests 
Sanjeev Garg.
 
 

ne of the most important 
concerns of CISOs (Chief 
Information Security 
Officers) across the world 

is: how secure their organisation is, 
and the 2020 pandemic has further 
fuelled this concern. The network 
attacks have been the highest during 
Q3 2020 and increased by 90% over 
the previous quarter. Cyber-attacks 
are currently occurring every 39 
seconds. As per Dimensional 
Research's survey, 90% of 
organisations have seen increasingly 
sophisticated cyber threats during the 
past three years. Many organisations 
have become victims of email 
phishing attacks during Covid-19, 
with 90% of malwares being 
delivered by email and more than 2.7 
million malicious domain connections 
blocked.
 
The need of the hour is also to 
understand the impact of a breach or 
hack in the organisation, if it 
happens, and the controls that can 
be brought in to secure the 
organisation. The need is to bring in 
cost-effective yet efficient solutions to 
reduce TCO (total cost of ownership) 
without compromising on the security 
posture, knowing weak links from a 
risk standpoint, and areas that need 
more attention as compared to 
others.

For mid to large-sized organisations, 
the problem gets aggravated multi-
fold over time. Large organisations, 
which over the years would have 
gone through the lifecycle of M&As 
(Merger & Acquisition) and rely on 
legacy applications for specific 
business functionality, face an 
increased threat landscape. They 
deploy new products available in the 
market which promise a more robust 
and secure environment. This leads 
to multiple (and sometimes 
redundant or obsolete) products 
deployed in the organisation, thus 
increasing complexity. According to a 
recent study by Check Point, 27% of 
large organisations use 11 to 40 
products from different vendors' while 
around 49% of all organisations use 
between 6 and 40 security products. 
This results in increasing deployment 
and maintenance cost, high and 
complex integration requirements, 
increased time to isolate the 
problems during crisis, and delayed 
coordination across multiple vendors. 
 
CISOs globally have been in 
constant endeavour to consolidate 
such multiple silo security products. 
With the accelerated digital 
disruption due to Covid-19, the 

security threat landscape has 
increased tremendously with 
everyone, from youngsters to IT 
professionals and from non-IT 
professionals to practitioners, using 
digital platforms to perform the day-
to-day functions. This involves all 
types of transactions such as 
browsing the internet for 
information, performing bank 
transactions, dealing with patient 
sensitive data, among others. The 
organisations overnight stepped up, 
set up and deployed new tools, 
which have 'seemingly' increased 
security and block hackers and 
attackers from stealing information. 
 
However, is that so? The trends 
have showcased a different reality. 
Thus, the security experts are 
finding ways to consolidate the 
security tools with different goals 
and objectives such as:
 
1. Security Measures with Cost 
Effectiveness: With the increasing 
scrutiny on budgets globally due to 
impact on the economy, this is one 
of the major factors in consolidation. 
However, cost is not the only factor 
when it comes to security. The 

O

Sanjeev Garg

Security is focused on detection and containment of threats.

INDUSTRIAL AUTOMATION MAGAZINE | FEBRUARY 2021 | WWW.INDUSTRIALAUTOMATIONINDIA.IN 37



primary objective of CISOs is to 
provide adequate security to 
information assets and technologies 
in the organisation, while also 
maintaining the TCO (Total cost of 
ownership) and ensuring RoI 
(Return on Investment). More the 
solutions an organisation deploys, 
more is the maintenance and 
operational cost borne by them. The 
consolidation must ensure 
effectiveness both from cost as well 
as risk posture standpoint, with no 
loss in functionality.
 
2. Speed of response: Security is 
focused on detection and 
containment of threats within the 
environment; hence, speed is of the 
essence. The silo solutions increase 
detection time up to more than 200 
days, leading to a delayed response 
to threats. With a focus on 
integrated and Artificial Intelligence 
(AI) and Machine Learning (ML) 
based analytical solutions, the intent 
is to not compromise the existing 
functionality of threat detection and 
enhance the detection capabilities 
at a much faster pace. ML solutions 
help in easy categorisation of 
security threats into - 'false-positive' 
or 'true-positive', helping security 
analysts to focus on actual 
incidents. Similarly, with the 
NextGen firewalls that come along 
with integrated functionality, faster 
deployment and detection of 
malicious traffic within the network 
is enabled without compromising 
the security and functionality.
 
3. Risk Quantification and Focussed 
Areas to address: With the 
increased threat landscape and 
millions of transactions on any given 
day, the importance is to know 
where to pay dedicated attention 
and prioritise the areas that could 
potentially harm the organisation 
the most. The benchmarking of risk 
across the organisation using 
standardised approach with the help 
of people, process and related 
technology can help to bring in this 
focus. Risk quantification would 
help to strategise the right 
architecture and technologies that 

can be deployed to uplift the security 
posture of an organisation.
 
4. Automation and Required Efforts: 
Reduction and consolidation in 
security tools result in a fewer 
number of security skilled resources 
required to manage the products 
deployed, protecting the enterprise 
from security threats. The 
consolidated and integrated set of 
products/solutions also help in 
automation to detect and respond to 
security threats more effectively. The 
ML-enabled and automated incident 
response solutions take away the 
manual efforts to contain and 
remediate the security threats at a 
much faster pace as well.
 
5. Consolidated solutions: Using 
multiple solutions from different 
security vendors adds complexity 
and takes potential time and effort 
for different activities such as 
maintenance, version upgrades, 
configuration changes, annual 
license renewals. Hence, 
consolidation of solutions will enable 
easy management, both from 
administration and technical 
perspective.
 
Therefore, the consolidation of 
security tools/solutions is a desired 
goal. However, it is at most required 
to properly plan and understand the 
outcome from consolidation in terms 
of functionality achieved, skills 
required, cost implications, 
compliance adherence and ensuring 
increased security posture of the 
organisation. Some of the key 
factors to be considered would be 
the choice of vendors and solutions, 
and thus integration among the 
chosen solutions. 
 
The product vendors have also 
taken multiple steps in this direction 
with increased acquisitions within 
security. The objective is to 
consolidate a number of tools, 
reduce redundancies and provide 
varied functionalities to customers 
using a single console to avoid 
duplication of efforts and effective
 

management of operations.
 
While consolidation of security 
solutions is required and the way 
forward to reduce threat vectors and 
for faster detection of threats, 
CISOs need to plan the 
consolidation very carefully. Any 
such transformations should be 
planned rigorously, proceeded with 
caution by taking a phased 
approach, while making sure that 
they do not compromise any 
functionality in the existing 
ecosystem. Every solution chosen 
should ensure that it is mapped to 
meet specific objectives and overall 
security strategy. If this mapping is 
not correct it should be re-evaluated 
re-considered. Any gaps in 
integration and consolidation may 
lead to significant cost increase and 
potential data breach that may cost 
fortunes to the organisation.
 

Sanjeev Garg is the Delivery Head 
for Enterprise Security and Risk 
Management practice at Tech 
Mahindra. A seasoned leader with 
rich experience in managing global 
delivery, leading solutions, 
operations and consulting within 
security domain, Sanjay has guided 
and directed security engagements 
across different business domains 
and regions covering end-to-end 
security portfolios and have been 
instrumental in improving customer 
satisfaction and growth, in 
conjunction with elite partners 
through a joint marketing strategy.
 

INDUSTRIAL AUTOMATION MAGAZINE | FEBRUARY 2021 | WWW.INDUSTRIALAUTOMATIONINDIA.IN 38



How to reduce 
cyber risk for 
corporates, start-
ups and small 
businesses with a 
small cybersecurity 
budget affected by 
Covid-19? Athul 
Jayaram elaborates.
 
 

n 2020, we faced the 
Covid-19 epidemic that 
took away the lives of 
over 2 million people 

worldwide. The technology sector 
was also affected by this. We saw 
more corporations struggling, 
millions of people lost their jobs. The 
positive thing is that many 
organisations made their employees 
work from home. Some technology 
organisations provided grants for 
employees to work from home for 
internet connection, laptop, and 
desk. Customer-facing organisations 
were affected the most, as observed 
there was a significant decrease in 
the customers visiting them. This 
was also the period where we saw 
some of the huge cyberattacks. 
Cyberattacks are increasing at a 
larger number as observed in 2020.
 
Cyber risk is mostly managed by the 
tech team or the CTO in small 
organisations or startups, bigger 
organisations do have CISO or 
CSO. This person has to keep a 
check on the overall security posture 
of the organisation. Organisations 

Cybersecurity

Safeguarding
         Organisations from Cyberattacks

such as banking, finance need to 
have critical security monitoring, 
considering the higher impact and 
risk. Today hackers are more 
interested in data than currency. It 
may be coincidence organisations 
are also interested in your data.
 
 Almost all the apps and social 
media platforms value increases 
mainly by the number of users they 
have, the more data they have 
about a person, the more is the 
value. As some of the organisations 
define "Data as the new oil", all 
organisations are at a point they 
want to learn more about you. 
Companies do not mind giving you 
freebies so that you reveal more 
about yourself. Some organisations 
collect your chats, photos, videos, 
GPS location, names of people you 
talk to and so more. Imagine 
having terabytes of data about you, 
the same data can be used to 
predict what you may be doing 

next, which product you will buy. All 
the collected data is present in 
servers and accessible to the 
organisation via backends. If a 
hacker compromises your server, all 
the data you have collected about 
your customers may be leaked to the 
public including your competitors. 
The worst situation is for the 
customers whose data including 
credit card numbers, phone numbers, 
addresses, or any other private 
information is leaked. Cybercriminals 
may use your credit card numbers 
and perform transactions on your 
behalf.
 
As a CISO/CIO, the important thing 
to do first, is to conduct a regular 
vulnerability assessment and 
penetration testing of your servers, 
backends, and customer-facing 
applications using your internal team. 
Well, today most vulnerabilities are 
found by an external team, who tries 
to attack your server from outside 

I The best thing an organisation can do is to hire a security researcher.

Athul Jayaram
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your organisation. This can be a 
good simulation of the real-world 
scenario where hackers attack your 
organisation from outside your 
organisation. Hackers are mainly of 
two types - blackhat hackers and 
whitehat ethical hackers. Blackhat 
hackers are the equivalent of 
cybercriminals who steal data from 
organisations and sell it to third 
parties especially on the dark web. 
Whitehat hackers are ethical hackers 
who find vulnerabilities in your 
organisation and report it directly to 
you without disclosing them to third 
parties and offer a monetary reward 
to the informer. Today many global 
organisations have a bug bounty 
program to let ethical hackers and 
security researchers find 
vulnerabilities and report them back 
to the organisations. It has helped 
improve the security of organisations 
at a faster level.
 
 

Organisations such 
as banking, finance 

need to have critical 
security monitoring, 
considering the higher 
impact and risk. 
 
 
Organisations need to increase the 
security budget. It is observed that 
many organisations have reduced 

cybersecurity spendings, as 
revenue has decreased since 
Covid-19. CISO's need to know 
reducing cybersecurity annual 
budget increases the cyber risk of 
the organisation. It is observed that 
organisations with a billion-dollar 
revenue, spends less than 1% on 
the cybersecurity budget. The 
bigger the organisation the more 
should be the cybersecurity 
spending. Recently many well-
known organisations with billion-
dollar revenue were hacked by 
cybercriminals. Later investigation 
revealed they did not pay any 
reward to ethical hackers who 
reported vulnerabilities to them. It 
shows that the organisation does 
not care about cybersecurity. Well, 
ethical hackers won't misuse the 
findings, but if the vulnerabilities are 
left as such, blackhat hackers may 
find the vulnerabilities and exploit 
them. 
 
Let me explain it with my example. I 
am a whitehat ethical hacker, I do 
report vulnerabilities to 
organisations who give monetary 
reward or not. Often, organisations 
pay a reward, I consider it is a token 
of appreciation and feel to find more 
vulnerabilities and report to them. 
As a result, I find more 
vulnerabilities of the organisation 
and the organisation's overall 
security posture increases at a 
quicker rate. Whitehat ethical 
hackers such as me are self-

employed, in fact improving the 
security of other organisations is 
what we do. Whitehat ethical 
hackers also have bills to pay, 
families to maintain. Some do such 
work as part-time along with a full-
time job. Though a full-time job 
gives them financial security, they 
will lose work-life balance.
 
 

Though the big 
four consultants 

bill huge amounts to the 
organisations, the 
security will be always at 
risk.
 
 
Though the budget may be reduced 
for cybersecurity, the best thing an 
organisation can do is to hire a 
security researcher with penetration 
testing experience either on a 
contract or a full-time job. They can 
work remotely and this would be the 
best investment for the organisation, 
as the security researcher will use 
his skills to find any vulnerabilities 
which your organisation may be 
exposing and report them to you. 
Then the CISO can review the 
report and ask the development 
team to fix the vulnerabilities. The 
skills of the security researcher will 
play a key role in uncovering 
vulnerabilities. If a CISO has an 
assumption that firewalls will protect 
your organisation from hackers, well 
this is a wrong notion, as most 
firewalls can be bypassed and data 
can be extracted. 
 
Organisations with a good 
cybersecurity budget purchase 
many expensive SAAS, firewalls to 
protect the organisation from being 
hacked. Such SAAS may increase 
the risk of your organisations since 
if there is a zero-day attack vector 
known to hackers, then your 
organisation might get hacked more 
quickly than before. It will be 
appropriate to run a bug bounty 
program where researchers are 

“

“
The bigger the organisation the more should be the cybersecurity spending.
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rewarded for finding vulnerabilities. 
Even if you have a limited 
cybersecurity budget, the bug 
bounty program can be 
implemented, as the organisation 
only needs to pay for the 
vulnerabilities that are found. This 
can be a cost-effective solution with 
full benefits for the organisation.
 
CISOs do buy security solutions 
from the same vendors, say 
antivirus, firewall, and endpoint 
protection solutions from the same 
vendor. Vendors do provide 
discounts for buying multiple 
products. Often threat protection 
solutions from the one vendor have 
a database, where all the threat data 
is shared across all its products. 
This may increase the risk of your 
organisation. It is recommended to 
use a product from different vendors, 

as the threat detection and threat 
signature data will be different 
across the products. 
 
There are CISOs who are confident 
that their product is safe and no can 
hack their business or steal their 
data. No organisation is 100% safe 
or secure. It takes the right security 
researcher to find a vulnerability. 
These days if we observe even tech 
giants have vulnerabilities, these 
applications are developed by the 
most experienced software 
engineers and web developers. So 
also, there is a need for secure 
coding practices - this is essential. It 
is often the security errors or 
mistakes made by developers that 
lead to vulnerabilities. Bigger 
organisations give contracts to big 
four consulting companies to protect 

their business and applications. 
Though the big four consultants bill 
huge amounts to the organisations, 
the security will be always at risk. 
This is because big four companies 
have multiple clients, leading to 
less time they can focus on your 
project. It is always recommended 
to give a contract also to small 
businesses who can give their full 
time protecting your business at a 
lower cost.
 

Athul Jayaram is the founder of 
SecurityInfinity, a cybersecurity 
company based in the US. He is 
the author of the book, "How to 
protect your business online". He is 
a Security Expert, Security 
Researcher, Ethical Hacker, 
Entrepreneur, Software Engineer, 
and Ex- Deloitte Cyber Risk 
Consultant. He is currently a self-
employed security researcher, 
ranked top 100 in ethical hacking 
platforms.
 

Most firewalls can be bypassed and data can be extracted.
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The question of how 
to avoid incidents 
has been a top 
priority for industry 
safety professionals 
for over half a 
century, says Mark 
Sen Gupta.
 
 

ndustry works diligently 
to increase the level of 
safety in process 
operations. Standards 

such as IEC61511, IEC61508, and 
ISA 84 provide practitioners direction 
and goals in the form of best 
practices for implementing safety 
technologies. Technology suppliers 
have addressed these standards 
head-on with sophisticated relays 
and logic solvers that have an 
outstanding record.  
On the human side of the safety 
equation; most end user 
organisations have placed 
appropriate safety practice reminder 
signs in the workplace at every turn 
in the corridors, offices, and control 
rooms; but catastrophic industrial 
events still occur. While the event 
can sometimes be traced to a fault in 
a piece of equipment, often it is a 
human-induced problem (or a 
problem amplified by a human) 
resulting from a decision with 
unfortunate consequences. So, what 
can we do to reduce the occurrence 
of hazardous incidents to zero?
 
Safety is a high priority 
Most process manufacturers have 

Industrial Safety

Safety is a High
           Priority and People Make it Work

an unwavering concern for plant 
safety. Many have embraced a 
'safety culture' that describes their 
efforts to instil the importance of 
acting in a safe manner in 
everything every employee does. 
Overall, industry has made 
tremendous progress to make 
processes safe, with zero tolerance 
for accidents and incidents. The 
company's safety culture provides 
a constant reminder for everyone to 
work safely.
 
Layers of protection, beginning with 
the DCS, PLC, or other 'basic 
process control system' (BPCS), 
have been engineered into the 

safety design. End users add 
interlocks and safety instrumented 
systems (SIS) as increased layers of 
protection to handle something 
dangerously abnormal or 
unexpected.
 
However, despite the best efforts to 
engineer appropriate system- and 
equipment-based safeguards into the 
overall design, things can and do still 
go wrong. Quite often, this is 
because of a failure in judgment, a 
flaw in the plant practices, 
inadequate training/experience, or 
simply that practices are taken for 
granted. 
 

Mark Sen Gupta

Increased layers of protection to handle the unexpected.

I
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Tragedy is a harsh reminder
Incidents like the explosions at BP's 
Texas City refinery, at the UK's 
Buncefield oil storage facility in 
2005 (the largest fire in the UK 
since WWII), or the recent tragic 
explosion in a corn processing plant 
in Wisconsin; heighten companies' 
concern about plant safety. These 
incidents also increase 
governmental scrutiny and lead to 
increasingly tougher environmental 
regulations. These have helped 
drive the adoption of reliable SIL-
rated safety instrumented systems 
(SIS) to mitigate the risk of such 
catastrophic events.  
 
The ASM Consortium keeps a 
running list of incidents around the 
globe. It is filled with incidents 
occurring almost daily. These events 
serve as a potent reminder of the 
stakes involved.
 
What can be done?
The question of how to avoid these 
incidents has been a top priority for 
industry safety professionals for 
over half a century. The answer 
remains elusive. As long as people 
and equipment process flammable 
and/or explosive materials there is 
always the potential for something 
to go wrong. Depending on the 
process, mistakes can result in 
explosions.
  
On the equipment side, industry 
continues to improve both the 
processing equipment and the 
control and safety interlock systems. 
Theoretically, the combination 
automatically monitors the process 
conditions and takes actions if limits 
are violated. Standards such as 
IEC61511, IEC61508, and ISA 84 
provide direction toward detailed 
practices for implementing safety 
technologies in industry.
 
The human side of the problem is 
inherently different. Where 
machines can be designed to 
always react the same way given a 
set of circumstances, the same 
cannot be said for humans.  

Humans can simply have a bad day, 
which may lead to bad decisions 
when unexpected events occur. 
Owner/operators in the process 
industries have almost universally 
attacked this in two ways: training 
operating personnel and developing 
operating procedures.  
 
State nature of procedures and 
safety
Unfortunately, most procedures 
handle a specific set of process 
conditions. For example, procedures 
for startup, shutdown, or normal 
operation recognise the specific 
state of the process. If the 
procedure is for normal operation, it 
assumes that all other conditions 
about the operation are as it has 
been in the past. If the procedure is 
about startup or shutdown, it 
assumes a certain sequence of 
events have or will take place.  
 
Just like the procedures, the control 
system needs to be able to handle 
the conditions based on the state of 
the process. For example, some 
processes - particularly exothermic 
reactions - need to control the rate 
of change that can occur in the 
normal operation so as not to cause 
a run-away of the reactor 
temperature. 
 
From the human perspective, 
operators must monitor the current 
state of the process to be sure that 
the proper conditions for safe 
operation are in place. They need to 
know that startup and shutdown 
state transitions are typically the 
most dangerous conditions for a 
plant and its personnel. Finally, they 
need to be trained to react properly 
to the conditions and plant state 
from both a safety objective and 
operating objective point of view.  
 
Recommendations
Explosions and other tragedies have 
heightened the intensity with which 
safety is practiced. Despite this, 
other tragic events will most likely 
continue to happen. Machines can 
be made to be nearly perfectly 

repeatable in adverse conditions. 
The operative word is 'nearly', 
since there is always a statistical 
probability of failure. Humans are 
inherently fallible. They will do what 
they believe is best to get the job 
done, regardless of its legitimacy.  
 
Safety practices must be more 
rigidly enforced during start-up and 
shutdown events and spelled out in 
terms of the process state at the 
time. During these events, 
however, the humans in the plant 
are already stressed to get the job 
done as quickly as possible. The 
fact that people do not often 
experience these transient plant 
states aggravates the situation. 
High-fidelity process training 
simulators can help build 
experience in the workforce, 
especially as the older workers 
retire and plant run times increase. 
 
Since the humans can become, in 
effect, the last interlock, they must 
be trained to fully understand the 
current state of the process, the 
best practices for operating under 
that state, and the true meaning of 
'work safely'.
 

Mark Sen Gupta is Director of 
Research at ARC Advisory Group, 
USA. Mark assists clients with their 
Digital Transformation initiatives, 
providing a particular focus on how 
digital transformation affects 
people and the organisation.  He 
also leads ARC's research of 
process automation, process 
safety, SCADA, and terminal 
automation.
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Power Grid Security

Cybersecurity of Electricity Grid

Continuous 
monitoring of 
countermeasures is 
the key to defeat any 
cyber-attack on 
power grid, which is 
infrastructure, says 
P K Agarwal.
 
 

he power grid is a critical 
infrastructure for any 
nation. Hence, the power 
grid's cybersecurity is 

extremely important for the security 
and sustainability of the country. 
Since the information technology 
systems used to control the electricity 
grid are complicated, site-specific, 
and highly protected, a cyber-attack's 
success is difficult for a typical 
hacker. But in the recent past, the 
nation-state's involvement in the 
disruption of the power grid of a 
nation has demonstrated the 
possibility. There are many 
incidences reported worldwide.
 
The European Network of 
Transmission System Operators for 
Electricity (ENTSO-E) has become 
the latest power sector organisation 
to have fallen victim to a cyber-
attack. On 23 December 2015 and 
again in December 2016, hackers 
temporarily disrupted the consumers' 
power supply. The investigation 
reveals that the attacks were nation-
state sponsored with years of 
planning and intrusion efforts. The 
US Department of Energy (DoE) 
reported 150 successful attacks 
between 2010 and 2014 that targeted 
systems holding information 
regarding electricity grids. Given the 

above, the cyber protection of the 
electricity grid has become very 
crucial for any nation.  
 
IT and OT
The operation of the modern power 
grid is tightly integrated with the 
automation and information system. 
The automation systems of any utility 
fall into two categories: Information 
Technology and Operational 
Technology. The usage, criticality, 
type of threats, and defence are very 
different for each category. IT 
technology is employed mainly in 
data processing and other 
administrative works. But operational 
technology is used to control and to 
monitor devices, which are called 
cyber-physical systems. These are 
critical infrastructure for any utility 
and a country. Any wrong operation 
intentionally or unintentionally may 
damage the equipment resulting in 
time and money expenditures. Power 
system SCADA is an operational 
technology system of the utility and 
critical to the grid's reliable operation 
and safety. However, to reduce costs 
and improve performance, 
organisations have begun 
transitioning from proprietary 
systems to less expensive, 

standardised technologies. Current 
OT technologies use and operate 
under platforms that run operating 
systems such as Microsoft 
Windows, UNIX, LINUX systems, 
and the standard networking 
protocols used by the Internet. This 
convergence of control networks 
with public and enterprise networks 
potentially exposes the control 
systems to additional security 
vulnerabilities. 
 
Electricity supply chain
The electricity grid covers a 
geographically wide area to reach 
the farthest consumer. An area-
wide transmission network supplies 
large generators' power to the 
consumers located in many corners 
of the country. The electricity grid's 
complete supply chain consists of 
generating plants, transmission 
substations, transmission lines, and 
distribution substations. Each 
component employs the SCADA 
system to manage its equipment. 
The generating plant's SCADA 
operates and controls various 
equipment of the power plant. 
SCADA in sub-station helps in the 
switching of the transmission lines 
and transformer in and out. SCADA 

T

P K Agarwal
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in the distribution system controls 
the feeders, manages their outage 
and restoration.
 
The entire electricity supply chain 
has to operate in a coordinated 
manner. Several grid control rooms 
manage the grid and have their 
SCADA systems. These control 
rooms and the electricity supply 
chain are connected with a network 
of communications links. The data 
from SCADA systems of generating 
plants, grid sub-station, and 
distribution substations shared on 
these communications links to the 
SCADA system of grid control 
rooms. The grid control rooms do 
the job of operating the grid reliably 
and safely through the SCADA 
system's situational awareness. 
Since the entire grid functions in a 
coordinated way, disruption of any 
parts is detrimental to the grid's 
safety. Hence, the cyber protection 
of each component is essential.
 
Security countermeasures
Any cyber-attack on IT systems or 
OT systems follows a set chain of 
actions known as the cyber kill 
chain. In the cyber kill chain, an 
attacker's first action is to gain entry 
into the target system like the 
SCADA system. After this, the 
hacker installs a Trojan horse 
malware that is a small software 
that enables continued access to 
the hacker. Further, the attacker 
either creates a new administrative 

privilege user account or captures 
the existing user account with 
administrative privilege. The 
administrator user account helps the 
attacker with unrestricted access to 
the system for preparing the attack. 
After collecting all the required 
information, the hacker starts the 
attack. The cyber-attack may be for 
stealing data, damaging files, 
encrypting files for ransom, or 
blocking the system's access to its 
legitimate users. 
 
The SCADA system is the heart of 
the generating station, substation, 
and electricity grid at grid control 
centres. Science, the grid control 
centres, coordinates the complete 
supply chain for its secure 
operation; it may be a strategic 
target for the attacker. Securing a 
SCADA system against a modern 
threat requires well-planned and 
well-implemented strategies that will 
provide network defence teams a 
chance to quickly and effectively 
detect, counter, and expel an 
adversary. The ICS-CERT 
recommended seven strategies that 
are very efficient and easy to 
implement. How to apply the ICS-
CERT strategies in protecting the 
SCADA system has been explained 
below:
 
1. Application whitelisting - Any 
unwanted application which is not 
essential for the working of a 
SCADA system is the most culprit in 
providing access to hackers. One 

reason is that these applications 
are not in the SCADA maintenance 
team's patch management 
program; hence they generally 
remain unpatched. Outdated and 
unpatched applications are 
vulnerable. Hackers may exploit 
them to gain entry into the SCADA 
network. Therefore, all unwanted 
applications, services must be 
removed from the SCADA network. 
Hence, a white list of applications 
and services required for the 
SCADA system's functioning must 
be prepared and implemented.  
 
2. Proper configuration and patch 
management - Wrongly configured 
perimeter devices like routers may 
enable the entry of the attacker to 
the SCADA network. Similarly, a 
hacker may exploit unpatched 
SCADA applications to gain 
unauthorised access to the 
SCADA system. Hence, all the 
perimeters device should be 
appropriately configured and 
hardened to block the unknown 
and unwanted packet. The SCADA 
team should implement and follow 
a proper monitoring and 
management procedure to ensure 
the integrity of configurations and 
patching of the software and when 
its release by OEM.
 
3. Reduce attack surface - Since 
all the elements of an electricity 
grid-like generating plants, 
substations, and control rooms are 
widespread and are 
interconnected, the attack surface 
area is vast. Suppose each system 
is treated as a separate unit 
managed by a different 
administrator. In that case, the 
large attack surface reduces due to 
fragmentation, creating hurdles for 
a cyber hack's success. Further, to 
minimise the attack surface, isolate 
the SCADA network from any 
untrusted networks, especially the 
Internet. Lockdown all unused 
ports. Turn off all unused services. 
Only allow real-time connectivity to 
external networks if there is a 
defined business requirement or 
control function. If one-way 

The cyber protection of each component is essential.
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communication can accomplish a 
task, use optical separation ('data 
diode'). If bidirectional 
communication is necessary, then 
use a single open port over a 
restricted network path.
 
4. Build a defendable environment - 
To limit damage from network 
perimeter breaches. Segment 
networks into logical enclaves and 
restrict host-to-host communications 
paths. This can stop hackers from 
expanding their access while letting 
the everyday system 
communications continue to 
operate. Enclaving limits possible 
damage, as compromised systems 
cannot be used to reach and 
contaminate systems in other 
enclaves. Containment provided by 
enclaving also makes incident 
clean-up significantly less costly.
 
5. Manage authentication - As 
mentioned before, the hacker gains 
access to a privileged user either by 
creating a new user account or 
escalating any existing user's 
privilege. Hence, user management 
is essential for any change in a user 
profile; the new user must be 
watched and detected.
 
6. Monitor & respond - An attacker 
needs sufficient time to search for 
confidential information and prepare 
for an attack. Fast detection and 

response of any intrusion or breach 
may break the kill chain and protect 
from actual attack events. Hence, 
network operation monitoring 
software should be used to watch 
and take fast action to mitigate the 
attack.
 
7. Secure remote access - A remote 
access connection is used to 
maintain a SCADA system remotely. 
Any compromise of the remote 
connection credential may enable 
the hacker to take any operation 
that a human operator can 
legitimately carry out. An attacker 
with control of the SCADA system 
can also instruct the wrong 
operation of the SCADA system. 
Remote access should usually be 
disconnected and should only be 
allowed for a known purpose and 
duration. It should not enable 
system-wide access and should be 
limited and restricted. All remote 
work should be logged and audited.
 
In the worst case scenario, a 
compromised control system can 
issue an unsafe command that the 
compromised computer's hardware 
is electrically capable of issuing. All 
software safeties can be 
compromised. Mis-operation of 
industrial processes is frequently 
dangerous, and always costly. 
Hence, proper countermeasures 
and continuous monitoring of 

countermeasures is the key to 
defeat any cyber-attack. 
 
Conclusion
Absolute security is not possible. In 
other words absolute security is a 
near impossible task or providing 
absolute security will outweigh the 
benefit derived from the system 
being secure. But following the 
strategy of defence-in-depth and 
having best practices, guidelines 
and standards while designing the 
system will create a secure 
system. Security is a continuous 
process hence in addition to 
secure design of SACDA network 
practice of vulnerability 
assessment and plugging of loop 
holes should be followed.

 
Praveen Kumar Agarwal, former 
Director & CISO, POSOCO Ltd, 
has 39 years of experience in 
diverse areas of power sector, of 
which 24 years in electricity market 
design and operations, systems 
automation, WAMS & SCADA 
system integration and 
cybersecurity with active 
involvement in project execution 
and management of Supervisory 
Control and Data Acquisition 
(SCADA) system, and Integrated 
National Control Centre's SCADA 
with regional control centres and 
with control centres of countries 
like Bhutan and Bangladesh. 
Agarwal pioneered 
synchrophasors technology 
(WAMS) in Indian power system in 
the year 2009.
 

Segmented architecture of the SCADA system.
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Sanil C 
Namboodiripad, 
Managing Director, 
ONGC Tripura 
Power Company 
Ltd.
 
 OTPC has received many awards 
and accolades in the recent 
months. What keeps the company 
energized?
Our core purpose of contributing to 
the economic growth of North East 
India has kept us energised. OTPC 
has been operating one of the best 
gas-based power plants in the 
country and the performance has 
been widely recognised by the 
industry players. Recently, CII-ITC 
Centre of Excellence accorded 
OTPC with CII-ITC Sustainability 
Award 2019 for Excellence in 
Environment Management. Mission 
Energy Foundation also declared 
OTPC as winner of Power Plant 
Performer 2020 award in the 
category of Combined Cycle Gas 
based power plants with capacity 
more than 500 MW. In another 
significant development, OTPC has 
achieved the highest Plant Load 
factor among all central sector gas 
power stations in the first three 
quarters of FY 2020-21. 
 
We have a clear focus on being 
responsible to our environment, 
community in vicinity of our plant 
and to our stakeholders. Our 
environmental performance is better 
than the statutory environmental 
norms. For development of the local 
community, we are taking numerous 

Interview

‘Automation is becoming an
           integral part of the power sector’

initiatives under our Corporate 
Social Responsibility program. The 
program with Education, 
Healthcare and Livelihood as our 
focus areas is designed with 
involvement of local panchayats, 
authorities, bodies and local 
villagers.
 
With respect to adding value to our 
shareholders, our focus is to bring 
the power plant operational 
efficiency and reliability at par with 
International Standards. Even 
though we have achieved the 
highest PLF and highest generation 
in the said category, we are 
undertaking a number of initiatives 
to improve upon our operations. 

We are also working towards 
expanding our generation portfolio 
particularly in clean energy space. 
Some discussions are also underway 
to explore business opportunities 
across the border. 
 
The company is a shining example 
of success in a region that was 
once power deficient. How was the 
transformation achieved?
OTPC is the biggest gas-based 
power plant in the North-Eastern 
region and it generates power to 
meet about 25% of the region's 
electricity requirement. Owing to the 
success achieved in 
commercialisation and operation, the 

Sanil C Namboodiripad, MD, OTPC.
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OTPC plant is regarded as a role 
model for other plants in the region. 
Setting up of OTPC has also helped 
in formation of new socio-economic 
connect between North-Eastern 
states and Bangladesh. Transport of 
Over-Dimensional Cargoes through 
Bangladesh to set up this plant is a 
landmark event in the history of 
OTPC and is a testimony to 
improved bilateral relations between 
the two countries.
 
The success of OTPC can be 
attributed to the requirement of 
monetising natural gas reserves of 
ONGC in Tripura that were not 
commercially developed due to low 
industrial demand in the North-
Eastern Region and logistic 
limitations in transportation to other 
parts of the country. OTPC was 
conceptualised to utilise gas from 
these reserves, generate electricity 
and transport electricity within the 
region and outside through wires. 
OTPC is a prime example of the 
'Well to Wire' concept.
 
OTPC generation project linked with 
transmission project for evacuation 
of power and upstream gas supply 
continues to be the single largest 
investment in North East without 
any grant from the Government of 
India. OTPC power plant not only 
provides electricity at the most 
competitive price, but has also 
contributed to significant reduction 
in energy shortage in the region. 
Consequent to the plant achieving 
commercial operations in March 

2015, the energy deficit in the North 
Eastern region has decreased today 
from 1250 MUs in 2014-15 to 293 
MUs in 2020-21 till October 2020.
 
What is the role of automation in 
general, emerging technologies 
like IoT in particular, in 
transforming the power sector of 
the country?
Automation is becoming an integral 
part of the power sector. The 
necessity of making the plant 
generation intelligent and managing 
the assets of the power plant are the 
driving factors for automation of 
power plant operations. Several 
plant automation solutions like 
turbine control, boiler control, 
predictive maintenance, etc., are 
being deployed and are making 
inroads in Indian power sector. 
 
The rampant deployment of 
renewable energy power plants has 
also given impetus to automation in 
the sector. In order to respond to the 
varying loads depending on solar 
intensity, cloud cover, wind speed, 
etc., digitisation of power plants is 
becoming a necessity. The same is 
true for the transmission & 
distribution sector where grid 
security is of prime importance. 
Operational efficiency, network 
planning and responding to ever-
changing power supply position is 
necessitating digitisation and 
modernisation of the grid 
culminating into need for smart 
grids. 

'Internet of things' (IoT) is one of 
the enabling factors for creation of 
a smart grid where seamless 
exchange of information forms the 
basis of grid security. IoT can help 
in switching between renewables 
and conventional power plants 
depending on demand supply 
position. 
 
Today we are in an era of the 
power sector where the basic 
architecture of the electrical grid is 
changing. The traditional network 
of Generation - Transmission - 
Distribution - Consumer has 
changed. The consumer has also 
become a generator or a producer 
and with this emerging class of 
prosumers, the requirement of IoT 
has further increased.
 
In the present smart era, ideally, 
power should be decarbonised, 
distributed and digital, it is said. 
Is this an achievable goal?
If we look at the development of 
the power sector, we have come a 
long way. Starting from vertically 
integrated monopolies with 
generation, transmission and 
distribution bundled into a single 
entity, we moved to Single Buyer 
Models where a single entity 
purchases power from all 
generators on a competitive basis 
and in turn sells it to the supply 
entities. Now we have a multi-
buyer and multi-seller model in 
place. 
 
The trends of prosumers and 
decentralised generation are 
already emerging in western 
countries. In India, the Ministry of 
Power is considering 
Decentralised Distributed 
Generation under Deen Dayal 
Upadhyaya Gram Jyoti Yojana. In 
view of the history and recent 
developments, I am confident that 
future scenarios in which power 
would be generated and 
consumed would be much 
different from what it is now. It will 
be decarbonised, distributed and 
digital.
 

The power plant is located at Palatana in Tripura.
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You have worked with most of 
India's leading private sector 
power producers. What are the 
learnings that can help in the 
overall power scenario in the 
country?
I started my career with NTPC 
before moving to the private sector. 
During this period, I got 
opportunities to work in the 
generation and transmission sector 
in various roles. Though the power 
sector is thought to be slow moving, 
I have witnessed significant 
changes in the way business is 
conducted and power is generated 
and transmitted. The technological 
innovations in the sector are 
bringing about these changes. 
 
One major issue that our country is 
facing is distribution of power. 
Distribution forms a key component 
in the energy value chain but our 
distribution sector is impeded with 
financial and operational issues. 
The distribution companies sell 
energy to the consumers, collect 
payments and in turn pay to the 
generators. Therefore, for 
sustaining the power sector, reforms 
in the distribution sector are highly 
essential. 
 
One of the problems, despite the 
power surplus potential, is poor 
quality of power in several 
regions of the country. Can this 
be addressed in the near future?
Power Quality encompasses key 
matrices like Frequency, Voltage 
Quality, Harmonics and Power 
Factor. In Indian context, focus is on 
frequency and voltage but other 
parameters are not given much 
importance. In western countries, 
parameters like supply continuity, 
voltage monitoring and Reliability 
Indices like SAIDI, SAIFI, MAIFI, 
etc., are also measured for 
performance of Discom. 
 
It is expected that the new 
Electricity Rules covering the rights 
of consumers will bring about a 
consumer centric approach within 
the Discoms. To resolve power

quality problems in India and to 
strengthen the power sector 
ecosystem, regulations and 
standards for measurement of 
performance of Discoms would have 
to be issued by the electricity 
regulators. Since, this requires a 
significant change in operations of 
distribution companies, it may take 
some time before poor quality 
issues are addressed in our country.
 
Transmission infrastructure costs 
are very high. How realistic is the 
recent breakthrough of wireless 
power transmission?
Although wireless power 
transmission has been around for 
some time for small devices, high-
powered wireless power 
transmission is a recent 
breakthrough that can potentially 
substitute the existing copper wire 
lines. This new breakthrough has to 
be commercially viable. Field testing 
for commercial viability is being 
done in New Zealand where 
EMROD, a technology start-up, 
would provide working prototype to 
one of the electricity distributors and 
would train the team before the
 

trials. We are keenly following the
 developments in this area.
 
On the lighter side, let me ask you, 
are we not already in a wireless 
energy transfer mode when we 
use solar panels? Just install a 
solar panel on the rooftop, capture 
the solar radiation and convert it to 
electricity!
 
There is a talk of OTPC looking 
for opportunities overseas. 
What are the future plans in this 
regard?
As I have mentioned, we are 
presently operating in the North 
Eastern region. We have plans to 
expand within the country and are 
in discussion with entities in 
neighbouring countries to explore 
opportunities of mutual benefit. 
 
Leveraging our experience and 
expertise in gas based power 
plants, we would like to partner or 
acquire projects that aid us in 
setting up gas based projects. We 
are also exploring avenues in 
Hydel as well as other Renewable 
Power generation businesses.
 

Award for Excellence in Environment Management. 
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Industrial Safety

MSMEs and Industrial Safety
 
 Industrial accidents 
can be reduced 
through effective 
preventive 
measures, says 
Darshana Thakkar.
 
 

ith the growth of industry 
and huge industrialisation 
across the world, 
negligence or little 

compromise in safety results in huge 
disasters. Every year millions of 
industrial accidents occur which 
result in loss of human life, loss of 
man-hours, machine hours and loss 
of production time. Additionally, huge 
financial loss in terms of repair and 
replacement of machinery, 
equipment, compensation for 
employees, and sometimes loss of 
revenue because of delayed delivery 
to the customer. One-fifth of 
production time is lost by those 
injured due to temporary and 
permanent disablement and the 
remaining production time is lost by 
fellow operators/people in helping the 
injured, in taking care of the damage 
caused by accident, etc. The loss to 
the industrial unit would appear much 
more alarming when death cases due 
to accidents are considered.
 
It is therefore essential to identify 
industrial accidents and need to take 
steps to minimise them. Industrial 
engineering is one of the fields which 
deals with design of efficient 
workplaces, layout design, and 
equipment. Other disciplines which 
can contribute to a safe working 
environment are psychology, 
sociology, and medicare science.
 

The role of SMEs
The MSMEs are an important sector 
of industry across the globe in terms 
of contribution to employment 
generation and economic growth. 
Small and Medium Enterprises 
(SMEs) play a major role in most 
economies, particularly in developing 
countries. SMEs account for the 
majority of businesses worldwide and 
are important contributors to job 
creation and global economic 
development. They represent about 
90% of businesses and more than 
50% of employment worldwide. 
Formal SMEs contribute up to 40% of 
national income (GDP) in emerging 
economies. These numbers are 
significantly higher when informal 
SMEs are included. 
 
In India, the MSME sector 
contributes 30% to Gross Domestic 
Product (GDP) and 48% of the 
exports. 
 
The number of micro, small and 
medium enterprises (MSMEs) across 
India in the financial year 2020, is 
about 63 million. The majority 
comprise micro-enterprises, with a 
higher number in rural areas than 

urban parts of the country. More 
often than not, these were run by 
the owners with little or no support 
and revenue earnings as a priority.
 
As per the data of the MSME 
Ministry, almost 89% of the 
industries are Micro Enterprises. 
These micro-enterprises are 
operating with very limited 
resources in terms of funds, 
facilities and space, with old and 
outdated machinery, limited 
manpower, awareness, and 
knowledge about safety. If I talk 
about my real industry experience, 
most of the micro-enterprises are 
not able to fulfil basic safety 
requirements. This is a big concern 
for human safety. Appropriate 
knowledge and financial support to 
these organisations is the need of 
the hour.
 
Industrial accidents can be reduced 
through effective preventive 
measures by hazard assessment, 
good housekeeping, training, and 
better personal protective 
equipment (PPE). To develop a 
good safety culture, the attitude of 

W

Darshana Thakkar

The activities MSMEs are engaged in. Image: MSME Ministry
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the workers needs to be reoriented 
by adopting best practices, good 
housekeeping, and changes in work 
culture and work practices. 
Industrial accidents are common in 
India, as in many other developing 
countries. Prediction of various 
types of accidents helps 
owners/managers to formulate 
organisational policies for improving 
safety performance.
 
In the organisational context, 
technology innovation may be linked 

to 

performance and growth through 
improvements in efficiency, 
productivity, better safety through 
proper human factor design, 
environmental quality, etc. 
Technology innovations in MSMEs 
are possible in the design of 
products, processes, supply chains, 
etc. Unlike the organised sectors, 
MSMEs are not equipped with 
sophisticated technology, structured 
environment, or safety and health 
practices. Often in an MSME, 
workers need to work in adverse
 

working conditions. This leads to 
accidents, injury, and product loss.
 
Every employer has a 
responsibility towards each 
employee to ensure, as far as is 
reasonably practicable, that the 
employee is, while at work, safe 
from injury and risks to health. This 
will also help in the reduction of the 
loss of production, man-hour and 
damage to machinery/equipment 
also. Top management is often 
responsible for the implementation 
of safety-enhancing systems and 
the development of a safety-
oriented culture. Periodic In-house 
safety programs with systematic 
assessment become helpful in 
improving the culture. Safety 
consciousness refers to an 
individual's awareness of safety 
issues. 
 
Safety culture is a subcomponent 
of organisational culture, which 
considers affecting members' 
attitudes and behaviour concerning 
an organisation's ongoing health 
and safety. Safety culture is 
fundamental to an organisation's 
ability to manage safety-related 
aspects of its operations 
successfully. Safety culture 
comprises attitudes, behaviours, 
norms, and values, personal 
responsibilities as well as such HR 
features as training and 
development.
 
General Recommendation to 
improve industrial safety in 
MSMEs
1. Employers should provide 
adequate PPE and encourage the 
employee to use the same even 
during small operations.
2. Preventive and scheduled 
maintenance practices for capital 
machinery should be adopted.
3. Reconditioning or replacement 
of the wear and tear spare part of 
the capital machine should be 
done on a timely basis.
4. Storage of material should be 
done properly to ease handling 

Industrial incidents and their classification. Source: Hindu Online Edition
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and movement of material and 
minimise the possibility of damage 
or accidents.
5. A proper material handling facility 
should be provided by the 
employer-based on the material 
category.
6. All material handling equipment 
should be checked periodically for 
fitness and the worn-out spare part 
of the same shall be replaced in 
advance.
7. Display boards with the lifting 
capacity of the handling equipment 
should be available on the 
equipment itself in the local 
language.
8. Crane, fork lift, pallet truck and 
other heavy lifting equipment should 
be maintained properly in line with 
the safety norms.
9. Adopting and maintaining the 
standard operating procedures for 
every operation carried out in the 
unit.
10. Adequate inspection and testing 
of electrical installations and 
equipment.
11. Proper housekeeping, such as 
removal of metal scrap to avoid any 
accidents. 
12. Adequate lightning and air 
circulation should exist in the place 
of work.
13. Sufficient tools and tackles to 
perform the task should be available 
with respective work 
station/operator.
14. Adequate space to perform the 
operations and to keep components 
systematically should be available 
on the shop floor.
15. In working sites, the safety and 
environmental policy must be 
written down and maintained 
regularly. It is important to display all 
the policy in the local language 
which is to be understood by the 
lowest level of employees.
16. Regular counselling and audits 
at regular intervals by the 
supervisor/managers.
17. As many individual units cannot 
afford Safety Officers; the complex 
consisting of many MSMEs can 
together fund a safety officer, to be 
made mandatory as per law.

18. Suggestions for improvement in 
the safety of Machine, Material, and 
human safety given by the safety 
officer must be taken into 
consideration for safe working in the 
unit. 
19. If possible to adopt 5 S 
practices, i.e., sorting (Seiri), 
streamlining (Seiton), systematic 
cleaning (Seiso), standardise 
(Seiketsu), and sustain (Shitsuke). 
 
On a lighter note for Indian context I 
recommend occasional cleaning as 
frequent cleaning is not possible. I 
observed many companies not able 
to maintain 5 S because of the 
cleaning part. But we can at least 
practice 4 S omitting 3rd S.
 
Of all the reported incidences of 
industrial accidents between 2014 to 
2017, 8004 such incidents occurred 
in Indian workplaces killing 6368 
employees. If we consider the latest 
information, between May to July 
2020, there have been 30 industrial 
accidents in India, killing at least 75 
workers, according to IndustriALL, a 
global union of workers.
 
During the last several decades 
there has been a growing 
awareness of the expanding risks 
and consequences of major 
industrial disasters. This is reflected 
in official statistics, mass media 
reports, and the appearance of new 
public institutions that address the 
problem. 
 
It is time to make a clear distinction 
between two types of industrial 
disasters - 'routine disasters' and 
'surprises'. Routine disasters are 
well understood by experts and 
susceptible to management using 
long-established principles and 
practices. Successful management 
of routine disasters mainly requires 
that society puts into practice the 
ample stocks of knowledge and 
experience about them that already 
exist. Surprises, which confound 
both experts and lay expectations, 
are quite different and much less 
understood. They include disasters 
like Bhopal and Chernobyl and 

Minamata events or their 
consequences or both - that lie 
outside the realm of previous 
experience. Because surprises are 
unprecedented events, it is difficult 
to design specific anticipatory 
measures of the kind that have 
proved successful in reducing 
routine hazards.
 
To sum up, optimum use of 
personal protective equipment, 
appropriate routine and preventive 
maintenance, sufficient light, and 
air circulation, following all the 
safety norms of respective 
industry/activity standards can 
help to minimise industrial 
accidents and the resultant 
consequences of loss of human 
life, injury, loss of production time 
and of course financial loss.

 Darshana Thakkar is MSME 
Transformation Specialist and 
Founder, Transformation - The 
Strategy Hub. An Electrical 
Engineer followed by MBA - 
Operations with rich industry 
experience, Darshana is an expert 
in transformation, cost reduction, 
and utilisation of resources. She 
has invested 25 years in 
transforming Micro and Small 
Enterprises. Her rich experience in 
resolving pain areas and real-life 
problems of SMEs helps 
organisations achieve quick 
results. Her expertise in managing 
business operations with limited 
resources helps clients transform 
their business practices from 
person driven to system driven 
with existing resources.
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Anil Bhatia, Vice 
President and 
Managing Director, 
Emerson 
Automation 
Solutions – India.
 
 
Emerson has a large footprint in 
India. What are the products 
manufactured as well as activities 
of the various engineering 
centres?   
For decades, Emerson has been 
providing industries in India with 
highly-engineered automation 
technology products and solutions 
that efficiently solve some of their 
biggest challenges. We have 
multiple manufacturing facilities, 
engineering and innovation centres 
in India. All our manufacturing 
facilities and engineering centres 
serve the needs of our customers in 
India and around the world. 
 
Today nearly 70% of Emerson 
products for India are made in India. 
Our product and services portfolio in 
India includes: 
i. Highly reliable and accurate 
measurement and analytical 
technologies designed to achieve 
process clarity and insightful 
automation of systems, software and 
machines and provide decision 
integrity for safe and high-
performance production.
ii. Highly reliable final control 
technologies to help users control, 
regulate, and isolate their processes 
with certainty.
iii. Flow control and pneumatic 

Interview

‘India continues to be an important
                   growth market for Emerson’

solutions that enable processes to 
operate more reliably and for 
machines to run more efficiently.
iv. Precision joining, welding and 
ultrasonic cleaning technologies 
designed for perfect joins, reliable 
welds, and immaculately clean 
parts. 
 
A scalable and secure digital 
transformation portfolio of 
technologies, software, and 
services that provide relevant 
personnel with enhanced insight to 
enable actions that drive 
operational excellence.  
 
What is the significance of the 
recently inaugurated Emerson 
Integrated Manufacturing Centre 
near Pune?  

The Emerson Integrated 
Manufacturing Centre (EIMC) in 
Talegaon, near Pune, is one of our 
largest projects in India to date. It will 
optimise capacity and efficiency for 
our customers in India and around 
the world. It is a strategic investment 
that aligns with the government's 
initiatives such as Make in India and 
Magnetic Maharashtra and that 
support local resources and talent for 
the growth of India's industrial 
ecosystem. Developed in 
collaboration with the Maharashtra 
Industrial Development Corporation 
(MIDC) and Invest India, the 800,000 
square-foot campus will feature 
multiple manufacturing sites within a 
single facility. In Phase 1 of the 
expansion, over 450,000 sq.ft of 
manufacturing and engineering 
capacity currently spread across 

Anil Bhatia, Emerson Automation Solutions - India.
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multiple sites will be integrated at 
this one location. With the addition 
of the Pune facility, Emerson will not 
only strengthen its global 
automation manufacturing 
capabilities and improve its network 
in the region, but also foster high 
tech workforce development and 
operational excellence that will drive 
our ongoing commitment to 
exceptional customer service and 
future growth.  
 
The timelines of the EIMC project 
are impressive indeed. What has 
been the experience of working 
with Invest India as well as 
Maharashtra government 
agencies?  
Thanks to the sincere efforts and 
strategic support from Invest India, 
the MIDC and various local 
government agencies under the 
Directorate of Industries, Emerson 
has been able to meet all 
milestones in the project's 
completion so far. With our facility 
being the first one in Talegaon 
Phase 2, I am sure it will help 
authorities to increase focus on the 
infrastructure in the corridor. We are 
confident that EIMC is poised to 
become a success story for the 
state's industrial corridor and will be 
a magnet in bringing other 
manufacturers to this area in the 
future.   
 
The company has been scaling 
up operations in India even 
before the government's recent 
initiatives. What are the 
forthcoming projects in this 
direction?     

Emerson has been a dedicated 
investor in India since the 1980s, 
and even after four decades of our 
presence here, India continues to be 
an important growth market for the 
company. In addition to the current 
manufacturing, engineering and 
innovation centres in India, we will 
soon be opening our brand-new 
factory in Mahindra World City, in 
Chennai. The new facility will 
consolidate our manufacturing 
operations in Chennai to increase 
speed, improve efficiency and at the 
same time significantly enhance 
customer experience. We also have 
plans to introduce additional 
Emerson products at this facility that 
would cater to Indian and global 
demands.     
 
Going further, will Emerson be 
looking for acquisitions in India 
with so many exciting start-ups 
around?   
While Emerson is always evaluating 
opportunities in the Indian market to 
strengthen and grow our capabilities 
through acquisitions, our focus at the 
moment is to strengthen our 
presence in India through facility 
investments such as the EIMC in 
Talegaon and the upcoming campus 
in Mahindra World City, Chennai.  
 
At a time when Cybersecurity 
concerns are rising globally, what 
is the kind of work done at 
Emerson's Global Cybersecurity 
Lab?  
Emerson's Cybersecurity Centre 
builds on our existing capabilities to 
support the highest levels of product 
security across the development 
lifecycle. It joins our larger global 

cybersecurity network and is the 
only lab outside of the United States 
with elements of our leading 
Plantweb™ digital ecosystem on 
display - enabling our customers to 
experience the technologies and 
benefits of digital transformation 
first-hand. The lab conducts test 
services to verify the security 
capabilities of our products in their 
lifecycle; coordinate training for 
development engineers to 
continuously improve security 
practices; provide inputs during 
product development lifecycle to 
deliver secure products; and 
support our businesses in 
maintaining alignment with industry 
regulations, standards and best 
practices.
 
Here, we focus on defining security 
requirements, designing threat 
models and security walkthroughs, 
maintaining security practices and 
simulating cyberattacks in industrial 
environments to identify and 
address potential vulnerabilities. A 
dedicated team of security 
professionals collaborate and work 
together on cybersecurity initiatives 
and pioneering new approaches.   
 
The world has passed through a 
difficult year. What are the 
learnings for businesses in 
general, Emerson in particular?  
What came to light in the past year 
is the importance of collaboration 
and the commitment to act on the 
collective responsibility of 
businesses and the government to 
ensure that critical infrastructure 
industries have the support and 
resources they need to keep the 
nation going. As an essential 
business, Emerson's goods and 
services have supported power 
generation plants, water and 
wastewater facilities, production 
facilities for energy, 
pharmaceuticals, refining and 
medical equipment, the cold supply 
chain serving the food industry, and 
more. The focus has been to 
support the critical infrastructure 
that ensures the essentials of daily 
life remain available. I see our 
teams using technology to its full 

EIMC is poised to become a success story.
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extent to remain connected and 
operating with the same zeal and 
passion, reaffirming our unwavering 
support for our stakeholders across 
various industry segments. Another 
major lesson from the pandemic was 
how well our implementation and 
service teams were not just able to 
support and troubleshoot site issues 
remotely but also bring completion to 
various projects implementing digital 
transformation technologies (in the 
fields of reliability, safety, and 
energy).
 
Emerson received extraordinary 
support from customers, in particular 
from their IT and operations teams, 
to finish the site acceptance testing 
(SATs) and move the site toward go-
live status during this period. This 
has generated a great deal of trust 
and confidence in our clients and will 
certainly help them to be more agile 
in embracing digital transformation

 projects and become accustomed to 
the 'new normal' way of working 
inside process plants, which will take 
productivity to a higher level. 
 
Process industries have started 
stepping up in this field and 
prioritising their initiatives, which 
brings more value to their 
businesses.  
 
Finally, what does this project 
mean for you, personally and 
professionally, as it has coincided 
with your association with 
Emerson?  
I have profound admiration for the 
many partners, collaborators and 
innovative thinkers at Emerson who 
came together to see this project 
through from vision to reality. There 
has been a great deal of learning 
and knowledge exchange that has 
added immense value to a project of 
this size and scale.
 

EIMC is not just an Emerson 
project - it is an India and 
Maharashtra project. With this 
project, Emerson is also delighted 
to take its Make in India for India 
and Magnetic Maharashtra 
promises further as well as 
support the Indian government's 
vision for an Aatmanirbhar 
Bharat.   
 
Anil Bhatia is the Vice President 
and Managing Director for 
Emerson Automation Solutions 
India business since February 
2017, based at the headquarters 
in Mumbai. In his current role, 
Anil drives growth for multiple 
business groups, focusing on 
providing process automation 
solutions across industries, with a 
major focus on digital 
transformation. He is 
championing the campaign on 
diversity and inclusion for the 
organization in India.
 

Emerson receives 2021 IoT Breakthrough Award
Emerson, a global automation technology and software company, has received the ‘IoT Analytics Platform of the 
Year’ award for its Plantweb Optics™ Analytics software. The honour, part of the 5th annual IoT Breakthrough 
Awards, recognises Emerson’s analytics software that uses artificial intelligence and machine learning to improve 
reliability, safety and sustainability while optimising production for industrial manufacturers.
 
“Industrial manufacturers generate vast amounts of data, but few companies are really gaining the insights needed to 
optimise their operations,” said Stuart Harris, group president for Emerson’s digital transformation business. “With 
Plantweb Optics Analytics, we are providing manufacturers with advanced analytics capabilities that are easy to 
deploy and quickly deliver results. This IoT Breakthrough Award recognises our industry-leading technology, 
expertise and focus on value creation for our customers.”
 
New technologies present a wealth of opportunities for manufacturers today. In fact, analytics has the potential to 
deliver more than $4 trillion of growth in industrial manufacturing, according to McKinsey. Emerson’s Plantweb Optics 
Analytics is a powerful industrial IoT analytics software that collects and interprets operational data to provide real-
time visibility into equipment health and operational performance. With embedded domain knowledge, Plantweb 
Optics Analytics can improve performance at all levels across an enterprise, from simple equipment to complex 
assets, process units and entire production plants. Plantweb Optics is part of Emerson’s award-winning Plantweb™ 
digital ecosystem of transformational technologies, software and services. Emerson’s Plantweb Optics Analytics 
software draws from a combination of data-driven models and principles-driven analytics to identify, predict and 
prevent more than 80% of common equipment failures, leveraging machine learning, predictive modelling and 
artificial intelligence to provide insight that impacts business performance. The company also recently introduced 
augmented reality (AR) technology for Plantweb Optics, enabling workers with enhanced access to critical 
information and expert guidance as well as empowering remote collaboration to maintain operations and prevent 
downtime.
 
The IoT Breakthrough Awards program recognises innovators, leaders and visionaries from around the globe in a 
range of IoT categories, including Industrial IoT, Enterprise IoT, Consumer IoT, Connected Home and more. This 
year’s program attracted more than 3,850 nominations from companies all over the world.
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Cybersecurity 

Cyber Physical Systems Everywhere

With the adoption of 
automated products 
and connected 
systems 
cybersecurity must 
be continuously 
defined, monitored, 
and improved, says 
Ravi Ramarao.
 
 

few years back, 
pervasive computing was 
considered by many as a 
futuristic notion. 

However, things have changed quite 
quickly and the recent happenings 
like the pandemic is only accelerating 
the journey of digital and connected 
systems.
 
Fiction writers and the famous 
Japanese cartoon film makers had a 
wonderful time in dreaming about 
innovative systems that detect, self-
diagnose and make intelligent 
choices. No longer are they worth a 
dream in serials and books, the 
authors have to find newer ideas.
 
In the emerging vision of a hyper-
connected world, there is interactive 
intelligence all around us. Physical 
products and infrastructure are no 
longer mere objects. They are 
sensible things that can in many 
cases understand - and even 
anticipate - our human intentions and 
adjust accordingly.
 
Self -driving cars, Intelligent Homes 
and Smart Cities are becoming an 
acceptable way of living and quite 

possibly a de-facto standard soon. 
On a day-to-day basis, we have 
started using systems like coffee 
makers, smart refrigerators that 
automatically schedule service and 
supply, irrigation systems that adjust 
watering dynamically based on soil 
and weather conditions - all based on 
strong data points and intelligent 
systems.
 
Today, the above real life scenarios 
are relatively mature examples of 
connected products - backed by 
successful business models. This is 
why companies all around the world 
are starting to prepare for a future in 
which cyber-physical systems are 
commonplace
 
Intelligent systems require 
intelligent protection
All these are made possible by inter 
connected systems and global 
networks. Data generation and the 
necessity to share information across 
the systems is mandatory for such 
systems and increasingly they are 
transferred over the internet. A 
growing number of edge components 

send their data to enterprise 
networks and servers over the 
cyberspace, where digital intruders 
and hackers loom, eagerly waiting 
to catch priceless information
 
End-to-end cyber & data 
Security: The need
A comprehensive cybersecurity 
cover for the enterprise has become 
a fundamental need. Why?
Each new service and capability 
introduces additional risks. Hackers 
constantly look for points of entry 
for potential privacy breaches. The 
number and usage of connected 
systems and smart mobility services 
shall only increase, inevitable. So, 
we should be prepared to face a 
growing number of cyber, fraud, 
and
 
data-breach incidents. If un-
prepared, it shall cause damage to 
both companies and consumers.
 
The best way to face this is to 
accept the fact that 'Risks' won't 
become 'Zero'. Impossible. Our 

A

Ravi Ramarao

Digital intruders and hackers loom in cyberspace.
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focus has to work on minimising the 
risks. First we have to understand 
the potential weak entry points in a 
systematic manner and assess how 
someone can exploit. It's a 'war' in 
cyberspace. Real war, not a game!
 
Next, work towards solutions that 
can be implemented to lower the 
risks. Always, constantly reminding 
ourselves, this is a continuous 
process. Not a 'one time' event.
 
Threat is real
Generally, sensational news hits the 
headlines and afterwards it begins 
to fade away. If we recall, in 2010, a 
20-year-old managed to manipulate 
over 100 cars via remote control, 
such that they would no longer start. 
An even more critical situation 
arose in 2015, when hackers 
managed to take remote control of a 
Jeep via the SUV's entertainment 
system, they gained access to its 
multimedia systems, windshield 
wipers, and air-conditioning system 
and controlled the brakes and the 
speed of the vehicle. They stopped 
the car in the middle of the highway. 
To do this, they used the vehicle's 
internet connection and all done 
from a remote location. As a result, 
the OEM had to recall and patch 
around 1.4 million vehicles. Grand 
welcome to cyberspace! 
 
Type of hackers
White hat or Ethical hackers - 
These hackers are legal 

professionals that break into 
protected systems to test their 
security. Primarily to detect 
vulnerabilities in networks and 
systems to expose them before 
malicious hackers do.
 
Black hat or Criminal hackers - 
Black hat hackers maliciously break 
into computer networks and security 
protocols to spread malware, steal 
data, modify it, or destroy it.
 
Grey hat or Ransom hackers - Like 
white hat hackers, grey hat hackers 
expose vulnerabilities in systems 
and report issues to the owners. 
Grey hat hackers are illegal and 
often request a fee to fix the issues 
they find.
 
Some well-known vulnerabilities
One of the weakest links, in most 
cases, is due to outdated software. 
So, the software and firmware in the 
entire system has to be up-to-date. 
It mitigates attack vectors caused by 
vulnerabilities a hacker can exploit. 
However, besides outdated 
software, statistical data on 
breaches indicate that the greatest 
threats are actually humans in the 
organisation. Social engineering is 
in fact the most common cause for 
breaching a system. Only then can 
the attacker start looking for 
outdated software!
 
Covering all major elements of 
the data security infrastructure
Data is often highly critical and 

sensitive. The objective is to 
achieve the highest standards in 
end-to-end data security. The 
recommendation is to adopt a 
scientific and comprehensive 
approach to maximise data security 
by simultaneously considering 
physical safety and cybersecurity.
 
Some key measures (not limited to 
this):
a. Assigning every component in the 
network an authentication key
b. Secure data by encrypting 
(advanced encryption standards) it 
at the hardware level, using a 
cryptographic key that is safely 
stored in a unique built-in Trusted 
Platform Module (TPM)
c. Manage user access rights 
ensuring that only authorised people 
have access to your data
d. Support only secured 
connections (https)
e. disabling the execution of 3rd 
party software and unsecure ports, 
such as universal plug and play
f. Firmware updates only via 
authenticated/signed firmware files
g. Regular security patch updates 
and password management 
h. Stringent security measures while 
supporting 3rd party Public Key 
Infrastructure (PKI) solutions and 
customer specific certificates
i. Strictly following the security 
requirements wave of new 
standards and regulations; first, that 
which sets standards at the process 
level; and second, the activities 
which will make cybersecurity a 
prerequisite for the type approval 
(industry specific).
 
The manufacturers, (perhaps 
customers too) will have to identify 
and secure critical elements for the 
entire platform - all the way through 
to phase-out. This means life cycle 
management will be a decisive topic 
in the future. In other words, how do 
you provide adequate risk-based 
protection after start of production 
for connected systems? They are in 
the cyber space and face many 
years of exposure to a constantly 
changing threat landscape.
 

Losses from cybercrime.
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As an OEM or supplier or a 
consumer all should be aware of 
these facts and to achieve the 
security level identified in this way, 
we need to involve all participants: 
from development and production 
through quality assurance to sales 
and customer communication. 
Throughout the supply chain, the 
roles and responsibilities must be 
clearly defined. A demanding 
exercise but essential.
 
Rigorous auditing
Enterprise security has to be carried 
with military rigour. No compromises 
and deviations allowed. Standard 
and highly structured assessment 
procedures should become the 
basic hygiene. Periodic gap 
analysis and preferably 3rd party 
agencies carrying out a SWOT is 
also highly recommended. It makes 
a lot of sense to get a security 
specialist on board. 
 
Independent reputed and trusted 
external agencies bring in an 
outsider - in a global perspective. 
Combined with in-house industry 
specific know-how and native 
domain experience shall serve as 
an ideal complement to external 
expertise.
 
Building on your own strengths - 
'One Size Does not Fit All'
In conclusion, the disruption caused 
by digitalisation is phenomenal. 
Safety and business impacts of 
cyber risks have never been higher 

in the industry. With the adoption of 
automated products and connected 
systems cybersecurity must be 
continuously defined, monitored, 
and improved.
 
In the 'end-to-end' supply chain, 
OEMs, suppliers and other relevant 
eco-system entities should identify 
and leverage their existing 
cybersecurity strengths both 
independently and collectively to 
work as a safe 'eco paradise'. This 
shall have the distinct advantage to 
set up compliant and best-in class 
cybersecurity management systems 
in the optimal time and cost.
 
The idea should be not to reinvent 
the wheel and optimise 
cybersecurity efficiency.  
 
First, Enterprises should follow 
stringent information security 
policies. Secondly, benchmarks and 
targeted cybersecurity roadmaps 
along with outright dynamism in 
review of the policies and quick 
implementation is mandatory. 
Finally, implementing 
uncompromisingly in day today 
discipline is the best possible way to 
achieve continuous protection of 
cybersecurity.
 
In my thinking, dynamism and 
continuous rigour hold the keys to 
success.
 
"In a connected world, cyber 
security is as fundamental to your 

safety as the brakes"
-Ralph Speth, former CEO of 
Jaguar Land Rover (JLR)
 
Some important statistics:
a. 43 per cent of cyber-attacks are 
aimed at small businesses. (Small 
Business Trends)
b. 90% of hackers cover their tracks 
by using encryption. (Vanson 
Bourne)
c. It takes most companies over six 
months, or around 197 days to 
detect a data breach (ZD Net)
d. Windows is the most targeted 
platform by hackers; Android is 
number two (Computer World)
e. There were over 3 million crypto-
jacking hits between January and 
May 2018 (Quick Heal)
f. The most expensive component of 
a cyberattack is information loss, 
which represents 43 percent of 
costs. (Accenture)
g. Damage related to cybercrime is 
projected to hit $6 trillion annually 
by 2021. (CyberSecurity Ventures).
  

Ravi Ramarao is International 
Business Leader with 29+ years of 
overall experience in Connected 
Manufacturing - 
Digital/IoT/Enterprise wide E2E 
Supply Chain Consultancy to 
Fortune 10/50/100 industrial 
manufacturing clients and large 
global program management. 
Among accolades, more recently, a 
special assignment as India 
National Expert for MSME - I4.0 
Solutions, and has worked for Asian 
Productivity Organisation, Japan 
under the auspices of NPC, India.
 

Main causes of data breach globally.
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IT-OT cybersecurity 
convergence can be 
challenging; 
however, attackers 
are already 
exploiting gaps 
between IT and OT 
defences, says 
Sumit Deb.
 
 

he advent of 'Internet of 
Things' or IoT has 
unleashed a new wave 
of digital transformation 

across industries by connecting 
billions of physical devices around 
the world to the internet, all collecting 
and sharing data to add to the 
overall system intelligence and 
efficacy. Industrial Internet of Things 
(IIoT) or the fourth industrial 
revolution or Industry 4.0, are all 
names given to the use of IoT 
technology in line of business (LoB) 
contexts - concept is same as for the 
consumer IoT, but in this case the 
aim is to use a combination of 
sensors, wired and wireless 
networks, big data, AI and analytics 
to optimise industrial processes. IIoT 
has gradually become a pivot for 
digital transformation across 
industrial environments.
 
IIoT networks can be broadly divided 
into four levels, each characterised 
by different physical devices: 1) 
Perception layer represents data 
transactions between the physical 
devices such as barcodes, RFID 

Cybersecurity

Converged
          Cybersecurity for Industrial IoT

tags and readers, BLE devices, 
GPS, sensors, etc.; 2) Network 
layer components includes wireless 
sensor networks, WLAN, LAN/WAN 
and cloud networks; 3) Service 
layer consists of service 
management, databases, and 
service APIs - i.e., middleware 
technology for data management 
and communication; and 4) 
application layer components of 
industrial IoT are smart applications 
and management interfaces.
 
Fast adoption of IIoT is witnessing 
an exponential growth of 
interconnected devices, resulting in 
increased threat vectors for 
hackers to launch attacks through 
any weakly guarded OT interfaces. 
Hence, a robust security framework 
for IT/OT and OT devices security 
has become imperative for 
IIoT/Industry 4.0. Finally, all 
disparate silos across the plant 
need to be tightly integrated with 
enterprise security operation 

centres (SOC) as well as 3rd party 
applications to achieve complete 
synergy for converged IT-OT security 
architecture. Interestingly, functional 
priorities of OT security are different 
from IT security - while IT systems 
are designed around confidentiality, 
integrity and availability (CIA), OT 
environment being more mission-
critical, objectives follow priority of 
availability and integrity and 
confidentiality. 
 
The most challenging issue faced in 
OT environments is often to deal with 
older control systems that have been 
in operation as long as 30 years, 
along with a plethora of industrial 
protocols. These legacy systems and 
devices were often deployed on flat 
networks, at a time when need for 
security took a back seat to other 
priorities, such as high availability 
and performance. Unlike IT, patching 
of OT assets means taking them 
offline - something that's not an 
option with critical infrastructure or 

Classical textbook adaptation of Purdue's model.T

Sumit Deb
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production lines that rely on high-
availability. Consequently, 
vulnerabilities stack up as devices 
age, leaving attackers with large 
overlays of exploits to attempt 
compromising IIoT assets. So, 
security of hardware, software, 
connectivity, or others needs to be 
individually addressed apart from 
integrating assets under ICS 
security platform to ensure that IIoT 
doesn't bring in any unwarranted 
headwind. All connected objects, 
from refrigerators to manufacturing 
bots, are inherently susceptible from 
hacking with serious consequences, 
whether it is Ukrainian BlackEnergy 
power outage or WannaCry 
ransomware attack on Renault-
Nissan
 
The good news is that most IIoT 
assets are not directly exposed to 
the internet, which means attackers 
must rely on other methods to hack 
them. Most common vector for 
compromise for cyber-attacks - 
email - features here as well. The 
attacker often attempts to gather 
information about engineers, plant 
managers or developers that have 

access to IIoT network and mostly 
target them with phishing emails. 
Compromising one such computer 
can lay the most direct path for 
compromising IIoT assets. 
Unpatched systems, simple (default 
or unencrypted) passwords, relaxed 
remote access policies for 
maintenance contractors all offer 
attackers various soft spots. The 
attacker then works his way 
laterally through the network, 
monitoring network traffic and 
scanning compromised systems, 
looking for logins and authentication 
tokens. In absence of multi-factor 
authentication for access, the 
attacker encounters least 
resistance. The attacker eventually 
manages to compromise a domain 
controller, wherein he deploys 
malware using Group Policy Object 
(GPO), successfully compromising 
most of the plant IT network. Due to 
poorly implemented OT area 
segmentation, the attacker 
eventually manages to work his 
way to OT network. Then the 
attacker typically identifies 
vulnerability in assets, exploits them 
and knocks them offline, eventually 

bringing the plant production to a 
halt.
 
So, how can we defend IIoT 
assets and OT networks against 
attacks? Network monitoring 
through an integrated ICS security 
platform is the first step. However, 
it is important to passively monitor 
traffic for IIoT assets as active 
monitoring - where traffic is 
generated and sent through the 
network primarily to observe its 
behaviour - can result in an 
increased load on the network, 
resulting disruptions to device 
performance and even causing 
them to fail. In contrast, passive 
scanning listens to traffic, 
fingerprinting what it sees, rather 
than introducing new traffic into 
the OT environment. Keeping 
current inventory of assets on the 
network is very important in 
protecting OT networks, since 
traditional siloed networks often 
created many blind-spots on 
available OT assets. Passive 
monitoring is useful to identify the 
OT network asset base, including 
earmarking errant and rogue 
devices. With a comprehensive 

Conceptual framework of IIoT platform and representative dashboard.
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OT assets visibility in place, the 
next step is to create policies for 
asset groups. 
One of the most critical aspects of 
OT network design is logical 
segmentation while keeping it 
scalable and manageable. While 
this may not be enough to prevent a 
determined attacker from crossing 
boundaries between different areas 
of the network, it can surely slow 
him down, providing more time to 
respond in case of an attack. 
Following ISA 99 /IEC 62443 
guidelines for zone segmentation 
policies is a prudent step to begin 
this implementation. It's important to 
note here that many OT assets use 
broadcast and multicast network 
communications, wherein one or 
more devices will send traffic to all 
other devices in the network - this 
will pose a challenge when 
segmenting an OT network. The 
asset inventory discovery 
mechanism set up through ICS 
security platform with a real-time 
dashboard reporting will be helpful 
to deal with this issue. A strong 
NetFlow mapping mechanism is 
useful to know which assets are 
talking to each other and how they 
interact as a whole. Also patching 
IIoT assets after discovering a 
vulnerability is an absolute must. 
Since all OT assets can't be taken 
offline for patching, redundancy in 
IIoT network is another important 
design consideration as it will allow 
one device to be taken down while 
another picks up load during 
maintenance cycles.
 
Another must-have for OT security 
intelligence is to detect traffic 
anomalies that may be defined as 
any OT asset behaviour that falls 
outside of normal expected 
characteristics and set policies, 
such as two IIoT assets talking to 
each other that are not supposed to 
communicate, unplanned firmware 
updates, unexpected configuration 
changes or other anomalies. Finally, 
setting a threat hunting mechanism 
to look for and flush out threats 
within the OT environment is 
important. Proactive discovery of 

bad actors, building playbooks, and 
automating them are important 
steps to improve overall security 
posture. More and more, ICS 
connected to IoT are exchanging 
data with 3rd party contractors or 
OEMs through cloud for remote 
control and monitoring while 
leveraging IP-based networking 
technologies. System component 
providers are riding Industrial IoT 
wave and supporting many of the 
IP-based messaging protocols (such 
as MQTT, XMPP, AMQP, Pub/Sub). 
Representational State Transfer 
(REST) Application Programming 
Interfaces (APIs) are often 
employed to connect devices to 
internet. APIs are another way for an 
attacker to connect to device and 
access data. Only authorised 
devices and applications should be 
communicating with APIs. An attack 
(or potential threat) needs to be 
detected immediately. Strong 
encryption, authorisation and 
authentication (such as secure 
booting, MUD, RoT or PKI) can all 
be used to enhance API security. 
Integration with security platforms 
like SIEM, CMDB helps in 
implementing ICS security 
compliance guidelines apart from 
keeping OT system hygiene high, 
like tracking intrusion logging 
incidents and managing OT asset 
passwords. New evolutions in IDS 
like deep learning-based system for 
hybrid intrusion detection and 
signature generation of unknown 
attacks can be adopted to stay 
ahead in race.
 
In essence, the objective of OT 
security is to secure networks that 
run in industrial environments to 
help maintain safety, reliability and 
continuity of operations. IT is 
primarily tasked with overall policy 
setting and enforcement, 
remediation and risk mitigation. The 
need to converge between non-
carpeted OT plant area and 
carpeted IT world is forcing both 
sides of the organisation to learn to 
speak each other's lingo, but, many 
industrial companies still view IT and 
OT cybersecurity as separate
 

challenges. Different concerns and 
practices seem to justify siloed 
efforts and separation of 
responsibilities. However, 
attackers are already exploiting 
gaps between IT and OT 
defences. For example, spam 
phishing is commonly used to gain 
privileges and entry into OT 
systems. And hackers are using 
HVAC and other poorly defended 
OT systems as entry points into 
data centres and corporate IT 
networks. While necessary, IT-OT 
cybersecurity convergence can be 
challenging. The different priorities, 
practices, and technologies could 
be hard to reconcile. Cultural 
issues, such as overcoming long 
standing distrust between IT and 
OT groups, can be an even larger 
hurdle. A team led by both IT and 
OT representatives must be 
entrusted to create a robust 
convergence plan with clearly 
defined process mechanisms, 
while anticipating these 
roadblocks, to make it successful. 
 

Sumit Deb, with 20 years in the 
corporate arena, worked across 
Telecom, Networking, Industrial 
Automation, IoT and IIoT business 
practice domains in Sales, 
Business Development & Strategy, 
and Product Management roles in 
his career tenure. In terms of 
geographical coverage, he has 
worked in key APAC market 
regions like ASEAN and ANZ, 
apart from India. He has held 
various strategic and leadership 
portfolios in Tata Communication, 
Belden, Siemens and Cisco.
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Industry 4.0

IoT Analytics Enabling Industry 4.0

Shylaja Sabbani and 
Arun Venkatesh 
elaborate upon how 
IoT analytics is 
helping 
manufacturers in 
building digital and 
resilient supply 
chains.
 
 

anufacturing industry is 
about production 
efficiency. The three main 
questions that every 

manufacturer needs to answer - what 
to produce, how much to produce 
and how long does it take to produce. 
They face numerous challenges with 
increase in complexity of product and 
product life cycles, and demand for a 
lot size of one (customisation) being 
the main ones. Manufacturers are 
now leveraging Industry 4.0 powered 
by smart technologies such as 
Internet of Things (IoT), Machine 
Learning and Artificial Intelligence to 
answer these questions. IoT is one of 
the foundational steps towards smart 
production. Sensors provide real time 
information on assets, machines, 
production lines and processes. 
However, sensors just help in 
collecting the data. The real benefit is 
realised when manufacturers analyse 
the data in context of business data 
to derive meaningful insights. Many 
manufacturers are moving towards 
decisions based on IoT analytics to 
derive the most business benefits. 
 
Preparing for the IoT analytics
Before we get into the topic of IoT 
analytics, we need to understand 

some of the capabilities of IoT 
platforms that enable IoT analytics. 
First is the concept of Digital Twin. 
Digital twin is the digital 
representation of physical devices. It 
enables users to view incoming 
sensor data in context of the physical 
device. 
 
In most scenarios, the sensor data 
itself might not be usable. In the case 
of monitoring the level of coolant in a 
CNC machine, the 'fill level' sensor 
measures and sends the distance 
between the sensor and the surface 
of liquid. This distance can mean 
different things for containers of 
different shape and size. This 
distance is first transformed to 
available volume and is then used to 
analyse when it needs to be 
replenished. Hence, the second 
important part is transformation of 
data. 
 
In a typical IoT scenario, data from 
multiple sensors is ingested at high 
speed, in high volume, and of 
different variety into the IoT platform. 
Noise is something that is inherent 
when we talk of such data. Any 
analysis done on this data is likely to 
mislead with false positive or 
negative events. Hence, it is

essential to first cleanse the noise 
from this data before it can be 
consumed in analytics.
 
Another factor that makes sensor 
data usable is contextualisation of 
sensor data. In the same example, 
along with the size and shape of the 
container it is important to know 
what is stored in the container, 
sometimes it could be sugar, pulp, 
etc. Adding this business context to 
sensor data makes it consumable. 
The sensor data which is cleaned, 
transformed and contextualised, is 
now ready to be analysed.
 
IoT analytics
Analysis of the contextualised 
sensor data is done for various 
reasons which range from real time 
identification of exceptions to 
managing operations in a plant to 
making strategic decisions. It is a lot 
more than just a visualisation of 
data. 
 
In-stream analytics, also known as 
real time analysis of sensor data, is 
done via the use of frameworks 
such as rules. This helps in 
identifying critical events and taking 

M
Manufacturers leveraging Industry 4.0 powered by smart technologies.

Shylaja Sabbani & Arun Venkatesh
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appropriate action. Say for example, 
if a machine is overheating, 
monitoring the temperature of the 
machine and setting up a rule to 
notify the operator or switch off the 
machine if the temperature crosses 
a threshold. This helps in ensuring 
efficient running of the machines 
without the operator having to do 
regular checks. Extending this 
further, the operator can also find 
the root cause of problems by 
looking at sensor data surrounding 
an event that occurred. For 
example, if a battery failure was 
registered, it would be interesting to 
have a look at the temperature 
fluctuations during the time period of 
battery failure. 
 
The real potential of IoT data can be 
realised if this data can be analysed 
over a period. Say the average 
running temperature of the machine 
helps to predict the operating 
condition of the machine, thereby 
getting insights into failure modes 
and leading indicators for the same. 
This information helps the 
production engineer to monitor the 
production process and optimise the 
same. Usually this is referred to as 
time series analytics. 
 

Operational analytics is used for 
monitoring and managing 
operations that have a shorter time 
horizon with a focus on tracking 
real-time operational processes. 
This data is generally aggregated 
data unlike the time series data. The 
aggregation helps in reducing the 
volume of data analysed and mainly 
focuses on the trend. This data 
when contextualised provides 
insights which help in improving the 
efficiencies of the machines. These 
are generally made available for the 
production managers to check the 
trends and compare the results. For 
example, in the case of the 
packaging machine, the trend of 
daily consumption of inputs such as 
dyes will give the sales manager 
insights on consumption trends such 
as daily consumption and 
seasonality in consumption. When 
combined with the business data of 
the location or business partner 
where the machine is located, the 
sales manager can now optimise 
the supply of dyes to different 
business partners. 
 
Industry 4.0 is enabling supply chain 
practices to be responsive and 
adapt to the external situation. 
Based on the telemetry collected 

from the assets, manufacturers 
can collect a lot of information and 
combine it with the results of what-
if-simulations. AI technology is 
used to come up with the 
predictive models and bring back 
the intelligence to the machines 
and making Artificial Intelligence of 
Things (AIoT) way forward for the 
manufacturers. These predictive 
models are based on sensor data 
such as tool speed, vibration, 
environment data such as 
humidity, temperature and 
business data such as material 
produced, tool used, machine 
type, machine operation. The 
results of these models are used 
in predictive analytics helping the 
manufacturers to adapt preventive 
maintenance compared to run-for-
failure maintenance. 
 
In more sophisticated use cases, 
images and video feed is used as 
inputs to predictive models to 
identify quality defects early on. 
With the advancements in 
technology to analyse the videos 
on the go, manufacturers are 
leveraging the advanced analytics 
(video analytics based on AI/ML) 
to understand the exact steps 
performed by humans or cobots 
and take the necessary actions. 
These are also widely used for 
operator training.
 
Strategic Analytics involves KPIs, 
dashboards, and analytical metrics 
for monitoring the long-term 
company strategy with the help of 
critical success factors. These 
dashboards are usually more 
complex and provide an 
enterprise-wide view on the 
business. For strategic analytics it 
is important to combine the 
aggregated data across multiple 
facets of the organisational 
information. For example, based 
on the usage behaviour of the cars 
collected from the sensor data, 
decisions can be taken on the 
design of the automobile which 
can be customised during the 
production of the car. This kind of 

Example of what an analytics dashboard would look like.
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information helps the companies to 
reimagine their business models 
like moving from OEM sales to 
subscription, from batch processing 
to lot size one, etc.
 
Discussion about IoT analytics is 
never complete without discussing 
Edge Analytics. Many businesses 
operate in areas with network 
connectivity issues or have use 
cases where immediate response is 
critical. They cannot depend on IoT 
to solve these business problems. 
In such situations, edge analytics is 
deployed, where processing is done 
at the source of data and only 
required data is sent to the cloud. 
Capabilities of edge analytics range 
from simple analysis of streaming 
sensor data to very complex 
predictive models deployed at the 
edge. Automation of quality 
processes in the production line via 
use of image processing and 
predictive models deployed at the 
edge is an example of the value that 
edge analytics brings in.
 
The world today has been brought 
to a standstill by a virus. It has 
posed supply chain challenges like 
never. Manufacturers are relying on 
technology to bounce back. No 
manufacturer wants to be left 
behind. The ability to analyse the 
operational parameters of the 
machines, track and trace the 
products, meet the required 

contractual agreements has been 
promising for the manufacturers, in 
building digital and resilient supply 
chains. 
 
The views expressed in this article 
are those of the author and may 
not reflect those of SAP.
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Operational 
analytics is used 

for monitoring and 
managing operations 
that have a shorter time 
horizon 
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“

AI-enabled sorting machines keep plastic in circular economy

Unilever has joined forces with the Alibaba Group to launch the country’s first large-scale closed-loop plastic 
recycling system. The joint initiative – called Waste-Free World – is part of Unilever’s drive to tackle the root cause 
of plastic waste and think differently about packaging.
 
The initiative is part of that drive and an active response to the Shanghai government’s plan to create a plastic 
packaging management system that can be used country-wide to promote a more circular economy. The launch 
of Waste-Free World saw 20 recycling machines installed as part of a pilot programme in offices and community 
spaces in two of China’s largest cities, Shanghai and Hangzhou.
 
Each machine is equipped with state-of-the-art AI technology which automatically identifies different kinds of 
plastic bottle. All that customers need to do is to use Alipay – Alibaba’s e-wallet service – to scan the QR code 
displayed on the screen of the machine and then deposit the bottle into the recycling bin. It’s as simple as that – 
the machine does all the hard work. Using AI technology, it automatically identifies the plastic the bottle is made 
of, sorts it and stores it, so that it can be collected and returned to recycling centres and fast-tracked for reuse 
rather than degraded.
 
The system is proving to be a win–win for consumers looking to make more sustainable lifestyle choices and for 
businesses looking to reuse plastic packaging.
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Automation

Implementing Automation in Industry

As industries are 
racing to catch up 
with Industry 4.0, it 
is all the more 
important to get a 
large number of 
basic automation 
projects done, 
opines PV Sivaram.
 
 

utomation is a topic 
which excites everyone. 
In the personal area or 
home area, automation is 

aspired for, we want more routine 
tasks to be automated. However, in 
the industry environment, the 
reactions to Automation are mixed. 
Even if we already have many plants 
highly automated, yet every new 
project starts off with an element of 
risk with regard to achieving a 
successful closure. 
 
Views regarding automation projects 
differ based on stand-point - owner of 
the project, implementer of the 
project and user of equipment. 
 
Automation projects have well 
stated benefits
Improvement in process efficiency, 
improvement in product quality, 
increased through-put, safety at 
work-place, reduction of wastage, 
etc. More than everything else, an 
automated factory creates a positive 
image for the organisation, and can 
be used as a selling point for the 
manufactured products. Therefore, a 
group of decision makers perceive it 
is a desirable entrant into the 
organisation.

There is space for a contrary view as 
well. Others might feel challenged by 
anticipated complexity of handling 
sophisticated equipment. There may 
be a group for whom the cost 
implication is seen as a negative 
attribute and hence might oppose the 
project. Another group may view 
automation as a preliminary step 
towards reducing head-count.
 
Because of the positive benefits 
statement, it is usually a smooth task 
to get a sanction for the project. But, 
because of the emotional issues 
involved on the negative side, 
progress of the project is not always 
smooth. 
 
There are automation projects of all 
shapes and sizes. To start with are 
the plum jobs - a green fields project 
where a new plant is coming up, and 
automation is built into the specs. 
Here again, there are big and small 
projects. In bigger projects there may 
be a large amount of competence 
available at the buyer side - perhaps 

even a consultant. In small projects 
sometimes a vendor is pulled in to 
become a de-facto consultant.
 
The most challenging projects are 
introducing automation into an old 
plant with legacy machines which 
are still producing. We are referring 
to plants and machines which need 
to be controlled as opposed to a 
data acquisition system. Purpose of 
automation in this case is to 
increase the performance of the old 
plant. The project usually involves 
upgrading to electro-mechanical 
components, which is a 
complication for automation 
projects.
 
It is possible to navigate through 
these obstacles and hurdles with 
appropriate strategies. Let us
 
examine the problems and work out 
some tactics. Let us look at some 
significant aspects of the project, in 
specific context of an upgrade of a 

A

PV Sivaram

An automated factory creates a positive image for the organisation.
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legacy plant or machine, in a SME 
environment. We will examine five 
areas one by one.
 
One - Identifying areas for 
automation 
If there is no clear-cut vision 
communicated by the CEO for 
automation in the project, then the 
contours of this project get blurred. 
To create an island of automation 
might suit the present needs. But 
such a project does not provide for 
the needs of the next step. 
Therefore, as we are nearing the 
end of this project, the 
specifications and definition of 
success tend to get modified. 
 
Right at commencement, there 
needs to be a definition of project 
success. This should be written 
down. If the goal is reduction in 
energy consumption, then by how 
much? If the goal is to reduce 
wastage, then by how much? For all 
this, the starting point - what is it 
today? How much is the energy 
consumption today? Without this, 
improvement cannot be measured, 
and success not definite. These 
measurements bear upon the RoI of 
the project.
 
When there is a clear-cut definition 
of success, and a measurement of 
progress, it will also be possible to 
create an initial proof-of-concept. 

This will save much heart-break 
later on. Similarly, it might be 
worthwhile to define a make-or-
break point where a decision is 
taken to continue or abort the 
project. A proof-of-concept PoC can 
be made using modelling and 
simulation. This may have another 
benefit. If the original aim of the 
project was stated too low, by 
looking at what could be possible by 
small additional investment, might 
result in a higher budget.
 
Two - Assessing internal 
readiness at the project 
organisation
One issue frequently encountered is 
incomplete communication from top 
management downwards. The items 
from our earlier discussion - vision 
for the organisation, definition of 
project success, how to test the 
project success, must be clear with 
the project manager from client side, 
as well as vendor/implementer side. 
A second issue is regarding 
technical competence at the client 
team. Implementation is being done 
by the integrator, but still going 
forward several small decisions 
need to be taken at various stages. 
This requires a competence level 
with client managers and engineers. 
 
It is worthwhile to invest in training 
at an early stage if there is a need. If 
multiple agencies need to work in 
tandem - immediately we think of 
the electromechanical modifications, 

then client engineers should keep 
both teams well informed of 
decisions and activities throughout 
the project. Frequently we 
encounter client sourcing different 
automation components from 
different vendors, leading to many 
problems at commissioning time in 
terms of interoperability.
 
Three - Comparative evaluation of 
solutions
This is done at the stage of vendor 
selection. But, by the time training is 
done, a detailed solution scheme is 
presented and proof of concept is 
shown, perhaps new alternatives 
present themselves. It is worthwhile 
to examine these alternatives once 
again, and recast the solution 
scheme if it is warranted. Since a 
more clear view of the performance 
of modified machines is now 
available, a better calculation can 
be made about price realisation for 
products from the market and so 
business cases might be updated. 
An overview can be obtained if this 
project can be scaled up to cover 
other machines or plant wide.
 
 

A proof-of-concept 
PoC can be made 

using modelling and 
simulation.
 
 
Four - A plan of action
Even for small projects, a well-
discussed plan of action is needed. 
Which activities are done offsite, 
which activities need to be done 
onsite, and which activities need a 
stoppage of production, need to be 
outlined. Planning is needed to 
make resources available - 
manpower, consumables, power, 
and so on. Indeed, if we are talking 
about making modifications in a 
running production aggregate, 
meticulous scheduling of shutdown, 
etc., must be made and agreed. 
These schedules can drastically 
alter the timeline of the project. It is 
all too easy to ask for a prolonged 
shutdown, but that may not be 

Automation can increase the performance of old plants.
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feasible. There are also cases 
where there is an emergency 
requirement for production, and the 
new project has to be paused. 
Among resources, one should not 
lose sight that advanced electronic 
equipment put forth requirements 
on power supply, environment, etc. 
This includes secured earthing and 
grounding, and an atmosphere free 
of elements such as dust, fumes, 
etc., which are hostile to 
electronics. These factors should 
be either taken care of 
independently, or written into 
project scope.
 
 

We need to skill 
up on the project 

management side to get 
success each and every 
time.

Five - Design and implementation
In the kind of projects that we 
discuss, design and implementation 
are not very clearly separated. It 
would seem that they march hand in 
hand. Part of this arises from the 
very first step of planning - 
specifications are sketchy at the 
beginning. One area of Supervision 
of implementation is a serious task. 
Many times, part of the project work 
is executed by the client. So there 
needs a common supervision of 
work done by various vendors and 
clients as well. In larger products 
perhaps a 'neutral' agency might 
perform this supervision and 
coordination. But in projects with 
smaller budgets, it is advised to 
reduce the number of vendors 
involved to reduce overheads of 
coordination.
 
Automation is seen per se as a part 
of the Third Industrial Revolution. 

Today when industries are racing to 
catch up with Industry 4.0 it is all the 
more relevant and important to get a 
large number of basic automation 
projects done. The hardware and 
software are present and ready. We 
need to skill up on the project 
management side to get success 
each and every time.
 

PV Sivaram, an Evangelist for 
Industrial Automation and 
Digitalisation, is the former 
Managing Director of B&R Industrial 
Automation, having founded and 
built the organisation in India since 
1996. He is also the Past President 
of Automation India Association 
(AIA), and a Mentor at C4i4, Pune 
which is a part of Samarth Udyog 
Initiative by Department of Heavy 
Industries. Sivaram began his 
career in Bhabha Atomic Research 
Centre (BARC) where he has 
worked on Reactor Controls. He 
later shifted to the electrical 
engineering major Siemens before 
joining B&R Industrial Automation.
 

Incomplete communication within the organisation could be a problem.

“
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When confronted 
with some setback, 
self-belief and faith 
will provide us the 
strength we need 
and rekindle the 
hope in us, asserts 
A V Rajabahadur.
 
 

e discover many truths 
as our lives move on. 
While we accept some 
of them, it is difficult to 

accept others. One such difficult-to-
accept truth is that not all things with 
which we are concerned are under 
our control. Things that we cannot 
control and our inability to accept 
that harsh reality affect our peace of 
mind and our morale and lead to 
disappointments and loss of self-
confidence. When our sincere 
efforts do not result in the 
anticipated success we feel 
dejected, even if the failure is due to 
factors that are beyond our control. 
In order to avoid getting into such a 
situation, we should not let the 
failure take control of us. We should 
realise that we have control over our 
attitudes, efforts, decisions, and 
actions, and not their outcome. 
Bhagavad Gita expresses this 
sentiment succinctly, "To action 
alone hast thou a right and never at 
all to its fruits….." Sir William Osler, 
a Canadian Physician and Medical 
Historian, has paraphrased the 
thought thus: "To have striven, to 
have made an effort, to have been 
true to certain ideals - this alone is 

Perspective
A V Rajabahadur

We Always Pass Failure on
                            Our Way to Success

worth the struggle. We are here to 
add what we can to, not to get what 
we can from, life."
 
In order to contextualise, imagine 
driving your car on the way to 
attend an all-important job 
interview. In addition to preparing 
for the interview and starting the 
trip on time, you are responsible to 
ensure that the vehicle that you are 
driving is in roadworthy condition 
and that you are driving safely and 
not rashly, following the traffic rules, 
etc. Despite complying with all the 
essential-mandates for safe driving, 
an accident may happen due to 
extraneous factors, such as 
reckless driving on the part of 
others on the road and prevent you 
from attending the interview that 
would have given a big boost to 
your professional career. If as a 
result you miss getting the job that 
you have been hoping for and 
striving hard, you may feel bad 

about the incident and missed 
opportunity but cannot blame 
yourself for it. It is an unfortunate 
accident that was beyond your 
control. Accepting reality and 
focusing on other opportunities is the 
best option. Brooding over the 
missed chance will be 
counterproductive. The only remedy 
is to accept the situation, recover 
from the incident quickly, and carry 
on with our life.
 
It is necessary for us to be mentally 
prepared to accept that in life certain 
things may go wrong at times. 
Entropy, a measure of disorder in a 
closed system, will always increase 
with time is a scientific fact. We live in 
a closed system and, hence, disorder 
will only increase as our life's journey 
continues. For us to achieve our set 
goal all our efforts and related 
extraneous factors must fall in the 
proper place; that probability is low. 
Murphy's Law also reinforces the 

W
Improve the chances of success through enhanced efforts.
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same truth; "Anything that can go 
wrong will go wrong." Hence to 
expect that things will always work 
out the way we want is a too-
idealistic expectation.
 
We have to be mentally prepared to 
carry on with our lives despite 
setbacks. We should not allow our 
mind to get seized of them and 
control our thoughts. When 
confronted with such situations, it is 
good to recall the wise words of 
Reinhold Niebuhr, an American 
Theologian; "Grant me the serenity 
to accept the things I cannot change, 
the courage to change the things I 
can, and the wisdom to know the 
difference."
 
 

For those who 
have striven to 

achieve a certain goal 
with perseverance, it is 
not easy to accept failure.
 
 
We all have our aspirations and we 
are entitled to set personal goals, as 
without aspiring we will achieve 
nothing. However, we have to be 
realistic about our aspirations and 
work on our strengths to realise 
them. It is necessary to channelise 
our energy into the things over which 
we have control so that we can be 
more effective. We may aim high, but
 

we must also take into consideration 
the consequences of not realising 
the goal and be prepared to handle 
possible setbacks. With preparation, 
we may be able prevent the worst 
case scenario from happening. 
Good preparation includes 
identifying the problems and 
working out the approaches to 
improve the chances of success 
through enhanced efforts. By 
directing our energy into the things 
that we control, we will be much 
more effective. While we have to set 
goals and plan and strive diligently 
with perseverance and resilience for 
our goals to be realised, we must 
also admit that some goals may 
elude us due to factors that are 
beyond our control. One of the 
factors for our failure may be just 
our bad luck. Such is life!
When a thing does not turn out the 
way we want, it is better to accept 
the same and focus on the other 
goals that are under our control so 
that our efforts are more productive. 
I believe that the mental quality we 
need to enjoy peace of mind is to 
accept reality when it stares at us 
and not feel bitter about it. In a 
nutshell, and in George Orwell's 
words, "Happiness can only exist in 
acceptance", and in the words of 
Bridgett Devoue, "We are only 
haunted by the things we refuse to 
accept."
 
Accepting a failure is never easy. 
When we are not successful in our
 

endeavours, we often tend to 
attribute the same to failure on our 
part. Acceptance does not mean 
shying away from the struggle. It 
only means accepting the reality. 
We have to draw the appropriate 
lessons from that experience and 
make necessary course 
corrections. 
 
History is replete with stories of 
eminent people who had faced 
failures in their lives and yet went 
on to scale great heights and 
emerged highly successful and 
illustrious. Their lives act as 
guideposts for our meaningful lives. 
Saga of Albert Einstein is a shining 
example of someone who went on 
to become famous despite failures. 
Albert Einstein, one of the greatest 
scientists, worked on many odd 
jobs before getting employed as a 
patent clerk. He was expelled from 
school for his disobedient 
behaviour and Zurich Polytechnic 
School refused admission. Despite 
these setbacks in life, he went on 
to develop the famous theory of 
General Relativity and win the 
Nobel Prize. His failures did not 
deter him from moving ahead. His 
spectacular success after initial 
failures is a testimony to his ability 
to treat "Success is failure in 
progress" and focus with 
perseverance on his strengths. 
 
 

it is necessary for 
us to be mentally 

prepared to accept that 
in life certain things may 
go wrong at times.
 
 
For those who have striven to 
achieve a certain goal with 
perseverance, it is not easy to 
accept failure. However it will be 
unproductive to worry about it. 
Worrying about unsuccessful 
endeavours saps our energy and 
does not in any way help us.
 

To lead a meaningful life one need not succeed in every endeavour.

““
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Worry, as Somers Roche has said 
"is a thin stream of fear trickling 
through the mind. If encouraged, it 
cuts a channel into which all other 
thoughts are drained."
 
 

The way out is to 
acknowledge the 

reality and switch off our 
thoughts about the 
unsuccessful 
endeavours.
 
 
It will be immensely helpful if we 
accept that to lead a meaningful life 
one need not succeed in every 
endeavour of ours. When confronted 
with some setback, self-belief and
faith will provide us the strength we 

need and rekindle the hope in us.
 
The following verse, attributed to 
have been written way back in the 
8th century CE by Shantideva, a 
Buddhist monk and scholar at 
Nalanda, is a source of inspiration to 
all those who feel dejected because 
of being denied the fruits of their 
labour. 
 
If there's a remedy when trouble 
strikes,
What reason is there for dejection?
And if there is no help for it,
What use is there in being glum?
 
The article first appeared on 
LinkedIn - 
https://www.linkedin.com/pulse/we-
always-pass-failure-our-way-
success-a-v-rajabahadur/
 

Rajabahadur V Arcot, an 
Independent Industry 
Analyst/Columnist and Business 
Consultant, is Life Member of ISA 
and Member of ISA Smart 
Manufacturing & IIoT Division, an 
ISA accredited mentor and trainer. 
He writes industry and technology 
trend articles, market research 
reports, case studies, white papers, 
and automation & manufacturing IT 
insights.
 
 
 

“

Siemens Scholarship Program 2020-21 opens for applications

Scholarships are aimed at deserving candidates who can pursue their education and launch a sustainable career in 
engineering, R&D or manufacturing. January 6, 2020 – Siemens Limited has launched the 8th edition of Siemens 
Scholarship Program. Based on the German model of Dual Education, the program hones youth to become industry-
ready engineers, and launch a sustainable career in engineering, R&D or manufacturing.
 
Under this program, Siemens provides financial assistance to deserving meritorious students. Additionally, internships, 
mechatronics, soft skills trainings, projects and mentorships provided by Siemens will also acquaint these bright minds 
with the dynamics of the industry, thereby leading to their holistic development. The scholarship program is available 
for students throughout the four years of graduation and 50% of scholarships is reserved for girls. As of 2020, 735 
students from 77 government engineering colleges across 23 states in India have been part of the Siemens 
Scholarship Program. Sunil Mathur, Managing Director and Chief Executive Officer, said, "Siemens Scholarship 
Program is a unique answer to India's challenge of preparing industry-ready engineers. Siemens Scholars who have 
graduated from this program have turned role models in their communities. The lives of these students are completely 
transformed as they go through the program based on the German model of Dual Education and subsequently get 
employment in some of the best companies in the country. This is where Siemens is truly making real what matters."
 
The scholarship program follows a stringent selection process.
Eligibility: First-year students of Government Engineering colleges from the following streams can apply: 
Mechanical/Production; Electrical; Electronics; Instrumentation; Electronics & Telecommunication; and Computer 
Science/Information Technology.
Age: Up to 20 years
SSC: Minimum 60% aggregate
HSC or equivalent result: Minimum 50% aggregate and minimum 60% PCM aggregate
Annual family Income: Not more than Rs. 2 lakhs
Last date for receiving applications: February 15, 2021
Link for application: www.siemens.co.in/scholarship
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Garima Bharadwaj, 
Co-Founder, Enlite 
Research, a building 
management 
solutions startup.
 
What was the rationale for 
launching Enlite Research?
For decades there has been no 
innovation or invention in the 
building management industry. 
There were building integration 
technologies created for catering to 
large buildings by the industry 
leaders like Schneider electric, 
Honeywell, Siemens and Johnson 
controls. These systems have only 
witnessed slow and limited 
functionality change over decades, 
which still remain relevant to the 
large CRE Market.
 
The small and mid-sized segments 
have struggled to find a singular, 
unified BMS solution due to the sky 
high cost and complexity of 
deployment and operations, and 
they end up using multiple point 
solutions which waste resources. 
Small and medium sized commercial 
buildings (100,000 square feet or 
less), represent a staggering 90% of 
total commercial buildings and hold 
65% of the total commercial floor 
space but lack a unified integrated 
solution for building management.
 
The customers in this segment are 
looking at economic yet tech 
advanced alternatives. The 
underlying need is to have an 
integrated and comprehensive 
building management system at a 
viable cost. But small and medium 

Startup Talk

We decided to disrupt the
                 building automation industry

building segments do not have the 
necessary budgets or required skill 
sets for such a traditional complex 

solution, hence they resort to other 
alternatives like monitoring platforms 

Garima Bharadwaj

Garima Bharadwaj, Co-Founder, Enlite Research.
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or off-the-shelf hardware devices for 
basic building level monitoring that 
are more affordable. This category 
of users do not shy away from using 
IoT solutions or products even in a 
limited capacity as they are looking 
for a solution that is able to provide 
them maximum RoI and technical 
capabilities at the fractional cost of a 
traditional BMS.
 
So, we decided to disrupt the 
building automation industry by 
creating the world's first wireless 
building management system 
especially created for the small and 
mid-sized CRE infrastructures! We 
call it BIOS or building intelligence 
operating systems. BIOS is an 
interplay of deeptech wireless 
hardware and AI driven software 
and is a game changer in the CRE 
market.
 
Applications of BIOS go beyond a 
traditional BMS in the areas of real 
time monitoring and controlling 
HVAC, lights, access control and 
attendance, asset management, 
visitor management, fire safety, 

water consumption, meeting room 
management, space 
utilisation/analytics, CCTV 
surveillance, emergency response, 
etc.
 
We do this by spreading our 
wireless mesh enabled hardware 
for sensing various parameters and 
controlling equipment with our 
devices like Smart Thermostat, 
Smart Drivers, Wireless Access 
Controls, etc. The setup of BIOS is 
non-invasive, cost-effective, user-
friendly and requires little or no 
specialist expertise.
 
What was the experience with an 
incubator/mentor?
Enlite has been fortunate to be 
mentored by one of the industry 
leaders in innovation - Qualcomm. 
We got a chance to be a part of 
Qualcomm's maiden program 
QWEIN (Qualcomm Women 
Entrepreneurs India Network). This 
6 month long program was one of 
the most enriching experiences for 
our startup.

This mentorship program provided 
for advisory in all aspects related 
to a startup - Technical, Business, 
Sales & Marketing, Financial and 
fundraising.
 
For all the aforesaid functions, 
various industry stalwarts were 
assigned to our startup. The VP of 
engineering at Qualcomm was our 
mentor and sounding board for all 
technical functions. It was amazing 
to have such an experienced 
professional who'd spent quarter of 
a century with Qualcomm being 
like an extended part of our startup 
to solve all your hardware and 
software questions. The head of IP 
strategy and Qualcomm ventures 
were with us at every step to clear 
our Business doubts.
 
The funding mentorship was 
provided with the Who's Who of 
the industry, from the head of 
Sequoia Capital to the partner at 
lightspeed ventures, to pi ventures 
and who not. There were various 
marketing and growth sessions 
that were organised keeping the 
specific business use case in mind 
(B2B/B2C/SAAS/etc.), by the 
relevant industry professionals.
 
As a matter of fact there are global 
hardware partnerships that we are 
exploring through our connection 
with the QWEIN platform, that will 
redefine how even IoT devices are 
operating today by creating some 
breakthrough hardware inventions.
 
Was the startup part of any 
Accelerator programme?
Enlite got accepted into BRINC for 
its spring'20 cohort. Brinc is a 
Hong Kong based VC and 
accelerator firm focused on 
Hardware & IoT. We were one of 
the 6 portfolio companies selected 
by Brinc. We graduated from the 
program in October 2020. It 
provided for a lot of technical 
expertise and mentorship in the 
program, as Brinc is one of the 
most coveted hardware startup 

BIOS - building intelligence operating systems.
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accelerators globally. It helped us 
reach out to global manufacturers, 
component partners, device makers 
and industry leaders. It also opened 
up doors for us into their network for 
partnership and sales into the APAC 
region.
 
Were there any funding issues?
We are largely a bootstrapped 
organisation. We raised our initial 
seed round from friends and family. 
The idea was to have flexibility on 
innovation, we did not want to take 
an external route of money raising 
very early on as we first wanted to 
get our PMF right. For our product 
market fitment we did pilots, POCs, 
umpteen customer meets and calls, 
wrote cold mails to the smartest 
people in the IoT industry to get their 
time to speak with us. This gave us 
time to do our R&D and build what 
the market needed.
 
In 2020 we applied to a HK based 
hardware accelerator program, 
Brinc. Getting accepted into it not 
only validated our PMF but we have 
been also funded by them 
($225,000), this gave us strategic 
money as we were looking at the 
real estate, proptech and hardware 
network for our funding route. Now 
we are looking for strategic 
investments into our startup, an 
institutional investor who 
understands the proptech space or 
individuals who can provide us with 
leverage and faster GTM's.
 
How was the experience of 
steering the venture 
successfully?
Our existence of 3 years seems like 
we've experienced a lifetime and it's 
just getting started. What worked in 
our favour was a deep focus on 
innovation of the industry we were 
operating in. Real estate, facilities 
management, are not among the 
most glamorous industries that 
startups look at for revolutionising; 
however we wanted to change that. 
We wanted to innovate these 
traditional industries and put it years 
ahead of the curve. We identified 

and worked with the partners to 
understand the market problems so 
as to come up with a universally 
deployable solution across any 
small and mid-sized CRE 
infrastructure. Another important fact 
is, Covid became a defining moment 
in our journey. The lockdown 
brought the industry that we are 
operating in to a literal halt. On the 
demand side, with offices closed 
and employees working from home, 
the automation solution for 
commercial real estate was not on 
anyone's primary agenda.
 
The supply side for us took a hit as 
well, as we make our hardware 
which requires component 
procurement from global partners 
(US, Taiwan). Covid broke the entire 
supply chain and our hardware 
development and manufacturing. 
However, for us despite all the 
ramifications it was indeed a good 
cooling off period to redefine our 
organisation priorities as to how to 
sail through these times; re-connect 
with our partners to figure what new 
problems the industry has to face 
due to the pandemic and how we 
could solve these together.
 
We took some time to think what 
next, post which the entire team had 
a brainstorming session and what 
followed was a plan to launch some 
products which would help people to 
make their workspaces safer once 
they get back to offices.

 
So we did months of R&D, used 
our houses as test beds for 
products, soldered components at 
home, wrote codes, collaborated 
online and once life started 
restoring to some normalcy, we 
had products ready to be 
manufactured and commercially 
sold!
 
All the resilience has helped us 
well. We are in fact looking at 
entering the APAC and MENA 
markets this year and already have 
identified potential partners there.
 
Passionate about building startups, 
Garima Bharadwaj is Co-Founder 
at Enlite Research. In her previous 
job, Garima was part of the core 
team at The Moms Co - a digital-
first FMCG company as a core 
team member where she was 
responsible for establishing the 
company's online and offline 
presence, strategic international 
and domestic partnerships, sales & 
marketing. In her earlier stint, she 
has worked as an early team 
member of one of the globally 
largest hospitality startups - OYO, 
where she as an initial member 
was responsible for aiding the 
company to achieve exponential 
scale by enabling strategic 
partnerships, business 
development, P&L management, 
marketing and new product 
category launches.
 

Covid became the defining moment, but the resilience has helped.
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Dr Makarand Sawant 
highlights key areas 
to cover in securing 
IT/OT assets.
 
 

hen considering 
enterprise security, the 
following are the key 
areas to be covered:

i. Compliance monitoring 
ii. Secure access 
iii. Secure content transfer
iv. Asset discovery 
v. Inventory monitoring and alerting 
vi. Software patch and vulnerabilities 
management, and
vii. Risk and compliance 
management.
 
Things to do
a. Increase cybersecurity of IT/OT 
assets for service delivery, 
troubleshooting and operations.
b. Increase cybersecurity by moving 
to intelligent solutions with built-in 
threat detection to inspect files 
transferred between sites for 
potentially malicious material and 
using IT/OT centric data for file 
delivery, analytics and more. 
c. Solution for getting a 
comprehensive list of assets on the 
network using active or passive 
discovery.
d. Monitor assets for potential 
cybersecurity issues and alert 
operators with notifications for items 
that require resolution. Patch IT/OT 
assets and manage vulnerabilities as 
per organisational standards.
 

Learning

Enterprise Security
  Approach for Securing IT/OT assets

e. Visibility into an intuitive asset 
risk score, with drill-down 
capabilities to fully view information 
on risk factors and compliance with 
predetermined security policies.
 
Some of the key features and 
controls to be considered while 
implementing security solutions:  
1. Simplify access to cross vendor 
assets
2. Centralise control over all access 
sessions enterprise wide
3. Standardised access procedures
4. Supervise and audit sessions
5. Control via role-based and 
device specific access permissions 
and privileges
6. Lower cost and complexity for 
managing third-party resources and 
maintenance personnel
7. Reduce data leaks by securely 
distribute files within/in/out of IT/OT

8. Analyse and act on insights by 
transfer logs and performance data 
to SIEM at a corporate SOC
9. Improve recovery time sending 
large files to/from file backup and 
restore
10. Accurately identify assets, 
including specific configuration 
details
11. Automate the maintenance of 
asset inventory with device 
information to expedite future risk 
determination
12. Proactively manage IT/OT 
networks
13. Automate data collection of key 
cybersecurity indicators
14. Automate notifications specific to 
customer environment and 
organisation
15. Reduce vulnerabilities by 
centrally manage software updates
16. Comply with internal standards
17. Scheduling and Control update 

Dr Makarand Sawant

Risk mitigation plan must be in place as a preventive measure.

INDUSTRIAL AUTOMATION MAGAZINE | FEBRUARY 2021 | WWW.INDUSTRIALAUTOMATIONINDIA.IN 76

W



timing, approach and configuration 
to protect uptime
18. Update IT/OT systems and 
historians
19. Control patching across IT/OT 
network environments
20. Gain visibility into site 
cybersecurity status
21. Easily identify related actions to 
improve security posture
22. Simplify security reporting
23. Focused operations resource 
efforts on site assets that are most 
at risk or out of compliance with 
security policies
24. Gain visibility into process 
control network security status
25. Focus cyber operations 
resource efforts on assets that are 
most at risk or out of compliance 
with security policies.
 
 

Adoption of 
standards like ISO 

27001, COBIT and best 
practices can help in 
better management 
 
 
Security solutions must provide an 
enterprise level view into site 
compliance and risk levels with drill 
down capabilities to fully gain 
information on risk factors, 
compliance with predetermined 
security policies and remediation 
advice. Risk mitigation plans must be 
in place as a preventive measure to 
tackle risks that are getting detected 
and identified. Adoption of standards 
like ISO 27001, COBIT and best 
practices can help in better 
management and sustenance of the 
implemented security solutions.
 

Dr Makarand Sawant is a PhD in 
Analytics, he is a technology and 
business visionary with 22 years of 
executive and hands on experience 
in automating multi-billion dollar 
enterprises. He is a Computer 
Science engineering graduate with 
MBA and a Doctorate in 
Management Studies, Information 
Technology. He has led Innovation 
and alignment of IT with business 
by driving Digital Transformation 
through Analytics, Process 
Automation, Mobility, and Cloud 
including leading Smart Factory, IoT 
and Industry 4.0 initiatives.
 

“

Zecurion partners with BD Software for Indian Markets

In a bid to address the growing cybersecurity needs in the Indian market, BD Software, a leading IT Distributor of 
cybersecurity solutions, enters into a strategic partnership with Zecurion, a vendor of the Next Generation DLP. 
Zecurion is a global innovator and leader in information security solutions that address the risk of data leakages 
caused by internal threats. Headquartered in Moscow, Zecurion has established its presence in more than 70 
countries.
 
The company offers a range of cybersecurity products for data loss prevention, access management, secure web 
gateway, storage security, and more. BD Software will support Zecurion with its expertise in the Indian market.
 
With changing work practices caused by Covid-19 – the emergence of remote working, bring Your Own Device 
(BYOD), paired with adoption of cloud computing tactics, there has been a steady surge in data security lapses 
worldwide. Currently data security is a major concern for businesses in India. The easy-to-use and easy-to-deploy 
Enterprise DLP by Zecurion support four times faster installation, 20+ customised options, and over 50 preinstalled 
reports. Scalable for up to 200k+ devices, the DLP solution prevents and protects sensitive and private data leaks 
within the organisation.
 
Commenting on its new partnership in the Indian Markets, Mr Alexey Raevsky, CEO and Co-Founder, Zecurion 
stated, "The pandemic has left companies vulnerable. Standard measures to protect the corporate network will not 
help with hundreds of remote home offices. We look positive at the new normal, as our Next Generation DLP has 
proved its efficiency in protecting micro-perimeters inside and out. Zecurion and BD Software will offer Indian 
customers data loss and fraud prevention solutions, fine-tuned upon needs and with fast deployment."
 
Incorporated in 2016, BD Software is rapidly expanding its footprint in the Indian cybersecurity space. The brand in 
2020 itself, has strengthened its IT portfolio aggressively, with several new partnership in security software domain 
and services.
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One should work 
towards excellence 
in their work and 
expect that success 
and achievements 
will follow, says 
Ninad Deshpande.
 
 

ailure is a stepping-stone 
to success - this is a 
commonly used phrase 
since childhood. Most of 

us grow up hearing how failures 
shape and mould a person. Failure 
gives a person experience and instils 
confidence in achieving his or her 
goals. However, we should not forget 
a complementing line, which makes 
these teachings even more important 
and complete - Failure only leads to 
success as long as one learns from 
mistakes and keeps trying in the right 
direction. This is true in professional 
as well as personal lives. Today, with 
digital media, it is possible to learn 
anything from anywhere. Moreover, 
the recent pandemic too taught us 
that it is possible to efficiently work or 
learn from home. This fuels the 
possibility to master skills or to learn 
from others' failure and mistakes too. 
I have worked in the field of industrial 
automation for over a decade and 
over the course might have made 
mistakes and learnt the hard way. In 
this short article, I will be focusing on 
the topic of role changes and how it 
affects our growth path in our career.  
 
This is a chance for new engineers 
or next generation industry experts to 
learn from some mistakes, which I 

Learning

Lessons Learned:
Role Changes and Career Progression

might have committed in the course 
of my professional life. Starting 
your career or undergoing a role 
change in any industry could 
sometimes be difficult because of 
numerous factors such as the need 
for a different attitude and mind-set, 
a phase shift from college to the 
office environment, not being in the 
comfort zone, difficult bosses, 
added responsibility among many 
others. With 'change being the only 
constant', such actions in life are 
inevitable and one is bound to 
make mistakes in these early 
stages. With this article, my focus 
is not just providing knowledge but 
also mixing it with my experience. 
As the age old adage, 'learn from 
your mistakes'; here, I wish to help 
readers learn from mine, helping 
them avoid the same mistakes. 
 
Role changes a part of corporate 
life 
Role change is a part of any 
corporate life and industrial 
automation is no different. 

However, how one perceives a role 
change and how one moves forward 
shapes his or her future. I myself 
have undergone many role changes 
in less than a decade gathering vast 
experiences on the way. Before 
moving to the challenges, the difficult 
decisions and benefits, I would like 
to brief on the kind of role changes I 
had in my career, which will form a 
basis of the learnings. The basic role 
changes shapes one to become 
better, enables one to move out of 
their comfort zone and explore areas 
he/she might have never imagined. 
There are two paths to grow in one's 
professional career either move 
vertically in the area where one was 
recruited or have multiple role 
changes and climb the corporate 
ladder. If one is recruited as a 
software developer, he/she can work 
in the domain for any company and 
eventually move to becoming 
manager or even a Chief Technical 
Officer (CTO). The latter needs 
consistent zest to work hard, learn 
new skills, unlearn older ones and 

F

Ninad Deshpande

Graduation Day, and the journey begins.
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establish himself/herself in the new 
role. Make a note, no path is simple 
and easy, with both needing 
extreme hard work and focus.
 

Focus on your 
work, put in your 

best and you will be 
recognised.
  
 The start to my professional career 
was somewhat different. I was 
placed in a software company 
through campus in 2007, which had 
selected me after conducting a 
written exam, a technical interview, 
followed by a group discussion and 
finally an interview with the HR. 
However, thanks to the recession 
which came exactly at the time I 
passed out in 2008, it left me 
jobless. I was of course dejected at 
being jobless even after getting 
placed but that didn't stop me from 
trying and searching for a job. 
My cousin was kind enough to allow 
me to join his company named 
Durocrete as a trainee so that I 
could learn something instead of 
just sitting at home looking for a job. 
I worked with the system admin 
looking after IT infrastructure. Within 
two months into this job, my college 
professor who had understood 
about the recession-hit campus 

placed students offered me a job as 
a lecturer in his college for teaching 
control systems to second year 
students. I had 40 days to complete 
their syllabus and to my surprise, 
the entire class passed their exams 
with flying colours. I was then 
offered a permanent position as a 
lecturer, which I turned down as I 
was selected by Mr Bhalwankar, 
Managing Director of Twin 
Engineers, a renowned machine 
builder in Pune, manufacturing 
special purpose machines, as an 
Electronics Engineer for 
programming controllers. Post this, 
my destiny was sealed to grow in 
the process, factory and machine 
automation vertical. Following my 
then bosses' footsteps and path of 
hard work, dedication and 
perseverance, I was awarded the 
best new engineer for the year 2009 
by Mr Bhalwankar - the first of the 
many recognitions to follow. 
 
Moving from a machine builder to an 
automation vendor in 2010, B&R 
Industrial Automation was the best 
opportunity I could have wished for 
in my life. I was trained at our 
headquarters in Austria for a five-
month period, post which I started 
working in India as an application 
engineer. I also got an opportunity to 
work as a technology marketer 
during this time. The then Managing 

Director of B&R India, Mr PV 
Sivaram presented me with multiple 
opportunities. A notable one was 
speaking at the ARC Forum and 
ISA event in front of a packed 
audience consisting of industry 
experts and thought leaders just as 
I was turning 24 years. I had a stint 
in ABB GISL as a domain engineer 
where I was in R&D in LV drives; 
however, my life and learnings I had 
at B&R pulled me back and within 
12 months of quitting I joined back 
as a Specialist - Open 
Technologies. During this time, I 
became a seasoned presenter with 
B&R, participating in well over 70 
public stage talks, presentations 
and panel discussions. I was 
subsequently also nominated as a 
speaker in the Speaker Bureau of 
the Industrial Internet Consortium 
(IIC). Since February 2017, I have 
been working as the Head of 
Marketing and Corporate 
Communication at B&R India. 
Based on my work I was also 
nominated by the World Marketing 
Congress as a 'Most Influential 
Global Marketing Leader' in 2019.
 

Today, with digital 
media, it is 

possible to learn 
anything from anywhere.
 
 Challenging, difficult yet a 
catalyst for growth
Roles changes I experienced from 
an assistant, a guest lecturer, 
application and commissioning 
engineer at a machine builder 
(OEM), application engineer in an 
MNC, a software developer in R&D, 
technology marketer to handling 
entire Marketing at a young age 
was 
no doubt a difficult decision at every 
stage and at every change. Each 
role change needed me to learn 
many new topics and unlearn some 
skills in the process. Moreover, 
each role change needed me to 
work with different managers and 
bosses. Fortunately, I was lucky to 
have exceptional and supportive 

““
There are many opportunities in automation.
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bosses until today and I hope I do 
not run out of luck. But, managing to 
deal with new managers every 2-3 
years can be difficult at times and 
taxing. There is no one solution that 
fits all and one needs to have 
patience and dialogue for avoiding 
any friction. 
 

Each role change 
needed me to learn 

many new topics and 
unlearn some skills in 
the process. 
 
 I definitely made wrong choices too 
- one notable bad decision was 
when I rejected a role change and 
quit an organisation to join another 
company. Gladly I didn't need to 
repent my decision as I received the 
same opportunity a year down the 
line. However, not all are lucky to 
have an opportunity to knock twice. I 
would say, trust your boss, manager 
and your management, they can 
identify talent and throw 
opportunities at you. It is up to you 
how to leverage that opportunity and 
make the best use of it. Standing in 
front of 300 seasoned automation 
and industry experts at the age of 24 
was unthinkable when I first started 
working. But my then boss had 
confidence in me, and I was able to 
deliver to his expectations. Today, I 
am able to stand in front of any 
crowd and talk on various topics of 
automation, life, marketing, sales, 
and application, and have built a 
reputation as a storyteller among my 
colleagues. 
 
My initial decisions about job 
change and role change were not 
well thought out, and I had no clue 
what I really wanted to do in my 
career. I was more or less going with 

the flow when an opportunity came 
up. I think at that stage of 
professional life it is very common 
with very few really knowing what 
they are working for. However, over 
the years I have realised what I 
need and what I want to achieve. 
For those in their early years of 
work life, sit down and think as to 
what you would like to be doing 
over the 30 odd years of work life 
and how you would want to 
progress. Once you decide that, 
start working in that direction and 
plan your growth path either in your 
existing organisation or change 
companies based on the 
opportunities at hand in line with 
your goal. Working on yourself is 
the best investment you would 
make at any time in your life.    
 
Summing up the advice
My advice to young engineers - 
Focus on your work, put in your 
best and you will be recognised. At 
30, I was heading the marketing 
department with 3 subordinates. 
The fruits of hard work are truly 
evident in the long run. Moreover, it 
is important for everyone to focus 
on work and job satisfaction, 
whereas money, if thought of as a 
peripheral will surely follow suit. 
Those only focusing on money will 
most probably never be satisfied 
with work as well as their 
remuneration. Today, many 
engineers passing out of college 
are looking at money as a primary 
reason for work. Definitely, 
everyone works for money, but it 
should not be the primary focus. 
Learning, understanding new 
technology, willingness to take extra 
steps at all times should be the 
main intention. Growth is only for 
those who are willing to go the extra 
mile and calculated risks. Make a 
note, there are only a few 

exceptional children who manage to 
make a handsome 8-digit package 
even before graduating. Most of us 
need to work hard as well as work 
smart at most occasions. Moreover, 
one should work towards excellence 
in their work and expect that 
success and achievements will 
follow. Success is eventually the 
outcome of our actions leading from 
perseverance and determination.
 

Ninad Deshpande, Head - 
Marketing and Corporate 
Communication, B&R Industrial 
Automation, has made it a mission 
to get to know the needs of internal 
as well as external customers and 
understanding their unfulfilled 
desires thus, being able to provide 
extraordinary experience. Whether it 
is executing an exhibition, seminar, 
conference, implementing a 
campaign for print or social media, 
delivering a technology oriented 
presentation, implementing a 
branding campaign, or internal and 
external branding, Ninad takes pride 
in providing best in class service 
and experience in record time while 
always leading by example.
 

“
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A new normal of 
cybersecurity 
architecture will 
emerge as a 
potential business 
for anti-virus 
companies, predicts 
Jasbir Singh.
 
 

hen a cyber-attacker 
tries to gain 
unauthorised entry to a 
server system/digital 

network for the purpose of 
information theft, disruption of 
performance by hacking the system 
to bring under its fallacious control or 
other nefarious reasons for 
malicious intention, it is categorised 
as cyber-espionage. A cyber-attack 
is carried out remotely by someone 
who is not authorised by the 
organisation/system owner or having 
given a rightful access to change the 
setting of the server to manipulate 
data. A cyber-attack is a deliberate 
attempt by an individual or 
organisation with malicious intention 
to rupture the information system of 
another organisation/individual. The 
attacker is usually intent on some 
type of benefit by disrupting the 
target network. There are two types 
of cyber-attacks: one where a 
system has been hacked to shift 
control and the other where 
organisations do not even 
understand that their system has 
been hacked to steal data. Cyber-
crime has recorded a sharp increase 
every year as attackers try to get 

Cybercrime

Cyber World Growth 2021 –
    Using Intelligent Crime Technique

benefited from the information of 
vulnerable businesses. Cyber-
crime protection costs companies a 
huge amount every year.
 
As per media information India is 
ranked 11th worldwide in the 
number of cyber-attacks caused by 
servers that were hosted in the 
country. A statement, issued by the 
chairman, DRDO mentions 'a 
number of SMEs and MSMEs 
(micro, small and medium 
enterprises)' being nurtured by the 
DRDO as these are supplying 
small components to subsystems 
for its projects. He added that 
scientists to focus on next 
generation needs, including 
cybersecurity, space and artificial 
intelligence.
 
Cyber-attacks can be performed in 
many different ways where 
attackers can infiltrate into 
servers/IT systems/communication 

networks, mostly using similar 
techniques. 
 
Common types of cyber-attacks 
and network vulnerabilities
Malware: This is described as 
malicious software, including 
spyware, Ransomware, viruses, and 
worms. Malware breaches a network 
through a link or email attachment 
and that by itself install malevolent 
software in the system. This blocks 
access to key components of the 
network, obtains information from the 
hard drive (spyware), and disrupts 
the system to become inoperable.
 
Phishing: It is created by sending 
fraudulent communications through 
email. The intention is to steal 
sensitive data like credit card and 
login information or sometimes to 
install malware on the target 
machines.
  
 

Jasbir Singh

W
Cyber-attacks are carried out remotely with criminal intent.
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Denial-of-service attack: This 
floods the target systems, servers, 
or networks with unwanted traffic to 
exhaust resources and bandwidth. 
By doing this the attacker makes the 
system unstable which in turn 
denies the legitimate request of the 
user.
 
SQL injection attack: In this cyber 
attacker inserts malicious SQL code 
in the server through a website 
search box. The aim is to extract 
information revealed through SQL 
code.
 
DNS tunnelling attack: It sends 
HTTP and other protocol traffic over 
DNS. With this disguise outbound 
traffic is created as DNS, concealing 
data that is typically shared through 
an internet connection. It is used for 
command and control call-backs 
from the attacker's system to a 
hacked system.
 
Cross-site scripting (XSS) 
attacks: It is similar to SQL injection 
attacks; here, it used to infect other 
users, who visit the site instead of 
extracting data from a database. An 
example for this is the comments 
section on a webpage.
'Drive- by download' attacks: It 
contains downloading malicious 
code onto a user's computer 

unsuspectingly when a user visits a 
website or fills up data to a form 
received from an unknown source. 
This malicious code once 
downloaded shall be used by the 
attacker to steal passwords or 
financial information stored in the 
computer.
 
AI-powered attacks: Use of 
Artificial Intelligence to launch 
sophisticated cyber-attacks uses AI-
powered botnets engaged through 
slave machines to perform a huge 
DDoS attack. Ability of AI-powered 
software is to learn the best 
approach and adapt that to attack 
methodology accordingly and 
automatically.
 
IIoT-based attacks: IIoT devices 
are generally less secure than most 
of the modern operating systems 
having inbuilt firewalls. The internet-
of-things with AI is relatively a new 
concept in cybercrime and its 
methodology/impact is yet to be 
known how the cyber-criminals will 
use it to exploit IoT devices and its 
outcome where to end.
 
New malware variants
The malware attacks grew 
exponentially as 12.4 million in 2004 
reached 812.67 million in 2018 
where 92% of malware is delivered 

by email. Emails are designed to 
deceive receivers and prompt the 
recipients into clicking a hidden 
malicious link or allure for 
opening a virus prone 
attachment. Hacker uses 
cryptojacking to provoke users 
clicking a malicious link sent 
through an email, which 
downloads a crypto mining code 
on the recipient computer, or by 
clicking an infected website 
loaded with JavaScript code that 
executes automatically in the 
target's browser. Mobile malware 
is on the rise with new malware 
variants and 98% of mobile 
malware target Android devices. 
 
Growth in cyber industry 
2021 onwards, Covid-19 will still 
continue to be impacting human 
lives, societies, businesses, and 
affected populations with the 
current pandemic, which will 
change businesses behavioural 
patterns as the year progresses. 
We need to be prepared for a 
series of 'Next Normals' and 
readily respond to those changes. 
Covid-19 will continue to 
dominate at national/international 
news, vaccine developments and 
during its shot given to a larger 
population of society or new 
national restrictions sometimes 
may be applied diligently in some 
parts of the world. Cyber-attacks 
may continue to disrupt remote 
learning activities over the coming 
months/year. With mass 'Work 
From Home' practices and 
increased digital transformation in 
2020, cybersecurity has become 
a major factor to create a safe 
environment for remote 
performance. More attacks may 
occur on home computers and 
local networks, by cybercriminals 
using home offices as potential 
crime hubs by taking advantage 
of unpatched systems or 
architecture weaknesses of 
others. The global pandemic has 
forced industry to remote working 
where employees operate their 
systems beyond the protection of 
the corporate firewall. The Covid 

Malware breaches a network through a link or email attachment.
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pandemic forced almost every 
organisation to work in changed 
working conditions and maintain 
productivity even in the wake of a 
changing environment. IT and IT 
security challenges will most likely 
persist throughout 2021. Cyber-
security shall now become a major 
business differentiator. 
 
 

AI on machine 
learning security 

tools will grow in 
sophistication and 
capability,
 
 
Trend and targets
As per news the large number of 
mergers and acquisitions started by 
big companies internationally during 
a pandemic will apparently cause 
network complexity issues and 
integration problems, which will be 
devastating for the cyber teams. 
Company data stealing during these 
transactions prior to its encryption, 
malware threats for targeting of 
organisations functioning might 
create further problems. 
 
Against the backdrop of Covid-19 
fall-backs, series of lockdowns 
internationally, economic decline, 
sluggish industrial growth and 
collapse of small businesses, and 
pay cuts of employees due to poor 
performance of businesses, the 
potential growth cybercriminals is 
sure to surge as many of the skilled 
people explore alternative 
employment.
 
The online presence of municipal 
services and utilities with the 
increased digitisation of industries 
and Government/Public Services 
will become more vulnerable to the 
attacks of cybercriminals. This will 
create more opportunities for cross-
agency cyber-attacks and assaults 
on government functions and on the 
public support systems that 
implement them. 

Use of advance technologies 
Ransomware shall become more 
advanced and sophisticated with the 
availability 5G system and make it 
technically capable to target the 
vulnerable networks easily. 
Cybercriminals will endure to 
engage hackers and employ APT 
(Advanced Persistent Threat) 
techniques, scarcely probing the 
network of the target organisation to 
locate the vulnerable and most 
valuable systems of organisation, 
hijack administrator accounts, and 
launch simultaneous cyber-attacks 
using standard admin tools. APT 
attacks will be widely accessible to 
hackers from criminal networks.
 
The sheer announcement of security 
alerts, of any potential threats, is 
difficult for individuals/professionals 
to handle alone. Automation and AI 
developed on machine learning help 
security analysts separate the most 
urgent call/alerts from an ocean of 
data, and to prompt instantly 
remedial action to guard against 
threat profiles. 
 
Cybercriminals using machine 
learning techniques will target new 
customers - those having more 
tempting product marketing 
campaigns; the banking giants' 
however use machine learning 
algorithms in their network and 
server supervisory system to 
instantly identify known and novel 
security threats as they appear. AI 
on machine learning security tools 
will grow in sophistication and 
capability, for both to identify 
anomalies and automating to raise 
effective countermeasures 
simultaneously. This technique will 
be used by antivirus software 
support companies for virus 
detection and killing these 
instantaneously.
 
Globally APT potential cybercrime 
groups will prolong to grow and we 
will find more and more new cyber 
actors which can attack companies 
smaller or larger in scale of various 
industrial sectors. For the new 
normal of Covid-19, a new normal of 

cybersecurity architecture will 
emerge as a potential business for 
anti-virus companies. AI-based 
automation will steer networks and 
server security-first approach will 
emerge to system architecture  
 
A few anticipated cyber challenges 
in 2021 for enterprises include:
1. Remote workplace security
2. Risk-based analysis & 
vulnerability management
3. Extended detection and 
response (XDR)
4. Cloud security aspect 
management
5. Controls for seamless cloud 
application 
6. Domain-based message 
authentication (DMARC)
7. Secure & riskless authentication 
with no password.
 

Jasbir Singh is an Automation 
Expert with experience in Factory 
Automation and Line Automation 
in a large production house. He is 
an Implementation Strategist, 
Business Coach and a regular 
writer on automation, AI, robotics, 
digital technology, network 
communication, IIoT, wireless 
communication, blockchain and 
use of advanced digital 
technology. Jasbir has a long 
association with industry to 
improve factory automation in 
production lines for productivity 
improvement in India and 
overseas by advising and also 
transforming into a digital platform 
by use of AI. 
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Sureshbabu 
Chigurupalli 
presents a case 
study on AI-enabled 
Automatic Number 
Plate Recognition 
(ANPR) of 
commercial 
vehicles.
 
 

his is a summary of a 
pilot project conducted at 
the plant of Balasore 
Alloys Limited in Odisha, 

to validate 3rd party trucks and 
vehicle license plates using AI-
enabled Automatic Number Plate 
Recognition (ANPR) for comparison 
against system entries and logging 
by other existing enterprise 
applications. 
 
Background and context 
It has been observed that SAP gate 
entries may be generated for certain 
3rd party vehicles at the main plant 
gate even though the same ones do 
not turn up to the weighbridge (later 
identified through security footage). 
Moreover, valid material slips for 
them had also been created based 
on manual inspection and as a result 
the material receipt transaction was 
completed and no actual raw 
materials were delivered to the plant. 
To address the above issue, we 
wanted to test an ANPR based 
number plate matching solution. This 
was expected to circumvent human 
errors and wilful negligence and lead 

Learning

AI-enabled Number
             Plates for Commercial vehicles

to reduced raw material 
procurement-related leakages. We, 
therefore, partnered with a service 
provider for the implementation of 
the pilot project. Based on the 
outcome's success, we may 
consider rolling out the solution at 
various 3rd party vehicle 
touchpoints such as weighbridges 
and entry/exits of its other 
manufacturing units.
 
What exactly is ANPR?
ANPR or Automatic Number Plate 
Recognition is a technology that 
uses optical character recognition 
to read vehicle registration plates. 
Initially, ANPR was used by police 
forces around the world for law 
enforcement purposes.
 
However, it soon entered the 
security market and industry 
surveillance. More and more 
providers saw the benefits of 
utilising this electronic toll collection 
solution, parking management, and 
smart parking. The development of 

this technology has helped industries 
enormously in monitoring outward 
and inward logistics in a significantly 
better and efficient manner. 
 
Scope of the study
i. Custom development of ANPR 
algorithm, including testing, training, 
and on-site deployment for a live trial 
of 40 trucks for license plate 
recognition.
 
ii. Time frame -2 Weeks (3 days in 
the final week of activities)
 
iii. Completion criteria - Successful 
test of 40 consecutive trucks and 
corresponding file generation in the 
designated format in near real-time 
(less than 10 seconds).
 
ANPR architecture and setup 
details
One full HD, vandal-proof camera 
was deployed. The camera was 
positioned on the weighbridge facing 
the incoming trucks. The position was 

T

Sureshbabu Chigurupalli 

A truck on the weighbridge (for illustration only).

INDUSTRIAL AUTOMATION MAGAZINE | FEBRUARY 2021 | WWW.INDUSTRIALAUTOMATIONINDIA.IN 85



adjusted to read the truck number 
plate after it came to a stop on the 
weighbridge. The ANPR PoE switch 
was placed inside the weighbridge 
control room. It was an eight-
channel PoE switch to allow 
connections between the camera 
and the Wi-Fi router. The switch 
also provided power to the camera. 
The Wi-Fi router provided internet 
connectivity to the ANPR laptop and 
connectivity to the FTP server. Put 
on all images and log files on the 
FTP server. Connect the router to 
the local switch at the weighbridge 
control room. The local network 
provided connectivity to the FTP 
server. The FTP server was used to 
store three types of files: a) One 
text file for each incoming truck with 
number plate and arrival timestamp; 

b) Watermarked image of the truck 
with number plate and arrival 
timestamp; and c) log file which 
captures during of each truck on the 
weighbridge.
 
VeraSight Edge software was 
installed on the ANPR laptop. The 
laptop was used for both training 
and live run. VersaSign AiE software 
was running on the laptop for 
number plate recognition. Custom 
code was developed and deployed 
to generate watermarked images, 
text files, and log files.  
 
Figure # 1: ANPR architecture
 
Details of infrastructure
Approximately 50-70 trucks enter 

and exit the plant daily, with the 
numbers reaching 90-100 in peak 
times. Vehicles may be of varying 
sizes (e.g., 10 MT, 20MT, etc., in 
capacity). The trucks wait on the 
weighbridge for around 2-3 minutes 
on an average, depending on how 
long the operator takes to enter the 
weight and print out the material 
slip.
 
Key dependencies
a. Availability of sample text file 
format that SAP can pick up - file 
naming convention/data format
 
b. Availability of power, network and 
some method of transferring files for 
testing into a folder (FTP VPN, etc.), 
test folder availability for SAP 
system
 
c. Availability of pole for camera, 
power, network, shared folder 
availability with required write 
access to that location
 
d. Presence of suitable weather 
conditions for conducting activities 
on site
 
e. Availability of 40+ trucks for 
conducting live trials of ANPR setup.
 
Summary of ANPR results
1. We have successfully deployed 
the infrastructure. Day 1 was set-up, 
Day 2 was data collection, training 
and testing and Day 3 was the live 
run. Out of the 45 total trucks 
present on Day 3, 41 were detected 
and extracted (the other 4 number 
plates were not humanly readable).
 
2. For the detected number plates, 
we were able to achieve a 100% 
success rate. The accuracy of the 
results was dependent on line of 
sight, lighting, angles and uptime of 
equipment and devices.
 
3. For certain cases involving 
challenges/exceptions (e.g., 
handwritten number plates, 
obstructions, halt positions, etc.), 
their impact has been drawn.

The ANPR architecture.
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Challenges identified during ANPR 
test: 
(i) Hand-written Number Plates: 
Some number plates have 
handwritten characters and follow no 
standard spacing or character size.
Impact: Optical Character 
Recognition fails in such cases as 
the AI systems are tuned for digital 
printed character sets. Hence, the 
number plate is not being 
recognised.
Recommendation: Manual 
intervention may require to handle 
such cases.
 
(ii) Obstruction in front of Number 
Plate: Sometimes the truck has 
additional attachments in front of the 
number plate which are obstructing 
the number plate. The number plates 
are not even humanly visible.
Impact: The ANPR system cannot 
detect the number plate on the truck 
and hence no recognition occurs 
either.
Recommendation: Manual 
intervention may require in such 
cases.
 
(iii) Too wide a region for Truck Stop: 
The trucks did not have a specific 
area for stopping on the weighbridge. 
Sometimes the truck would come too 
close or stand too far out for the 
camera to pick up.
Impact: The algorithm was designed 
to pick up the number plate after the 

truck comes to a halt on the 
weighbridge. When the truck came 
too close, the number plate would go 
out of the camera vision. When the 
truck stopped too far, the camera did 
not pick up the number plate as it was 
waiting for the truck to come closer. 
The duration computation would also 
get triggered after the truck stops. 
Recommendation: Putting a place 
marker for the trucks to stop.
  
(iv) People obstruction: Sometimes 
the drivers would walk or stand in 
front of the truck and obstruct the 
number plate view.
Impact:  The system is taking a new 
reading right after the number plate 
becomes visible again, thereby 
producing two separate same truck 
readings on a single instance. This 
will result in the inaccurate 
computation of the duration the truck 
was waiting at the weighing bridge. It 
will also result in double counting of 
the truck.
 
Recommendation: The issue can be 
addressed in the following ways: a) 
The camera can be re-positioned to 
the other side of the weighbridge as 
the driver typically walks towards the 
control room; and b) Add redundancy 
by putting two cameras on two sides 
of the weighbridge.
 
Conclusion
The deployment of ANPR technology 

to read vehicle registration plates in 
the plant benefited from reducing 
human errors related to raw material 
procurement and helped reduce the 
waiting time using the ANPR 
technology.
 

Sureshbabu Chigurupalli is Plant 
Head - Balasore Alloys Limited, 
Odisha. Sureshbabu is leading and 
managing all plant operations with 
effective utilisation of all resources 
and implementing industry best 
practices such as TPM, Six Sigma, 
Lean Management and other 
Business Excellence initiatives that 
contribute to improve productivity 
and efficiency. He has exhibited 
leadership in closely collaborating 
with numerous Japanese 
Consultants for implementing TPM 
to enhance overall plant 
effectiveness.
 

NVIDIA introduces GeForce RTX 3060

NVIDIA is bringing the NVIDIA Ampere architecture to millions more PC gamers with the new GeForce® RTX™ 3060 
GPU. With its efficient, high-performance architecture and the second generation of NVIDIA RTX™, the RTX 3060 
brings amazing hardware ray-tracing capabilities and support for NVIDIA DLSS and other technologies, and is priced 
at INR 29,500. NVIDIA’s 60-class GPUs have traditionally been the single most popular cards for gamers on Steam, 
with the GTX 1060 long at the top of the GPU gaming charts since its introduction in 2016. An estimated 90 per cent 
of GeForce gamers currently play with a GTX-class GPU.
 
“There’s unstoppable momentum behind ray tracing, which has quickly redefined the new standard of gaming,” said 
Matt Wuebbling, vice president of global GeForce marketing at NVIDIA. “The NVIDIA Ampere architecture has been 
our fastest-selling ever, and the RTX 3060 brings the strengths of the RTX 30 Series to millions more gamers 
everywhere.” With newer gaming titles come bigger worlds with cinematic graphics and real-time ray tracing — these 
are gaming workloads that only RTX-powered platforms are suited to handle. The GeForce RTX 3060 has twice the 
raster performance and 10x the ray-tracing performance of the GTX 1060, making it a formidable upgrade opportunity 
and the foundation of a gaming PC platform powerful enough to handle cutting-edge titles such as Cyberpunk 2077 
and Fortnite with RTX On at 60 frames per second.
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Digital Transformation

Digitisation a Calculated Risk

Businesses should 
look at solutions to 
understand the 
benefits of the 
technology and the 
effect they can have 
on their products 
and services, says 
Aniruddha 
Shahapure.
 
 

he world's next 
destination, it appears, is 
'Going Digital'. The smart 
devices and equipment 

everyone possesses, are primarily 
used to either play games or to 
perform office work. This makes life 
easier and more enjoyable. Business 
units or arms of Organisations, which 
have gone through Digital 
Transformation has shown a 
significant growth in businesses, 
profitable deals and revenue 
increase. Hence these factors 
encourage more and more units for 
going digital.
 
While it looks fruitful, unfortunately, 
these transformations are always 
difficult to implement and time 
consuming. Besides transformation 
processes are usually more 
expensive than profitable. However, 
these challenges can be overcome 
with organisations developing an 
inclusive policy for digital 
transformation leading to quicker and 
productive results.
 
Industry 4.0 originates from a high-
tech strategy, which promotes 

computerisation of manufacturing. 
We are at the beginning of 4th 
Industrial revolution (Industry 4.0), 
which is rapidly changing the 
industrial landscape with Smart 
Manufacturing, Internet of Things 
(IoT) Artificial Intelligence (AI), Cyber-
Physical systems and digital 
transformation. Out of the these 
technologies, optimised use of 
Artificial Intelligence (AI) and Internet 
of Things (IoT) will have the 
maximum impact and would lead 
businesses into uncharted territories. 
The strategy can be enforced only 
after detailed SWOT analysis of 
intended transformation and defining 
the intended outcomes. 
 
Therefore, CXOs and senior 
management leaders need to take a 
detailed assessment of the Pros and 
Cons of the implication of technology 
over their products and services 
before they move ahead with the 
transformation. If not, the efforts will 

be in vain resulting in producing 
outcomes which do not serve the 
needs of the business. Leadership 
needs to work with IT to quantify the 
requirements, the budget, and 
timelines to find an appropriate IoT 
or AI solution.
 
Three key success factors of 
adaption of digital transformation
1. Audit of the existing infrastructure 
(Hardware as well as Systems) 
Reassess the current assets, viz., 
available data, existing insights and 
capabilities; identifying the under-
leveraged assets and data touch 
points.
 
2. Identify and secure control points
Organisations should secure the 
control points by putting efforts and 
time by building development 
capabilities in-house. It is advisable 
to pursue Merger & Acquisitions 
activities or strategic partnerships, 

Aniruddha Shahapure

T
Organisations need to develop an inclusive policy for digital transformation.
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in case the required skill set is not 
available within the organisation. 
This will reduce efforts to and 
expenditure on the areas which are 
already commoditised.
 
3. Agility in organisation to adapt the 
market dynamics
The technology is constantly 
changing and for organisations that 
want to transform should know not 
only their products and customers 
but the competitors, new 
establishments, start-ups and their 
strategies as well; these provide 
insights into potential trends of 
development and adaption. It's also 
necessary to understand, the 
existing framework in the 
organisation and conduct an 
assessment of potential scenarios 
that will lead to the transformation.  
 
The benefits of digital 
transformation
Digital transformation is not a race to 
join because competitors are going 
for it or not to show your 
clients/customers that you using the 
latest technology. Organisation go 
digital because it actually helps them 
to grow and sustain in the dynamic 
market.
 
1. Ominous market reach 
Organisations need platform where 
its customers can easily find the 
offerings on fingertip and buy what 
they want. Customers should have 

the option to buy from whatever 
device they want to buy it from 
wherever they can. This type of 
reach not plays a role in growth of 
the organisation, but also increases 
brand reputation and reach. With 
the right digital transformation, 
customers on any part of the world 
can be reached with minimal 
investment.
 
2. Satisfied Customer 
Customers these days no longer 
accept whatever is on the sale. 
They have an array of products to 
choose from and according to their 
priorities and likings for satisfying 
their needs and wants. Creating 
more value for customers and 
confirming customer satisfaction is 
base of business growth and long 
term success. Digital transformation 
caters to these wishes with 
simplicity, easier accessibility and 
quicker services.
 
3. Increased Revenue 
Successful implementation and 
continuous improvement in 
digitisation will ensure faster service 
delivery, responses and proactive 
approach towards reaching out to 
the customers. This will lead 
businesses to run more efficiently 
and more strategically. Efficiencies 
can be brought in the way product 
designing is done and the 
efficiencies into the distribution 
process. All of this intern leads to 

increase in business as well as 
reduction in costs, thereby resulting 
in larger profits and revenues.
 
4. Incessant Improvement 
A large amount of data from 
interactions with customer, market 
trends, feedbacks is generated 
which can be effectively analysed 
to get valuable insights. The fact is 
that, this data is simply too huge 
where meaningful information can 
be lost. The latest tools of 
digitisation can compile and 
analyse this data efficiently in 
matter of minutes. And with data 
driven information, organisations 
can react faster and make changes 
that will review its strategy and 
operations. It is to be noted that, 
this leads to continuous process of 
improvement in products and 
services. Also insights can be 
derived from the improved 
employee performances leading 
happier employees along with the 
customers.
 
Key technologies to focus on 
and the ways to avoid pitfalls
Artificial Intelligence: Artificial 
Intelligence and Machine Learning 
(AI/ML) have become an important 
part of in every organisation's plans 
for digitisation. With massive 
amount of data being generated, 
the need for development of 
algorithms and systems to 
generate meaningful insights is the 
need of the hour today. The 
applications of the AI span across 
industries starting from 

CXOs and senior management leaders need to take a detailed assessment.

Three key success factors
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Entertainment, Medicine, 
Cybersecurity and Transportation, 
and also reducing the redundant 
tasks. AI can also be used in to keep 
an eye on the surroundings to 
enhance the security level in the 
city's neighbourhoods, Better 
Governance and Planning 
Management. Businesses utilising AI 
and data (responsibly) could also 
significantly improve the customer 
and employee experience. Workers 
will have more time to focus on 
creatively fulfilling rather than 
repetitive tasks that machines will do. 
The use of AI to monitor workflows 
and make informed/ intelligent 
suggestions as to how tasks can be 
managed more effectively can help 
in bringing in efficiency in operations. 
 
Internet of Things: The IoT is a 
network of physical connected 
devices, like vehicles or home 
appliances, which enable these 
'things' to connect and exchange 
data. The advantage of this 
technology is that it enables remote 
monitoring of the devices health and 
use it to bring in efficiency. Some of 
the examples include using sensors 
to generate insights about the soil 
temperature, humidity levels to 

assess the right time to water, using 
video surveillance technologies and 
sensors to better track who was 
coming in and out of the port or 
public places and using drones and 
other devices to gather, analyse, 
store and relay data from oil field 
equipment resulting in cost savings, 
reduced maintenance costs, 
lengthened machinery lifespan. 
 
Businesses should look at solutions 
to understand the benefits of the 
technology and the effect they can 
have on their products and services. 
Once, this critical step is ensure by 
the leadership, then significant 
upside can be seen in terms of 
revenues and growth. While the 
benefits are high, there is also a 
need to regulate how the data is 
used and the manner in which the 
privacy of the customers is upheld. 
Technology, for all its benefits, also 
creates a system of dependency 
among the users. Businesses needs 
have checks and balances in place 
in order to ensure that systems are 
secure, the applications are robust 
and data is managed properly. 
Policies needs to be designed and 
enforced to mitigate the risks. Also, 
businesses should invest in 

manpower and upskilling of its 
workforce to meet the changing 
ecosystem. 
 
References:
https://www.techrevolution.asia
https://courses10.com/programs
http://www.asiaoutlookmag.com/ne
ws/asia-iot-business-platform
https://www.telecomasia.net/conten
t/iot-revenues-jump
http://www.computerweekly.com/ne
ws/2240171422/The-digitisation-of-
business
https://drawingninja.com/show/seni
or-management-team.asp

 
Aniruddha Shahapure is Chief 
Knowledge Officer at Pune Smart 
City Development Corporation 
Limited. His 25 years of extensive 
experience in the multi-sector 
industry domain touches on the 
latest technologies and 
innovations. An excellent 
administrator, technologist and 
implementer, he has governed and 
managed multimillion dollar 
projects in the Industrial automation 
and IT sector across Europe, Asia 
and African continents. He has a 
strong understanding of M2M, 
AI/ML and also championed 
enterprise wide process analysis, 
re-design and development works 
in IoT-IIoT solutions.
 
An Electrical and Electronics 
Engineer and Management 
graduate, Mr Shahapure is a 
Senior Member of IEEE, Chartered 
Engineer (IEI) and Certified 
Industry 4.0 professional.
 

Organisation go digital because it actually helps them to grow.
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Additive Manufacturing

How Secure is Additive Manufacturing?

AM has the same 
attack vectors as 
any other cyber 
physical system and 
also has unique 
challenges, says 
Sreeja Gadhiraju.
 
 

dditive Manufacturing 
(AM), or 3D printing, is 
one of the most 
developing sectors with 

an expected growth rate of 26%-32% 
globally by the end of this decade. 
Like every other field, with an 
increase in the use of the 
technology, there exists an increase 
in security risk. With AM being 
considered as democratisation of 
creation, how safe is the complete 
process? What are the chances of 
getting the desired product, which 
was designed as digital modal? Or 
rather what are the chances of 
getting a sabotaged product? 
 
Components in AM workflow 
Additive Manufacturing 
instrumentation is not particularly 
owned by any original equipment 
manufacturer. There are multiple 
processes which use a wide range of 
machines, which are owned by 
different OEMs. In most of the cases, 
the OEMs have their own software 
packages which must be used by the 
developer. On the other hand, there 
are multiple open-source software 
packages which are generally used 
for desktop printers, mostly for the 
individual use of the users at small 
scale. Just like any other machinery, 
AM machines also have multiple

electrical and mechanical
components, which needs 
maintenance. Along with the software 
and hardware there are other inputs 
in additive manufacturing workflow, 
such as power supply and material 
supply. 
 
The illustration shows the AM 
workflow and gives an idea how it can 
be attacked easily.
 
Additive manufacturing is not just a 
simple process of design modal to 
finished component but has multiple 
operations from the creation of the 
modal till the production. As the 
number of steps increases, so is the 
risk of sabotage. 
 
It is clearly understandable from the 
AM workflow that apart from the 
designer and machine operator there 
could be many others who could get 
access to the machine very easily. 
 
What could be an attack in AM? 
A variety of elements can be used to 
compromise one or more elements of 
the AM workflow. From the design 

phase till the production phase, one 
could attack and take control over
 
the process. Depending on the 
compromised element in the 
workflow, the complications arise. 
From the manipulation of the file till 
changing the machine parameters, 
every small manipulation leads to 
an unexpected end product. 
 
In 2018, a team of researchers from 
Lawrence Livermore National Lab 
(LLNL), Livermore, CA (United 
States) have worked on attacking a 
desktop printer which is used to 
print propellers for a quadcopter 
UAV. They have successfully 
manipulated the design files and 
still managed to pass the quality 
check of the component, which was 
done by visual inspection but 
managed to cause damage to the 
drone. For causing this the 
researchers assume that the 
attacker/adversary needs average 
hacking skills but moderate to 
advance AM skills. The research 
has been published and quoted as 
'Security of additive manufacturing: 
Attack taxonomy and survey'.
 

A

Sreeja Gadhiraju

Additive manufacturing workflow.
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After the above mentioned 
research, many researchers across 
the globe started working on the 
security in AM processes. Based on 
the results of those researches, 
once a 3D printer has been 
attacked, it could lead to multiple 
unexpected outcomes which are 
summed up below: 
 
Object specification modification  
Object's specification describes the 
object's geometry, orientation, and 
ultimately its material; the latter is 
just relevant for multi-material AM 
equipment. It ought to be noted that 
the object specification will have 
numerous representations, based 
on the 'location' within the AM 
workflow. It's normally related to the 
STL or AMF files, both of which are 
CAD formats, but it can also be 
depicted within a toolpath file or as 
a series of individual G-code 
commands, etc.
 
 

A variety of 
elements can be 

used to compromise one 
or more elements of the 
AM workflow. 
 
 
Defects
It is obvious that the object's 
geometry and material impact its 
mechanical properties. Changing 
exterior shape will have an effect on 
a part's integrability in a system and 
eventually detected by visual 
review. Several researchers have 
proposed the utilisation of internal 
defects as a method of sabotage. 
This kind of attack can eventually 
have an effect on the part's weight 
and weight distribution - thus the 
properties that may impact the 
performance of the system 
employing such a part. 
 
Orientation
In material science, it is very well 

known that the anisotropy of 3D-
printed parts is fundamental in 
several AM processes. In simple 
words, part orientation on the build 
plate is one of the most important 
features in 3D printing. Based on 
this property, researchers have 
proposed changing the built 
direction as a means of sabotaging 
a manufactured part's mechanical 
properties.  
 
Manufacturing process 
manipulation  
Unlike the traditional subtractive 
manufacturing, AM not only defines 
the manufactured object's 
geometry by subtractive methods, 
but also 'creates' its material. 
Various parameters of AM 
manufacturing processes influence 
the microstructure of the created 
material, thus defining its physical 
properties. For metals and alloys, a 
qualitative analysis of 
manufacturing parameters 
manipulations that can be used to 
sabotage a part's quality. The 
parameters which could be 
potential objects of malicious 
manipulations could be heat 
source energy, layer thickness and 
scanning strategies, etc. In the 
case of fused deposition modelling 
(FDM), an AM technology that is 
popular with desktop 3D printers, 
parameters like nozzle 
temperature, print bed 
temperature, filament extrusion 
speed, the distance between the 
extruder and the printed object, 
etc., can be manipulated. All these 
can eventually have an impact on 
the strength of bonding between 
layers, thus impacting the part's 
mechanical properties. 
 
Attack vectors 
The researchers named the factors 
which could lead to a sabotaged 
part as attack vectors. The attack 
vectors could be any of the 
following depending on the 
adversary who would like to attack 
the system and cause unexpected 
manipulations. 
 

1. Software attacks: The 
compromising of the software that 
is used in the controller PC/laptop 
which could be Code Injection to 
AM files or through a open source 
backdoor. 
 
2. Hardware/Firmware attacks: 
Gaining the control over the 
firmware thus by controlling the 
complete printing process. 
 
3. Network attacks: The machines 
connected to the same network 
being attacked by gaining access 
to just one of the machines in the 
network. 
 
 

According to 
Gartner, AM will 

reach 'the plateau of 
productivity' in the next 
5 to 10 years.
 
 
History of attacks in AM
As of today, there are no attacks 
which have particularly targeted the 
field of additive manufacturing and 
there are no examples quoted 
about the same. However, all these 
researchers have proved that it is 
possible to attack and manipulate 
an additive manufacturing 
workflow. As additive 
manufacturing is still in infancy, so 
is the risk. According to Gartner, 
AM will reach 'the plateau of 
productivity' in the next 5 to 10 
years. As the technology continues 
to grow, so will be the applications. 
AM parts are already being 
incorporated in security-sensitive 
and safety-critical products. With a 
high level computerisation 
involved, AM is definitely 
considered to be a target because 
of its widespread applications. AM 
has the same attack vectors as any 
other cyber physical system and 
also has unique challenges.
 

“
“
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AM security awareness is as 
important as the AM process 
knowledge. The system owner as 
an individual or entrepreneur must 
be aware that there is viable risk 
involved and must engage in risk 
assessments and should be able to 
determine the security measures 
which have to be implemented. 
 
While it is true that AM can 
definitely change the future by 
being a democratisation of 
creation, it is each creator's 
responsibility to take care of their 
own creation by saving them from 
being corrupted. Isn't it?

  
Sreeja Gadhiraju is a young 
engineer pursuing Masters in 
Mechatronics in Germany. A former 
team lead in Amazon, for Sreeja the 
craving to know and study latest 
technologies is an addiction. 
Presently studying Robotics, 
Modelling and Simulation, Cyber 
Physical Systems, etc., she has 
fallen in love with additive 
manufacturing. "There is so much to 
know, there are so many things 
which can do using this amazing 
technology. I want to finish my 
masters and proceed further 
towards PhD in Additive 
Manufacturing," says Sreeja.
 

3D Printing market size, share & trends report 2020-27

The global 3D printing market size was valued at USD 
11.58 billion in 2019 and is expected to expand at a 
CAGR exceeding 14% from 2020 to 2027. Globally, 
1.42 million units of 3D printers were shipped in 2018 
and this number is expected to reach 8.04 million units 
by 2027. The aggressive R&D in Three-Dimensional 
Printing (3DP) and growing demand for prototyping 
applications from various industry verticals, particularly 
healthcare, automotive, and aerospace and defence, 
are the factors expected to drive the market growth.

 
The use of 3D printing in industrial applications usually 
refers to additive manufacturing (AM). Additive 
manufacturing involves a layer-by-layer addition of 
material to form an object referring to a three-
dimensional file with the help of software and a 3-
dimensional printer. A relevant 3D printing technology is 
selected from the available set of technologies to 

implement the process. The last step involves the deployment of this process across different industry verticals based 
on the necessity.
 
The deployment includes providing installation services, consultation solutions, and customer support, as well as 
handling aspects related to copyrights, licensing, and patenting. 3D printing benefits manufacturers in terms of 
prototyping, structural designing the structures and end products, modelling, and reduced time to market. As a result, 
the production expenses have reduced considerably helping the manufacturers offer better products at reasonable 
prices. As a result, the demand for 3D printers is expected to witness significant growth in the forthcoming years.
 
However, the prevailing misconceptions with respect to the prototyping processes held by the small and medium-
scale manufacturers are hindering the adoption of additive manufacturing. Companies involved in designing, 
particularly small-scale and medium-scale enterprises are deliberating before considering investments in prototyping 
as accountable investments rather than trying to understand the advantages and benefits of prototyping. The general 
notion prevailing among these enterprises is that prototyping is merely an expensive phase prior to manufacturing. 
Such perceptions regarding the prototyping coupled with the lack of technical knowledge and a looming lack of 
standard process controls are expected to hinder the market growth.

INDUSTRIAL AUTOMATION MAGAZINE | FEBRUARY 2021 | WWW.INDUSTRIALAUTOMATIONINDIA.IN 93



Shekhar Pawar 
shares a few tips for 
safe browsing of 
websites at a time 
when cyberattacks 
are striking with 
menacing regularity.
 
 

any cyber-attacks start 
with website url which is 
clicked by victim. You 
need to reduce the risk 

of being such a victim. Most of us 
always receive website url on 
emails, SMS and on various mobile 
app chat messages. It is very 
important not to directly click those 
urls, and instead do some analysis 
before opening it. I am sharing a few 
important tips in this article for safe 
browsing.
 
1. Use trustworthy web browser 
Popular web browsers like Mozilla 
Firefox, Google Chrome and 
Windows Internet Explorer/Edge are 
always provided with regular 
security updates, which is really 
helpful. Try to keep your web 
browser on auto update mode or 
update it periodically. 
 
2. Web browser's privacy and 
security settings
You need to keep privacy and 
security settings of it to protect your 
identity and avoid issues. For 
example, you can include a 'Do Not 
Track' request with your browsing 
traffic. You can disable web camera 
or microphone for it.

Browsing
Shekhar Pawar

Top 10 Cybersecurity
              Tips while Browsing Websites

3. Beware of short urls
If you have a long web url, you can 
shorten it using various websites 
like https://bitly.com/ 
For example, I have created one 
short url - http://bit.ly/301Kd8U. 
 
This is actually pointing to a long 
url - 
https://millgens.com/featured/is-
there-a-teammate-who-is-carbon-
dioxide-co2-of-your-team/ 
 
In this case when someone 
receives a short url and clicks it, it 
is very difficult to know where it will 
navigate. Who knows it will be a 
cyber trick, and it will navigate to 
some fake website created for a 
phishing attack?
 
You can use one of the websites 
mentioned below, which help to see 
what is the long url for the short url 

you have received:
Unshorten.it - https://unshorten.it 
Urlex.org - https://urlex.org 
Unshorten.net - https://unshorten.net 
Unshorten.me - https://unshorten.me 
Unshorten.xyz - https://unshorten.xyz 
  
4. HTTPS is better than HTTP url
Any website url you try mostly has 
either HTTP or HTTPS at start. 
HTTPS is actually HTTP with 
encryption. HTTPS protocol has TLS 
(SSL) to encrypt normal HTTP 
requests and responses, it enhances 
security than HTTP.
 
5. Check Google's safe browsing 
site status
Google's Safe Browsing technology 
examines billions of URLs per day 
looking for unsafe websites. Every 
day, they discover thousands of new 
unsafe sites, many of which are 

M
Try to keep your web browser on auto update mode.
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legitimate websites that have been 
compromised. When they detect 
unsafe sites, they show warnings on 
Google Search and in web browsers. 
You can search to see whether a 
website is currently dangerous to 
visit at:
https://transparencyreport.google.co
m/safe-browsing/search?hl=en
 
 

Popular web 
browsers like 

Mozilla Firefox, Google 
Chrome and Windows 
Internet Explorer/Edge 
are always provided with 
regular security updates, 
 
 
6. Check if website IP itself is 
blacklisted
There are few online tools, which 
helps us check whether the website 
IP address has been listed in the 
Global Blacklist Database.

 
Multirbl is one of the popular free 
multiple DNS BlackList aka RBL 
(DNSBL) lookup online tool: 
http://multirbl.valli.org/
 
7. Check website reputation for 
safety measures
There are several online tools as 
service which actually analyse any 
website through multiple blacklist 
engines and online reputation tools 
to facilitate the detection of 
fraudulent and malicious websites. 
These help you to easily identify 
websites involved in any malware 

incidents or fraudulent activities. 
They give information if it's a 
phishing website.
A few online tools are mentioned 
below:
Norton safeweb - 
https://safeweb.norton.com/
TrendMicro Site safety - 
https://global.sitesafety.trendmicro.
com/index.php
mxtoolbox - https://mxtoolbox.com/
urlvoid - https://www.urlvoid.com/
 
8. Know the source of website 
url
Website scanners help check the 

It helps to check the short url by looking at the regular version.

“
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website for any known malware, 
blacklisting status, viruses, website 
errors, out-of-date software, and 
malicious code.
 
There are quite few website scanners 
which can help you to know more 
about any website, like:
Web Inspector - 
https://webinspector.com/website-
malware-scanner 
Sucuri - https://sitecheck.sucuri.net 
PCrisk - https://scanner.pcrisk.com
 
9. Make it a habit of typing url in 
web browser
Just for an example if you have 
received a url which is very familiar to 
you, copy paste it in browser - or - 
don't click it to automatically open 
with default browser of your device. 
Instead, it is better to type it in web 
browser. It minimises the risk of 
becoming victim of cyber tricks. 
 
10. Contribute to report malicious 
websites
You can report the dangerous url to 
the few below listed services. They 

will do more analysis of your 
reporting and it will help many:
Fortinet - https://www.fortinet.com/
Sophos - 
https://www.sophos.com/en-us.aspx
Trustwave - 
https://www.trustwave.com/en-us/
Bitdefender - 
https://www.bitdefender.com/solutions
/trafficlight.html
Norton - https://safeweb.norton.com/
Stopbadware - 
https://www.stopbadware.org/clearing
house/search/
 
 

There are quite few 
website scanners 

which can help you to 
know more about any 
website, 
 
 
Your browsing experience will be 
much safer if you follow these tips as 
the threat of cyberattacks is growing 
with each passing day.

Shekhar Ashok Pawar is Founder 
& Executive Director, GrassDew IT 
Solutions Private Limited, Mumbai, 
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Cybersecurity, Consulting, 
Software Solutions, Digital 
Marketing and Knowledge 
Services. With 15 years of 
international experience, Shekhar 
is CISA, CEH, MCP, Blockchain 
Developer, CMMi Level 5 ATM & 
ISO 27001 LA. He did Executive 
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Online tools help check whether a website is blacklisted.
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The black carbon 
industry can offer a 
profitable route to 
add value to the 
bottom barrel 
streams, says Dr 
Marcio Wagner da 
Silva.
 
 

he Covid-19 pandemic 
reduced in a drastic 
manner the demand for 
crude oil derivatives and 

put under pressure the refining 
margins of a sector that already was 
suffering with low profitability in the 
last years. Despite recovering after 
August, the difficulties faced in the 
first semester of 2020 indicate the 
necessity to reach participation in 
markets with more resilient demand 
like petrochemicals and special 
derivatives.
 
Refiners relying on Fluid Catalytic 
Cracking (FCC) units in their refining 
hardware enjoy great operational 
flexibility once these units are 
capable to produce high quality 
intermediate streams which can be 
applied to produce petrochemicals 
like Propylene and transportation 
fuels from bottom barrel streams, 
contributing to improve the refining 
margins. 
 
An attractive alternative to refiners 
relying on FCC units is the 
production of aromatic residue to the 
black carbon market, especially 

Downstream
Dr Marcio Wagner da Silva

Black Carbon
            Market – A Profitable Destiny

considering the limitation imposed 
by the IMO 2020 to apply residue 
streams as diluent to the new 
marine fuel oil (Bunker). The black 
carbon market is projected to reach 
close to USD 14 billion in 2021 with 
an annual growth of 4.6% between 
2016 and 2021 (according to data 
from Markets & Markets website, 
2020). The black carbon is applied 
as raw material to growing 
industries like tires, rubber, 
metallurgy, inks, construction, etc. 
 
Under the current scenario, the 
black carbon market can offer a 
profitable alternative to refiners 
capable of meeting the 
specifications of the aromatic 
residue in FCC units to provide 
adequate destiny to bottom 
streams.
 
Fluid catalytic cracking 
technologies - A flexible refining 
technology
Fluid Catalytic Cracking (FCC) is 
one of the main processes, which 
gives higher operational flexibility 

and profitability to refiners. The 
catalytic cracking process was widely 
studied over the last decades and 
became the principal and most 
employed process dedicated to 
converting heavy oil fractions in 
higher economic value streams. 
 
The installation of catalytic cracking 
units allows refiners to process 
heavier crude oils and consequently 
cheaper, raising the refining margin, 
mainly in higher crude oil prices 
scenario or in geopolitical crises that 
can cause difficulties in accessing 
light oils. The typical Catalytic 
Cracking Unit feed stream is gas oils 
from the vacuum distillation process. 
However, some variations are found 
in some refineries, like sending 
heavy coke naphtha, coke gas oils 
and deasphalted oils from solvent 
deasphalting units to processing in 
the FCC unit.
 
In a conventional scheme, the 
catalyst regeneration process 
consists of the carbon partial burning 
deposited over the catalyst, 

T Black carbon market can offer a profitable alternative.

INDUSTRIAL AUTOMATION MAGAZINE | FEBRUARY 2021 | WWW.INDUSTRIALAUTOMATIONINDIA.IN 97



according to chemical reaction 
below: 
C + ½ O2 ? CO
 
The carbon monoxide is burned in a 
boiler capable of generating higher 
pressure steam that supplies other 
process units in the refinery. 
 
An important variation of the fluid 
catalytic cracking technology is the 
residue fluid catalytic cracking unit 
(RFCC). In this case, the feedstock 
to the process is basically residue 
from the atmospheric distillation 
column. Due to the high carbon 
residue and contaminants (metals, 
sulphur, nitrogen, etc.), some 
adaptations in the unit are 
necessary, like catalysts with higher 
resistance to metals and nitrogen 
and catalyst coolers. Furthermore, it 
is necessary to apply materials with 
most noble metallurgy due the 
higher temperatures reached in the 
catalyst regeneration step (due the 
higher coke quantity deposited on 
the catalyst), which raises 
significantly the capital investment to 
the unit installation. Nitrogen is a 
strong contaminant to the FCC 
catalyst because they neutralise the 
acid sites of the catalyst which are 
responsible for the cracking 
reactions.
 
When the residue has high 
contaminants content, it is common 
for the feed stream treatment in 
hydro treating units to reduce the 

metals and heteroatoms 
concentration to protect the FCC 
catalyst. 
 
Typically, the average yield in fluid 
catalytic cracking units is 55% in 
volume in cracked naphtha and 
30% in LPG.
 
The decanted oil stream contains 
the heavier products and has high 
aromatic content; it is common that 
these products are contaminated 
with catalyst fines and normally this 
stream is directed to use like fuel oil 
diluent, but in some refineries, this 
stream can be used to produce 
black carbon. 
 
Light Cycle Oil (LCO) has a 
distillation range close to diesel and 
normally this stream is directed to 
treatment in severe hydro treating 
units (due to the high aromaticity). 
After this treatment the LCO is sent 
to the refinery diesel pool. 
 
Heavy cracked naphtha is normally 
directed to refinery gasoline pool; 
however, in scenarios where the 
objective is to raise the production 
of middle distillates, this stream can 
be sent to hydro treating units for 
further diesel production. 
 
The overhead products from the 
main fractionator are still in gaseous 
phase and are sent to the gas 
separation section. The fuel gas is 

sent to the refinery fuel gas ring, 
after treatment to remove H2S, 
where it will be burned in fired 
heaters while the LPG is directed 
to treatment (MEROX) and further 
commercialisation. The LPG 
produced by FCC units has a high 
content of light olefins (mainly 
propylene) so, in some refineries, 
the LPG stream is processed in a 
propylene separation unit to 
recover the propylene that has 
higher added value than LPG. 
 
Cracked naphtha is usually sent to 
refinery gasoline pools which are 
formed by naphtha produced by 
other process units like straight run 
naphtha, naphtha from the catalytic 
reforming unit, etc. 
 
Meeting the requirements to 
reach black carbon market
The black carbon is composed of 
colloidal particles of essentially 
pure carbon produced through the 
partial combustion or thermal 
treatment of heavy hydrocarbons, 
mainly highly aromatic streams like 
the decanted oil produced in FCC 
units. 
 
According to the market demand, 
the FCC units can be optimised to 
maximise the yield of aromatic 
residue. This is the less common 
operation mode in FCC units, 
where the main objective is to 
maximise the yield of decanted oil 
and achieve the quality 
requirements of aromatic residue.
 
The main difficulty to comply with 
the aromatic residue specification 
is regarding ash content in the 
decanted oil. This parameter is 
strictly related to the cyclone's 
efficiency in the catalyst 
regeneration section. To achieve 
this objective some refiners apply 
additives to promote de ash 
decantation in the final tanks or 
specific filtration systems that 
require more capital spending.
 
Another key quality parameter to 
meet aromatic residue specification 

Schematic process flow for a typical FCC unit.
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is the BMCI (Bureau of Mines 
Correlation Index) that is related to 
the aromaticity of the decanted oil. 
To achieve the current specifications 
of black carbon, it is necessary to 
achieve a minimum BMCI higher 
than 120. The BMCI is calculated 
based on viscosity of the decanted 
oil at the temperature of 210°F. The 
metal content in the decanted oil 
needs to be also controlled, 
especially, sodium, aluminium, and 
silicon.
 
The operating severity in maximum 
aromatic residue mode tends to be 
high with high TRX, high catalyst/oil 
ratio, and high catalyst activity. As a 
side effect, the rise in octane number 
is observed in cracked naphtha due 
to the incorporation of aromatic 
compounds in this intermediate. 
These operational conditions can 
lead to a shorter lifecycle to the 
processing unit, especially the 
bottom system of the main 
fractionator column and heat 
exchangers. However this can be 
managed through adequate dosage 
of mud dispersant and ash reductor 
to minimise deposition.
 
In maximum aromatic residue 
operation mode, the main 
restrictions are the temperature of 
the bottom section in the main 
fractionators that can lead to coke 
formation, metallurgic limitations in 
the hot sections as well as the 
capacity of blowers and cold area 

compressors. A conventional FCC 
unit is expected to reach a yield 
varying from 10 to 15% of aromatic 
residue (in relation to the feed).
 
Conclusion
As discussed above, the FCC units 
offer great operation flexibility to 
refiners and can raise significantly 
the refining margins and, according 
to the local market demand, the 
process unit can be optimised to 
produce different kinds of 
intermediates. Following recent 
trends, the synergy between refining 
and petrochemical processes raises 
the availability of raw materials to 
petrochemical plants and makes the 
supply of energy to these processes 
more reliable and at the same time 
ensures better refining margin to 
refiners due to the high added value 
of petrochemical intermediates 
when compared with transportation 
fuels. 
 
Considering the current restrictions, 
to apply the FCC decanted oil as 
diluent to the new marine fuel oil, 
the production of aromatic residue 
in compliance with the quality 
requirements to the black carbon 
industry can offer a profitable route 
to add value to the bottom barrel 
streams.
 
Like a flexible refining technology, 
the Fluid Catalytic Cracking (FCC) 
units have a highlighted role in the 
future of the downstream industry, 

especially considering the transitive 
period, where the FCC units can 
help to supply the demand by 
petrochemicals without shortage of 
transportation fuels, while the 
aromatic residue production can 
ensure even more profitability to 
the unit offering noblest destiny to 
the bottom streams.
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Enterprise Security 

8 Steps to Level up Your SIEM Game

SIEM investigations 
play an incredibly 
vital role in 
identifying and 
addressing 
enterprise threats, 
says Shweta Redkar.
 
 

f the term 'Next-Gen 
SIEM' (SIEM stands for 
security information and 
event management) 

doesn't excite you anymore but you 
are still not convinced about the RoI 
from your existing SIEM investments, 
then it's time to consider these 8 
steps. The SIEM vendors in today's 
world are quickly rolling out new 
capabilities to their customers that 
most certainly decrease the 
management overhead for these 
systems. And if you are looking to 
replace your legacy on-premise 
solution then I hope this article helps 
you navigate through myriads of 
alternatives available in the current 
SIEM market to arrive at the right 
choice for your organisation.
 
1. Cost of deployment, storage and 
total cost of ownership   
Purchasing and managing SIEM is 
often a costly endeavour. Few 
obvious associated costs that a 
traditional SIEM solution brings in 
include hardware, software, support 
and training; however, cost of 
intelligence feeds, development 
efforts for organisation specific 
detection rules, specialised 
professional services often get 
overlooked at the time of the 
purchasing decision. In today's 
competitive SIEM market, vendors 

nowadays are offering a variety of 
solutions that are going above and 
beyond SIEM capabilities while 
lowering the total cost of ownership 
by 20X.
 
2. Hyperscale  
As even the smallest of the threat 
indicators if gone unnoticed can be 
dangerous, it is imperative to make 
sure that your SIEM is flexible to 
accommodate all kinds of device logs 
that exist in your ecosystem. 
Although ingesting all logs may seem 
like a good idea, it soon may turn into 
a storage apocalypse due to poor 
compression rate. Today's promising 
SIEM players are now offering 
compression ratios of at least 95% 
and above, which will make costs on 
the storage go easy on your pockets. 
Hyperscaling is possible due to state-
of-the-art technologies allowing 
maximum flexibility to expand the 
coverage of your SIEM monitoring.
 

3. All in one SIEM, SOAR and 
UEBA 
Smaller businesses, just like large 
enterprises, are grappling with 
similar cyber threats however they 
often need to exercise conservative 
expenditure policies. Legacy SIEM 
solutions usually involve 
cumbersome integration with third 
party UEBA and SOAR solutions, 
which if not carefully managed, will 
result in a security nightmare that 
no CISO wants to experience. In a 
rapidly developing SIEM 
marketplace, the product that offers 
coverage of SIEM, SOAR and 
UEBA within a single security 
analytics platform is the real hero. 
 
4. Rich, out-of-the-box content 
Time and again the use cases to 
detect threats have proven to be an 
absolute game changer in any 
SIEM success story. However, 
constructing appropriate use cases 

I

Shweta Redkar

Selecting the right security analytics tool.

INDUSTRIAL AUTOMATION MAGAZINE | FEBRUARY 2021 | WWW.INDUSTRIALAUTOMATIONINDIA.IN 100



to solve common problems can be 
daunting and time consuming. The 
Next-Gen SIEM solution that can 
offer a rich set of out-of-the-box 
content will reduce the time taken to 
operationalise your SIEM solution 
quicker.
 
 

SIEM 
investigations play 

an incredibly vital role in 
identifying and 
addressing enterprise 
threats.
 
 
5. Mitre ATT&CK framework 
The MITRE ATT&CK™ framework 
being the comprehensive matrix of 
tactics and techniques has proven 
itself to be extremely resourceful 
and popular amongst threat 
hunters, red teamers and other 
structured defenders. This growing 
demand for the MITRE ATT&CK™ 
has compelled almost every SIEM 
vendor to introduce the MITRE 
framework aligned detection 
strategies. However, organisations 
are urged to be watchful as this 
framework cannot simply be 
translated into just a list of alerts. 
Make sure that your SIEM can 
comprehend all scattered but potent 
threat signals and piece them all 
together into the real threat that's 

lurking in your environment. 
Interactive dashboards based on the 
MITRE ATT&CK™ framework that 
can help your SOC analyst navigate 
through hundreds of signals is a 
helpful feature to have in your SIEM 
toolset.
 
6. Anomalous behaviour not 
based on static correlation
The amount of manual processes 
engaged in detecting the anomaly in 
your security ecosystem directly 
impairs the ability of your SOC team 
to deliver on required critical 
investigations. The SIEM employing 
detection of anomalous behaviour 
using machine learning and 
statistical analysis instead of static 
correlation rules, will be a boon for 
your enterprise security.
 
7. Auto onboarding of devices 
from Native and/or Cloud  
If the device onboarding process 
takes days and seems frustrating 
then your SIEM system certainly 
requires a facelift. The ever 
improving NextGen SIEM vendors 
offer auto onboarding of all log 
sources without much hassle and 
enhance detection capabilities within 
minutes. Quite a few SIEM solutions 
are also offering quicker cloud 
integration though versatile 
connectors. 
 
8. Easy pluggable enrichment  
In the ever evolving threat 

landscape, if your security team is 
spending resources on manual 
threat analysis then it is constraining 
your security evolution. The security 
teams instead must rely on threat 
intelligence enrichment feeds as a 
primary source for known threats. A 
SIEM solution that can offer an easy 
pluggable enrichment capability that 
enriches the data at the time of 
ingestion and store them alongside 
the raw logs and parsed fields in its 
data lake will bring radical 
improvement.
 
Conclusion
SIEM investigations play an 
incredibly vital role in identifying and 
addressing enterprise threats. An 
optimised SIEM can provide the 
threat intelligence and detection to 
stave modern cyber-attacks 
whereas attackers could easily gain 
the upper hand over a traditional 
SIEM  These steps can help you 
receive the information you need to 
make an informed decision towards 
choosing the right solution to 
enhance your enterprise's security 

posture. 
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Powerful visualisation to see the complete picture.
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Data Security

Tokenisation vs. Encryption:
           How to Keep Your Data Secure
While data has 
become an 
important source of 
monetisation, fraud-
incidents and online 
thefts are 
continuously on the 
rise.
 
 

t has been more than a 
decade since we first 
heard the expression 
'Data is the new Oil'. As 

enticing as it sounded back then, 
data has managed to fuel up 
economies across major markets 
today. Building customer loyalty has 
taken a centre stage for enterprises 
today, offering higher returns for the 
time, effort and money they have 
been investing to provide a better 
experience to their customers. As 
data becomes more and more 
valuable, a major challenge for 
organisations today is to identify the 
right technology mix that maintains 
the integrity of their customer's 
information. The Forter Fraud Index 
report has pointed out that loyalty 
frauds have increased by 89% in 
2019. While enterprises focus on 
attracting customers through their 
loyalty programs, their rewards have 
continuously proven to be more 
lucrative to cybercriminals.
 
Encryption
Data encryption has been one of the 
most prominent methods of data 
protection since 1973. The process 
involves the usage of encryption 
keys to alter data, making it 

unreadable to someone who does 
not possess the decryption key. 
Being the most common 
methodology used by businesses 
for data protection, encryption is 
often used by businesses to protect 
different types of sensitive data, viz., 
personally identifiable information 
(PII) of customers, cardholder's 
information, point of sale (POS) 
data, etc. However, encryption has 
its own set of drawbacks as it uses 
a key to encode the data, thereby 
causing a dependency on the 
strength of the algorithms used to 
generate this key. A stronger 
algorithm is usually difficult to 
decode, but all encryption is 
eventually breakable.
 
Tokenisation
Tokenisation is a process that 
secures the transmission of 
sensitive data by replacing it with 
randomly generated unique 
identifiers referred to as 'tokens'. 
This process allows data to be 
processed without exposing 
sensitive details that could breach 
security and privacy. While 
tokenisation uses a token to protect 

data, it is irreversible when 
compared to an encryption key. 
Commonly used in the payments 
ecosystem, tokenisation is used to 
replace credit card account numbers 
with tokens for online and POS 
transactions. As original information 
is not stored in these tokens, and 
due to the random nature of their 
assignment, they cannot be reverse 
engineered to decode the original 
data.
 
Both encryption and tokenisation 
play an important role in reducing 
customer's data exposure. However, 
tokenisation is less vulnerable than 
encryption and often used by 
merchants to achieve PCI DSS 
(Payment Card Industry - Data 
Security Standard) compliance.
 
Tokenisation in Hospitality & 
eCommerce Industry
Hotels and online retailers often use 
a large number of third-party 
vendors. This includes different 
payment vendors, franchisees, 
selling platforms and outsourcing 
service providers. The involvement 
of multiple players in the ecosystem 
 
 

I
Securing with encryption.
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increases the workload and expense 
of maintaining data security 
standards while sharing a customer's 
sensitive data (Personally Identifiable 
Information). This data may involve a 
customer's card information, app 
username/password and services a 
particular customer has availed of. 
Tokens are a good alternative in 
such situations, as they can easily 
replace sensitive data points 
enabling an easy and secure transfer 
of information across the vendor 
ecosystem. These tokens can have 
time validity and are accessible to 
authorised applications where 
original data can be retrieved from 
these tokens.
 
Tokens also add another benefit of 
maintaining the security and privacy 
within the entire online ecosystem, 
thus enabling businesses to be 
digitally secured. It also protects 
personal data from its employees 
and other third-party vendors thereby 
preventing online infringement and 
maintains the integrity of the partner 
ecosystem. It also adds to the 
convenience to customers, as they 
can transact and utilise services 
whenever and wherever they want, 
without having to worry about their 
data being misused.
 
Tokenisation on Blockchain
One of the biggest value propositions 
of blockchain is the degree of 
transparency it provides. This is due 
to its decentralised nature which 
enhances the security of data 

through improved traceability. 
Although blockchains are immutable 
to a great extent, the use of tokens 
in a blockchain network adds an 
extra layer of privacy, as data 
breaches happen to be a daily 
activity today. As blockchain 
provides the technology to facilitate 
exchange, ownership and trust 
within a network, tokenisation has 
helped transform assets and rights 
into digital representations (tokens). 
These tokens help in maintaining 
the integrity of data even if a 
blockchain network gets 
compromised. Some other 
interesting use cases can be seen 
in the real estate industry where 
tokenisation helps in streamlining 
the investment process through 
smart contracts. It results in the 
elimination of intermediaries, 
making it easier for buyers and 
sellers to interact. At the same time, 
it also enables the collection and 
distribution of payments to 
beneficiary holders, with real-time 
reporting to regulators. Another 
important example is in healthcare, 
where tokens replace sensitive 
patient data that can be shared 
securely with other intermediaries 
like insurance and medical 
organisations.
 
While data has become an 
important source of monetisation, 
fraud-incidents and online thefts are 
continuously on the rise. Since the 
normal end customer doesn't 
understand the relationship between 
 

a corporate brand and its service 
providers, it's the brands that often 
take a hit in security incidents and 
data breaches. Under these 
extreme circumstances, 
tokenisation has proven to be an 
interesting regulatory-compliant 
alternative for enterprises to protect 
their finances, reputation and 
customers.
 
 

One of the 
biggest value 

propositions of 
blockchain is the degree 
of transparency it 
provides.
 
 
References:
1. 
https://www.businesswire.com/new
s/home/20191015005167/en/Forter
-Fraud-Attack-Index-Reveals-89-
Increase
2. 
https://www.htng.org/news/389354/
HTNG-Produces-Payment-
Tokenization-Specification.htm
3. 
https://www.hospitalitynet.org/news
/4094427.html
4. 
https://home.kpmg/us/en/home/me
dia/press-releases/2019/09/kpmg-
study-finds-digital-tokens-are-
transforming-the-way-consumers-
interact-with-each-other-and-
businesses.html
5. 
https://retailtouchpoints.com/featur
es/executive-viewpoints/securing-
customer-loyalty-programs-with-
blockchain-for-retail
 
(Article Courtesy: NASSCOM. The 
article was first published at 
Community by NASSCOM Insights: 
https://community.nasscom.in/com
munities/cyber-security-
privacy/tokenization-vs-encryption-
how-to-keep-your-data-
secure.html)
 

Securing with tokenisation. “
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Cyber-Attack

A Note on Recent Data Breach

Along with common 
security strategies, 
there is an 
advantage in setting 
up your own dark
web monitoring 
capabilities.
 
 

recent data breach 
exposed a portion of 10 
crore user metadata on 
the dark web. The 

respective payment process 
company that processes payments 
for large enterprises and others 
reported that they have first detected 
an unauthorised attempt on servers 
on 18th August 2020, which was 
terminated when in progress. No card 
numbers, financial credentials, or 
transaction data were compromised 
at that time.  
 
As per recent reports, the data that 
was leaked on the dark web included 
non-anonymised names, phone 
numbers, and email addresses. 
 
Cause and impact
In the month of August 2020, due to 
unauthorised access (through 
expired old access key) a portion of 
users' metadata (non-anonymised) 
got leaked. As per official reports, 
intrusion was traced immediately, and 
assets used in the hack were 
terminated.
 
This signifies the importance of 
access control and management of 
digital assets (creation, updation and 
timely deletion on the completion).
 

About 3.5 crore records with masked 
card data and card fingerprint (which 
are non-sensitive information) were 
breached.
 
A portion of the 10 crore user 
metadata (plain text email ids, and 
phone numbers) got compromised. 
  
Common pattern 
Financial institutes are always on 
prime target, but in the last 2-3 
incidents it is observed that threat 
actors are shifting their focus to 
technology start-ups, Fintech, and 
third-party payment service 
providers. All these cyber-attacks are 
financially motivated and leaked data 
is being sold on the dark web for an 
undisclosed amount. Attackers 
contacting buyers on Telegram and 
asking for payments in Bitcoins.   
 
What steps Startups/organisations 
must take to avoid data breaches 
In the context of recent data breach, 
many exploits are happening so far 
due to not getting security basics 

right-unprotected databases, failure 
to patch systems, poor 
authentication, and access controls 
(not implementing MFA, privilege 
based access, etc.), unpatched 
servers and very importantly 
mistakes in software supply chain 
security.   
 
1. Getting security basics right  
Financial services 
companies/startups should be 
looking at how they can get basic 
security right and improve their 
security posture across all lines of 
defence - prevention, detection, 
response, policies and compliance, 
and testing and auditing. 
Organisations must take proactive 
steps not limited to the following:
a. Periodic Security Assessment 
and Breach attack Simulations - 
Active incident monitoring and 
immediate triggers to respond to 
those incidents.   
 
b. Plan for active monitoring, 
handling and follow-up of 

A
Data leakage due to unauthorised access.
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cybersecurity incidents and 
breaches.  
 
c. Risk quantification and 
implementation of robust information 
security policy.
 
 

Plan for active 
monitoring, 

handling and follow-up of 
cybersecurity incidents 
and breaches.  
 
 
d. Secure Configuration 
management - On the public/private 
cloud ensuring secure configuration 
of servers, databases, instances 
becomes very crucial. While building, 
installing virtual instances and 
network devices, security 
misconfiguration is one of the most 
common gaps that threat actors tend 
to exploit.
 
e. Access Management - Manage 
accesses to high level assets such 
(databases, production servers, etc.), 
with privilege-based access control 
and enforce MFA to every crucial 
access.
 
f. Manage Security keys and 

certificates carefully (Creation, 
secure storage, updation and 
deletion).
 
g. Along with personal sensitive 
data, also consider anonymising 
and protecting personal data.
 
h. Full time Security officer, team 
(function) and Security capability to 
operationalize security plans and 
strategies.
 
2. Strengthening payment 
ecosystem  
In the complex payment supply 
chain, several times organisations 
don't disclose in time that their own 
software or network has been 
compromised, putting their entire 
ecosystem of customers and 
partners at risk. 
 
As an important constituent of the 
payment supply chain, 
organisations must know the 
environment end to end and must 
develop capabilities to monitor and 
rapidly detect incidents, identify 
operational security issues, build 
security test cases, and effective 
access management.  
 
Refer discussion paper on 
guidelines for payment gateways 

and aggregators* >> (Section 8 
Security, Fraud Prevention and 
Risk Management Framework).
 
3. Timely action
It becomes mandatory to timely 
report the breach and provide 
guidance to impacted user base.
 
Post breach recommendations 
for end user 
i. Get confirmation of the breach 
and check whether your 
information was exposed.
ii. Change and strengthen your 
online logins, passwords, and 
security Q&As. 
iii. Stay alert and monitor your 
accounts 
      
4. Sensitive financial data
If your sensitive financial data such 
as card number, CVV and other 
details are exposed, take additional 
support from Bank/Financial 
Service Provider to further 
replace/change your passwords, 
cards and other credentials.
 
The need of the hour 
Along with common security 
strategies, there is an advantage in 
setting up your own dark web 
monitoring capabilities. 
Organisations must start 
monitoring the threats and have to 
consider that they shall have to 
filter through scams and lots of 
useless information. But this will be 
an additional step taken to pay for 
the benefit of increased security 
and reputation protection. 
 
(Article Courtesy: Ti&R @ DSCI - A 
NASSCOM Initiative. The article 
was first published at the portal of 
Data Security Council of India: 
https://www.dsci.in/sites/default/file
s/Recent%20Data%20Breach%20
Note%20VF.pdf)
 
Reference
*https://rbidocs.rbi.org.in/rdocs/Pub
licationReport/Pdfs/DPSSDISCUS
SIONPAPEREFCF5B7E17F94311
85BD4FD57E540F47.PDF
 

Sensitive financial data such as card number and CVV exposed.

“
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The company that 
processes 
payments for 
Amazon and Swiggy 
has reported a data 
leak of over 100 
million debit and 
credit cardholders.
 
 

ow safe are transactions 
online? Well, it is 
anybody's guess. But 

Google throws about 19,90,00,000 
results and helpfully informs that it 
did so in 0.50 seconds. Many of 
these results also try to convince 
that online transactions are getting 
safer with multiple levels of security. 
Many offer tips - ranging from 5 to 
10 - to keep the transactions safe. 
But when a breach occurs - as it did 
recently in case of Juspay - it often 
remains away from the public 
domain for months!
 
In a serious case of data breach, 
information of over 100 million debit 
and credit card users from payments 
processor Juspay had leaked on the 
dark web. Juspay processes 
payments for companies like 
Amazon, Swiggy, MakeMyTrip 
among others. The leaked data is in 
the form of a data dump and has 
been leaked through a compromised 
server of Juspay. Juspay confirmed 
the data leak in its official blog post, 
outlining the details of the breach. "It 
pains us to inform you that a data 
breach did happen on 18th August 
2020. Non-sensitive masked card 

Data Breach

Juspay Data Breach:
    How Safe Are Transactions Online?

information, mobile numbers and 
email ids of a subset of our users 
were compromised," the company 
said. 
 
What is worse, though the 
company maintains it had 
discovered the breach the day it 
happened and had informed its 
merchant partners the same day, 
the information was not made 
public. That happened only when 
Rajshekhar Rajaharia, 
Entrepreneur & Internet Security 
Researcher, discovered the data 
breach in early January 2021. He 
found that the data dump was 
available for sale on the dark web. 
The leaked information includes 
non-sensitive masked card 
information, mobile numbers and 
email IDs of a subset of users. The 
company has said that the leaked 
information does not include full 
card numbers, order information, 
card PIN or password. The data on 
the dark web includes information 
such as the bank that has issued 

the card, card expiry date, and the 
last four digits of the card, masked 
card number, card type and the 
user's name, among other details. 
According to Rajaharia, there could 
be a major risk to users if the 
algorithm used to hash card numbers 
is leaked or if the hackers figure it out 
on their own.
 
A hash is a unique and fixed-length 
string that is mapped to a set of data. 
In this case, Juspay has hashed the 
16-digit debit and credit card 
numbers in order to process 
transactions. If hackers can figure out 
the algorithm used to generate these 
hashes, they could use brute force 
and find out what the original card 
numbers are. Juspay has masked 
only six digits out of sixteen-digit card 
numbers. Rajaharia says that while 
this is good, the safety of users rests 
primarily on the hashing algorithm.
 
What is the issue?
According to Shekhar Pawar, 

The data dump was available for sale on the dark web. 
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should be latest and updated.
3. Update and patch web servers 
regularly.
4. Do not use the default 
configuration.
5. Store configuration files 
securely.
6. Scan the applications running 
on the web server for all 
vulnerabilities.
7. Use IDs and firewalls with 
updated signatures.
8. Block all unnecessary protocols 
and services. Use secure 
protocols.
9. Disable default accounts, follow 
strict access control policy.
10. Install anti-virus, and update it 
regularly. Scan the servers 
regularly.
 

Founder & Executive Director, 
GrassDew IT Solutions Private 
Limited, the seller was asking for 
$8,000 in bitcoins for the entire 
data dump, which he claimed was 
around 100 million and about 45 
million records of transactions. 
Juspay has said that since CVV 
and PINs are not stored by the 
company, this critical information is 
not compromised. According to 
those in the payment industry, 
masked card numbers are useless 
unless someone has access to the 
algorithm and key to decrypt the 
data, whereas fraudsters can put 
together the pieces and engage in 
a phishing attack.
 
What is the solution?
Payments in India are subject to 

two-factor authentication (they 
require either a one-time 
password or PIN), but 
international use does not have 
such requirements. The RBI has 
already asked banks to give 
customers the option to switch off 
their cards for international 
transactions through multiple 
channels (apps, online, or text 
messages).
 
Shekhar Pawar offers a few tips to 
secure web servers:
 
1. Unused servers should be 
terminated immediately after 
proper executing data destruction 
techniques.
2. All OS and software used 

'Companies have to follow all security protocols'

-Rajshekhar Rajaharia, Entrepreneur & Internet Security Researcher
 
Are online transactions safe?
Yes, online transactions are completely safe if the 
websites/apps/payment gateways are following PCI DSS 
standards.
 
Are all the stakeholders following the correct cybersecurity 
protocols?
I think not all stakeholders are following correct cybersecurity 
protocols.
 
How serious is the threat from the Dark Net?
Today the dark web is the most serious threat for internet users. 
Everyone is using cryptocurrency on the dark web and selling 
almost everything. Hackers feel safe on the dark web as no one 
can trace their IP or location.
 
Can there be any regulatory control on their activities?
I think only a strong law can control these activities. Government 
and private companies also should hire experts based on wide experience in this field. Dark Net is directly hitting 
individuals. Each and every personal information of an individual is for sale on the dark web. Governments and other 
regulatory bodies cannot control their activity easily. Multiple proxy networks located in different countries is the 
biggest challenge.
 
What is the way forward?
We have to be strong enough. Companies have to follow all security protocols. Regular audit and an expert team to 
identify future incidents always should be there; and for End Users/Public we have to be much more aware. Online 
transaction is today's need so we have to be up to date.
 

Rajshekhar Rajaharia, Entrepreneur & Internet Security Researcher.

Interview
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ODVA Compliant - IDEC MicroSmart FC6A 
Plus CPU with EtherNet/IP
 

IDEC Corporation has announced an update to 
add EtherNet/IP™ communications to the 
MicroSmart FC6A Plus PLC. This update provides 
more options for end users, designers, and OEMs 
to integrate the FC6A Plus with many types of I/O 
systems and intelligent automation devices.
 
Expanded Connectivity Options: The FC6A Plus 
is already expandable to support up to 2,060 I/O, 
making it ideal for controlling machines or small-
scale manufacturing operations. With the addition 
of industry-standard EtherNet/IP scanner 
capabilities, the FC6A Plus can now connect with, 
monitor, and control any I/O, variable speed drive, 
motor controls, or other intelligent automation 
device using this popular industrial protocol. In 
addition, the FC6A Plus can be configured as an 
EtherNet/IP adapter, allowing it to interact with 
other peer and supervisory systems, such as 
PLCs and HMIs.
 
Easy Upgrade Path: All new FC6A Plus CPUs will 
ship with the latest firmware and EtherNet/IP 
connectivity already installed and ready for use. 
For FC6A Plus CPUs already in service, users can 
obtain the current WindLDR software (version 
8.15.0 or later) for free, and then use it to easily 
perform the upgrade. This ability to get the latest 
enhancements at no cost by field upgrading 
existing units is another benefit of using IDEC 
PLCs.
 
More Flexibility: Once a new or upgraded FC6A 
Plus CPU is deployed, Ethernet port 2 can be 
configured with the EtherNet/IP protocol. This 
enhanced connectivity gives users new options for 
architecting their machine and manufacturing 
operations. The already flexible FC6A Plus PLC 
platform can now interact with more industrial 
automation devices than ever before.
  
IDEC Controls India Private Limited, 
Bangalore. Tel: +91 80679 35328.
Email: info_india@idec.com
 

Distributed Temperature Sensing System, DTSX Series
 

Yokogawa's DTSX 
Series of fibre optic 
Distributed 
Temperature Sensor 
measures 
temperature and 
detects heat with 
fibre optic cable. It 
detects high heat 
over a wide area 

quickly and precisely. Also, the ability to configure the alarm display 
and sound individually to suit your applications enables rapid 
detection, localisation, and identification of abnormalities. This 
prevents heat-induced equipment failures and abnormalities, as well 
as large fire incidents that may result from them and in turn protect 
your assets. Features: measures up to 50km; optional 2, 4, 16 channel 
modular optical switch;  Ethernet and Serial Modbus Communications; 
LAS 2.0 (Log ASCII Standard) and WITSML 1.3.1.1 (Wellsite 
Information Transfer Standard Markup Language) data formatting 
option; STARDOM Field Controller (NFCP050) option; and field 
enclosure with solar panels, batteries, and wireless communications 
available. Yokogawa is a leading provider of Industrial Automation and 
Test and Measurement solutions. 
 
Yokogawa India Ltd, Bangalore. Tel: 080-41586000.
Email: marketing@in.yokogawa.com, 
vaishali.ramsajjan@in.yokogawa.com
 

Machine Safety Solution
 

The Flexi Compact from SICK 
is a new modular safety 
controller distinguished by its 
improved usability and safety 
engineering. It enables users 
of automated machines to 
operate more productively 
with the scalable performance 
and intelligent diagnostic 
functions of the safety 

controller. A safety controller is the central component of every safety 
application. It evaluates the information from the safety-certified optical 
sensors and switches. Its safety function guarantees the safe response 
of all connected actuators. The new Flexi Compact is a safety 
controller for machines with medium to complex safety logic. It offers 
exceptional user-friendliness, flexibility, efficiency, and cost 
effectiveness. The Flexi Compact also integrates into a variety of 
fieldbuses and Industry 4.0 applications. Common applications include 
compact systems, robots, packaging machines, and basic motion 
control. The device offers users in the machine building sector 
improved usability in many areas. The modular hardware platform 
enables integration in a flexible, application-appropriate, and cost-
efficient manner. 
 
SICK India, Mumbai. Tel: +91-22-61198939.
Email: techsupport@sick-india.com
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Insulation Monitoring for DC Charging 
Stations
 

DC charging stations are the first 
choice when electric vehicles need 
to be recharged within a very short 
time. If charging stations are 
installed in geographical locations 
with higher ambient temperatures, 
the electronics must be able to 
withstand these temperatures and 
function without any faults. The 

insulation monitor RN 5897/320 of the VARIMETER IMD 
family from DOLD is used especially for DC charging stations 
according to the IEC/EN 61851-23 standard and is suitable for 
temperatures from -40 to +70°C. It takes over the monitoring 
during the charging process from the charging station into the 
vehicle. Characteristic features of the device are the extended 
temperature range and the short response delay of ? 1s. In 
combination with the coupling devices RL 5898 and RP 5898, 
the insulation monitor is suitable for monitoring with rated 
voltages up to DC 500 V or DC 1000 V. The insulation monitor 
also has a self-test function. 
 
DOLD Electric India Pvt Ltd. Mobile: 91-99090-01585. 
Email: m.diwanji@dold.in
 

Thermal and Visible Videoscope 
 

FLIR Systems Inc has recently 
announced the FLIR VS290-
32™, an industry-first videoscope 
that combines thermal imaging 
and a visible camera specifically 
designed for safer and more 
efficient inspections of hard-to-

reach underground utility vaults. The VS290-32 is the 
company's first industrial-grade, electrical safety-rated, flexible 
dual-sensor videoscope on a replaceable, two-meter-long 
camera probe. For use in the most demanding environments, 
the VS290-32 is CAT IV 600 V safety rated for electrical 
inspections, along with an IP67-rated camera tip and IP54 base 
unit to protect against dust and water. The device features FLIR 
Systems' patented Multi-Spectral Dynamic Imaging (MSX®), 
which improves image clarity by embossing visual scene details 
onto full thermal images, providing crucial context to accurately 
and safely assess and identify potential issues to prevent 
blackouts and asset failures. A low-profile tip and bright LED 
work light provides illumination for MSX in dark environments, 
including under manhole covers or in other tight spaces.
 
FLIR Systems India Pvt Ltd. Tel: 011-45603555.
Email: flirindia@flir.com.hk

Safety Gate System, PSENmech
 

The new safety gate system 
PSENmech with guard 
locking is available now. With 
this system Pilz can offer a 
basic economical solution for 
safe monitoring of movable 
guards. With the safety gate 
system PSENmech, the 

safety gate is safely locked until the plant or machine is 
stopped. An unintended restart of the hazardous movement is 
prevented as long as the gate is open. An escape release and 
emergency release can also be added to the safety gate 
system PSENmech with guard locking, making it suitable for 
use on accessible gates. The safety gate system PSENmech 
with guard locking is suitable for personal and process 
protection in numerous industries. The safety gate system with 
head section and metallic 3D actuator is insensitive to water, 
dirt and dust. Thanks to its robust design, PSENmech has a 
long service life and a high mechanical load capacity, and 
ensures high availability.
 
Pilz lndia Pvt Ltd, Pune. Tel: 020-49221100-02.
Email: info@pilz.in

Modbus-to-BACnet Gateways
 

Moxa, a leading provider of 
industrial edge connectivity 
solutions, introduced a new 
series of secure hardened 
Modbus-to-BACnet 
protocol gateways. The 
MGate 5217 Series 
consists of industrial 
protocol gateways that 
support Modbus 

RTU/ASCII/TCP and BACnet/IP protocol conversions, making 
it easy to integrate industrial devices into an energy 
management system. The MGate 5217 protocol gateways' 
design is based on the IEC 62443 standard to enhance 
connectivity security. In addition, the MGate 5217 protocol 
gateways feature a reliable design that ensures continuous 
operation under harsh condition and easy-to-use tools to make 
device configuration and troubleshooting easy. Critical power 
communication takes place in applications such as data 
centres where vulnerabilities are unacceptable.
 
Moxa India, Bangalore. Tel: 080-41729088.
Email: india@moxa.com
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Multi-Cable Entry System
 

The SKINTOP® MULTI-M 
multi-cable entry system with 
metric connection thread 
enables more cables to be fed 
through than comparable 
cable gland solutions. 
Depending on the size, up to 
30 non-assembled cables and 

media hoses can be inserted into a housing without taking up 
too much space. The innovation is based on a special gel 
technology, which is already used in rectangular SKINTOP® 
MULTI. However, to date LAPP's portfolio has lacked a round 
design, which has been in increasing demand in the market. 
The cables are simply pushed through the elastic gel insert 
and are held securely in place by the static friction on the 
cable insulation. Foreign bodies such as water cannot get 
through. The patented graduated cone geometry of the 
individual entry points also enables the maximum clamping 
ranges to be increased with up to 4 mm variance per cable 
diameter. The sizes are designed for metric threads (DIN EN 
62444). 
 
LAPP India Pvt Ltd, Bengaluru. Tel: 080-47405000.
Email: info@lappindia.com
 

Electric Balancers
 

ZASCHE Handling, a leading 
provider for load handling 
technology introduces its Electro-
Balancer (E-Balancer), for 
operators to position and transport 
loads of up to 100kg precisely and 
effortlessly. Lauded for its intuitive 

and ergonomic design, the E-Balancer is a versatile tool suited 
for a broad range of heavy-duty industrial applications. It offers 
manufacturers the opportunity to enhance productivity and 
workplace safety all at once. Running purely on electrical 
energy, the E-Balancer is the perfect solution for manufacturing 
facilities without a compressed air supply. Its sensitive control 
elements allow for smooth and precise load positioning, 
enabling users to set it to specific parameters. Key features 
include: load capacity - up to 100 kg; lifting height: up to 2000 
mm; lifting speed - maximum 700 mm/s > 90% duty cycle. 
Optimal ratio of payload to dead weight - The E-Balancer is 
especially lightweight, allowing users to use the lifting 
equipment easily and efficiently. The E-Balancer can be 
programmed to customise parameters such as reaction speeds.
 
ZASCHE Handling, Germany. Tel: +49(0)9081/8017-0.
Email: info@zasche.de

Pressure Gauge, AV10007
 

As part of refreshing its existing 
product range, Larzep presents a 
new pressure gauge, AV10007. This 
new gauge replaces the old AV10006 
model. With the same external 
features than AV10006, it has as 
improvement a dual scale, bar and 
psi. It has been designed to work up 
to 700 bar/10.152 psi, with a red 
warning segment from 700-1.000 

bar/10.152-14.500 psi. Features: scale range - 0-1.000 bar/0-
14.500 psi; red warning segment - 700-1.000 bar/10.152-
14.500 psi; dual scale - bar & psi; graduation interval - 50 
bar/500 psi; accuracy class - class 1.6; dial nominal size - 63 
mm; lower connection - 1/4" NPT; glycerine filled; and 
stainless steel case. This new pressure gauge needs the 
same gauge adaptor AZ1502 than the AV10006. Larzep was 
founded in 1940 and since then, it has been making constant 
improvements, in order to offer users a better and wider 
service. Larzep has modern facilities and machinery for fast 
and reliable production.
 
COTS & COTS, New Delhi. Tel: 011-28543616. Email: 
info@cotsncots.in sales@cotsncots.in

Precision Modules for Clean Production
 

With a sealed Ball Screw Assembly 
on both sides and an upgraded 
lubrication concept, the new 
Precision Module PSK from Bosch 
Rexroth meets the operational 
requirements of semiconductor 
production and of the electronics 
industry even better than before. In 

this new generation, designers have increased the rigidity of 
the frame and cover various usage scenarios in an 
application-oriented way with two accuracy classes. In most 
applications, the focus is on ensuring that no outside 
contaminants get into a mechanical system, while in controlled 
areas and clean room production. The revised PSK ensures 
that no materials makes it outside into the mechanical system. 
The precision ball screw nut and linear carriage assembly are 
sealed from both sides with Rexroth ball screw assembly 
seals. This detail significantly reduces the risk of lubricants 
escaping outside. At the same time, Bosch Rexroth has 
expanded its lubrication concept to include four lubrication 
versions.
 
Bosch Rexroth, Germany.
Email: manuela.kessler@boschrexroth.de
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Ball Valve, Swagelok GB Series 
 

Swagelok offers a full-bore, 
bidirectional flow-capable Swagelok® 
GB series ball valve. The new valve is 
engineered to provide high flow rates 
at a working pressure of 6000 psig 
(413 bar) while simplifying installation, 
minimizing rework requirements, and 
delivering the reliable shutoff 
performance needed to keep workers 

safe and systems operating efficiently in a variety of 
demanding applications. The Swagelok GB series ball valve 
can be widely deployed as a general-purpose ball valve. 
Examples of ideal applications for the valve include hydraulic, 
injection, and fire suppression systems in the oil and gas 
industry; isolation for compressed natural gas (CNG) vehicle 
infrastructure; and isolation in highly corrosive alkylation 
operations in the chemical and petrochemical industry. When 
combined with Swagelok's broad range of tube fittings, tubing, 
and instrument valves, the new ball valve enables customers 
to build a complete 6000 psig-rated fluid system with tubing 
diameters up to one inch using all Swagelok components.
 
Bombay Fluid System Components Pvt Ltd, Pune.
Tel: 020-67194001. Email: info@Bombay.swagelok.com
 
 

Metal Bellows Couplings, Torsionally 
Rigid
 

Torsionally rigid flexible 
couplings are generally ideal for 
high speed test benches. The 
thin metal bellows have in 
addition to the balancing, also 
vibration-damping properties. 
The high flexibility of Jakob's 

KSS couplings with its 2-wave bellows and straight adapter and 
the easy mounting option of the coupling through the use of 
cone bushings as a shaft-hub connection guarantee a safe 
transmission of all forces and torques, even with small shaft 
diameters and torques without additional feather key. The 
rotationally symmetric design ensures excellent, dynamic 
operating behaviour, even at very high speeds. The high 
torsional rigidity and the very low restoring forces with shaft 
misalignment as well as the low moment of inertia characterize 
the coupling type. Torques from 25 to 2500 Nm are possible. 
Highest quality in processing and the materials used make the 
KSS couplings a reliable and economical component. It is used 
particularly often in servos and actuators.
 
Jakob-Gruppe, Germany. Tel: +49 (6022) 22080.
Email: moeller@jakobantriebstechnik.de
 

Chip for Vaccine Transportation
 

Keeping vaccines cooled during 
storage and transportation 
requires a special RTD 
temperature sensor, this is why: 
Different vaccine manufacturers 
require various storage 
temperatures. Some typical 
storage temperatures for 

vaccines are -20°C, others require storage at -70°C. The 
industry standard for thin film RTD sensors are limited to -
30°C for class A and -50°C for class B, which is in conflict with 
this requirement. The IST PW series is the only thin film RTD 
in the market that comes with a specified accuracy all the way 
down to negative -70°C or lower. Therefore, our PW series 
meets class A tolerance at the required temperatures for 
vaccine storage. This translates to an outstanding accuracy for 
thin film RTD chips of +/- 0.29°C at -70°C, which significantly 
exceeds the required accuracy dictated by vaccine 
manufacturers. This allows room for manufacturing 
uncertainties during probe and storage equipment assemblies 
and makes an expensive post-calibration unnecessary.
 
Innovative Sensor Technology IST AG, Germany.
Email: info@ist-ag.com
 

Micro Annular Gear Pumps
 

A continuous mixing unit 
consisting of several static 
mixers is supplied with eight 
liquids of different viscosities. 
Micro annular gear pumps of 
the hermetically inert series and 
the high-performance series 
from HNP Mikrosysteme are 

used for the smaller volume flows of highly corrosive liquids. 
Aqueous ammonia (NH3 25 % aq.) is a special technological 
challenge. Here the hermetically inert pump mzr-6355-cs 
works in a material combination of ceramic and stainless steel. 
In this application, the micro pump delivers volume flows 
between 4 and 7 ml/min. The system produces mixtures with 
different polymer concentrations. The volume produced is 
controlled based on the customer's daily delivery 
requirements. The continuous mixing system is fully 
automated. It can be easily connected to the site's local IT 
systems, such as SAP. Continuous and highly precise delivery 
with micro annular gear pumps thereby ensures a process that 
is fast, flexible and safe.
 
HNP Mikrosysteme GmbH, Germany.
Email: info@hnp-mikrosysteme.de
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Guard Locking Switch
 

New Allen-Bradley 440G-MZ 
Guard Locking Switches 
from Rockwell Automation 
simplify installation and 
troubleshooting with no 
reduction in safety integrity. 
The smart safety solutions 
use GuardLink technology, a 
safety-based 

communications protocol that provides access to diagnostic 
information and eases integration into a Connected Enterprise. 
These help protect personnel and are suitable for use with 
many types of guard doors, including full-sized guard doors 
that allow full-body access to safeguarded areas, where high 
holding forces and wide tolerance to guard misalignment are 
commonly required. The 440G-MZ safety switches are TÜV-
certified up to SIL 3, PLe, Cat 4, providing the highest level of 
safety for door position monitoring and guard locking. The 
safety switches can be used in applications like robotic 
assemblies and packaging machines that are surrounded by 
perimeter fences with guard doors for full-body access.
 
Rockwell Automation India Pvt Ltd, Mumbai.
Tel:  022-30065600. Email: kamakshi@rockwell.co.in
 
 
 

Occupancy Solution Kit
 

Banner Engineering's Wireless 
Occupancy Solution Kit is an end-
to-end solution that makes it easy 
to monitor and control the flow of 
people in stores, offices, and 
throughout entire facilities. 
Highlights include: DXM Series 
wireless controller, an emitter-

receiver directional sensor pair, a Direct Select™ wireless 
operator interface, a high-visibility indicator light, power 
supplies, and mounting brackets; Total Count kits track the total 
number of occupants in a space as they enter or exit through 
one or more doors; Multiple Count models separately monitor 
the count of people in multiple spaces at a site, suitable for 
breakrooms, conference rooms, cafeterias, etc; the Emitter-
Receiver directional sensor pair is even easier to install - no 
reflector required and can operate with either batteries or live 
power; also boasts a faster response time that further increases 
the count accuracy; and reliable, field-proven Sure Cross 
wireless architecture operates in the globally accepted 2.4 GHz 
frequency band.
 
Banner Engineering India Pvt Ltd, Pune. Tel: 020-66405624. 
Email: info@bannerengineering.com
 
 

IX SN530 Industrial SSD
 
 

Western digital, being a leader in data 
infrastructure space, offers an industrial-
grade NVMe SSD designed for enabling 
industrial applications to realise the 
value of data. Western Digital IX SN530 
introduces high performance and 

endurance to industrial and IoT applications, providing 
expanded availability and flexibility to innovative designs. Ideal 
for factory automation, transportation, medical, robotics, 
drones, defence, retail, and other rugged edge environments. 
It is designed for extreme temperature, performance, high-
endurance, and reliability in automotive and industrial 
applications. The IX SN530 NVMe SSD features a broad 
operating temperature range from -40°C to +85°C and delivers 
a 20G operating vibration specification. With read performance 
of up to 2,400 MB/s, it is the high-performance solution for 
OEMs designing new applications or transitioning from SATA 
SSDs. It is available in compact M.2 2230 or M.2 2280 form 
factors with capacity points from 85GB to 2TB. Western Digital 
has long been at the forefront of game changing innovations. 
 
Western Digital India.
Email: Bhawna.Ningthoujam@wdc.com
 

Pick & Place with Digitised Pneumatics
 
 

The Festo Motion Terminal VTEM 
combines digitalisation and pneumatics. 
Quickly activated Motion Apps are 
revolutionising pneumatics by increasing 
flexibility and energy efficiency, and 
accelerating production processes. This 
also has benefits for handling 

technology, because the automation platform VTEM opens the 
door for positioning using pneumatics. The Festo Motion 
Terminal VTEM is moving pneumatics into the age of Industry 
4.0 ? with apps that can replace over 50 individual 
components. Just as the smartphone turned the mobile 
communication market on its head over a decade ago, so too 
is the Festo Motion Terminal set to revolutionise automation 
technology. This new type of function integration - combined 
with software - simplifies the entire value chain, since only one 
piece of hardware is now required. This means that users can 
execute different tasks with just one valve and operate 16 
pressure regulation channels with eight valves. This 
significantly reduces the amount of work required.
 
Festo Controls Pvt Ltd, Bangalore. Tel: 01800 425 0036, 
01800 121 0036. Email: sales_in@festo.com
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Temperature Sensors with Improved 
Accuracy
 

TE Connectivity provides critical 
temperature sensing solutions for a 
variety of applications. In an effort to 
continue to meet customer demand, TE 
is now offering custom packaging for 
resistance temperature detectors (RTD) 
platinum thin film elements, which 
provide a highly accurate and stable 

performance in demanding applications that require fast and 
precise feedback as well as energy efficiency and stability. 
With globally interchangeable drop-in elements, TE is able to 
design and develop probes and assemblies with custom 
packaging for a variety of applications to meet customer 
specifications. TE's RTD platinum thin film elements offer the 
following key benefits: Highly accurate and stable 
measurement in extreme environments with accuracy ranges 
from ±0.1K to ±0.6K at 0°C; wide operating temperature range 
from -200°C up to +600°C; and Compact design - outline 
dimensions are available in four standard sizes and allow for 
easy packaging in a variety of housing styles.
 
Mouser Electronics India Pvt Ltd, Bangalore. Tel: 080-
42650000. Email: india@mouser.com
 
 
 
 

Water Quality Analysis Solution
 

Bürkert's Type 8905 Online Water Analysis 
System offers a modular format for analysing 
water quality, allowing operators to select 
exactly the parameters they need for each 
application. Capable of measuring turbidity, 
iron, chlorine, conductivity, oxidation reduction 
potential (ORP) and pH, using the same base 
unit, the 8905 offers simple operation and 
precision measurement. A single 8905 unit 
can handle a multitude of different sample 
lines, which makes it ideal for monitoring a 
variety of processes, such as filtration, and 
identifying any anomalies. For simple 
operation, each sensor cube can be removed 

for maintenance without affecting the analysis process for the 
other parameters, minimising downtime. Of particular interest is 
the MS06 iron sensor, which is compatible with any type 8905 
system. It features three bottled fluids, reagent, calibrating and 
cleaning solutions. Beneath every bottle is a load cell, which 
measures the volume of liquid in each container and these 
values can be sent to the central control point.
 
Burkert Contromatic Pvt Ltd, Chennai. Tel: 044-66255800. 
Email: sales.in@burkert.com
 
 
 

Mobile Printers
 

TSC Printronix Auto ID has 
launched new Alpha-30L and 
Alpha-40L mobile printers, 
expanding the mobile printer 
line-up offering advanced 
productivity and management 

feature for a premium mobile printing experience. Built for high 
performance and durability, the new mobile barcode label 
printers are user-friendly, heavy-duty, and drop-resistant. The 
high-quality printers were designed to be rugged for on-the-go 
printing in the most demanding environments. The Alpha-30L 
and Alpha-40L are IP54 rated without the aid of a protective 
case for dust and water resistance, reducing added weight 
and bulk for operational comfort. Both models have been 
rigorously tested to withstand a 1.0-mtr tumble and 1.8-mtr 
drop. Protective cases are available for even further durability 
to withstand 2.5-mtr drop. With their rugged design, the new 
mobile printers meet military-grade standards for drop and 
vehicle vibration. Ideal for enterprise professionals on-the-go, 
these support printing applications for direct store delivery 
(DSD), manufacturing and retail end-users.
 
Printronix India. Tel: +91-8652637869/9930129021.
Email: indiasupport@Printronix.com
 

Automated Guided Vehicle, ERC 213a
 

The ERC 213a is the 
latest model in 
Jungheinrich's AGV 
portfolio. Thanks to its 
compact design, the 
automated stacker 
truck is specially 
designed for transport 
processes in confined 

spaces. Equipped with the latest lithium-ion technology, the 
AGVs can drive at full capacity for up to eight hours. The 
battery is charged at pre-defined periods or, if necessary, can 
be charged automatically at charging stations. This increases 
the availability of the system and allows the AGVs to be used 
around the clock. The ERC 213a can store loads of up to 1.3 t 
and can reach top speeds of up to 2.5 m/s. A 2.8 kW 3-phase 
AC motor provides constant power and an electrical lift motor 
ensures safe lifting at lift heights of up to 4400 mm. Thanks to 
its steel frame and enclosed chassis, the ERC 213a has a 
particularly robust design and safety systems such as the 
standard personal protection scanners.
 
Jungheinrich, Germany. Tel: +49 (0)40 6948-3489.
Email:  benedikt.nufer@jungheinrich.de
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Hybrid Cable for Motors
 

In order to supply 
modern motors with 
energy and data, users 
need appropriate cables 
that function dependably 
even at high 
accelerations and on 
long travels. Especially 

for use in motion, igus has now developed a hybrid cable that 
is offered as a drive solution for the new Bosch Rexroth 
motors. It combines energy and data cable in one and is 
therefore also suitable for compact installation spaces. igus 
offers the cable as a fully harnessed readycable that is 
accurate to the centimetre. This saves the user costs. Hybrid 
cables combine energy and data supply in one by integrating 
the encoder cable into the servo cable. This eliminates the 
need for cabling with a separate measuring system for the 
encoder. Especially for use in the energy chain, igus has now 
developed a new hybrid cable suitable for Bosch Rexroth 
MS2N and IndraDrive Mi motors. All cables are tested and 
inspected under real conditions.
 
igus (India) Private Limited, Bangalore.
Tel: 080-45127827. Email: sgeorge@igus.in
 
 
 
 

Multi-Colour Touch Sensors with IO-Link
 
 

The new multi-colour touch sensors 
from ifm allow flexible adaptation to your 
application. Where many different 
sensors were required before, one 
individually adjustable sensor is 
sufficient today. The NO/NC function or 

the colours for different operating states can be set within 
seconds. In addition, dynamic, static or bistable switching of the 
sensor can be selected. Highlights: ergonomic working by softly 
touching the sensor; start-up delay prevents unintentional 
switching; various setting options such as colour, NO/NC or 
triggering via IO-Link; adjustable brightness and sensitivity in 
wet environments or when operators wear gloves; plant 
condition indicated via RGB LEDs; and versatile sensor for all 
applications. The adjustable sensitivity allows use in very wet 
environments or actuation with gloves. The implemented delay 
time prevents unintentional switching of a sensor. All settings 
remain stored even if the sensor is used without IO-Link. The 
sensor also counts the switching cycles for demand-oriented 
maintenance of the machine.
 
ifm electronic India Private Limited, Kolhapur.
Tel: 0231-2672770. Email: info.india@ifm.com
 
 
 

Enhanced Crossover Operating System
 

The enhanced crossover 
Operating System (exOS) 
makes it possible to use any 
Linux code within B&R 
systems. This gives machine 
builders unprecedented 
freedom in the design of their 
automation solutions. Code 

written in high-level languages like C++, Python and 
JavaScript can be easily integrated in the machine application. 
With the enhanced crossover connection between Linux and 
B&R's real-time operating system, Automation Runtime, 
software developers can write, compile and debug their code 
in the integrated development environment (IDE) of their 
choice and then easily load and run it on the control system. 
This opens up new freedom for implementing the advanced 
automation solutions envisioned by Industry 4.0 and the 
Industrial IoT. exOS makes it possible to execute machine 
learning algorithms directly at the edge, for example. A 
Tensorflow ML model can run in Linux on an Automation PC 
and receive machine data from an X20 PLC via the exOS API.
 
B&R Industrial Automation Pvt Ltd, Pune.
Tel: 020-41478999. Email: pooja.patil@br-automation.com
 
 

Enclosed Linear Absolute Encoder
 

Renishaw has launched the 
innovative FORTiS enclosed linear 
absolute encoder series, for use in 
harsh environments such as 
machine tools. The FORTiS design 
is built upon industry-proven 
RESOLUTE™ encoder technology 
and provides high resistance to the 
ingress of liquids and solid debris 

contaminants. It features an extruded enclosure with 
longitudinally attached interlocking lip seals and sealed end 
caps. The readhead body is joined to a sealed optical unit by a 
blade, which travels through the lip seals along the length of 
the encoder. Linear axis movement causes the readhead and 
optics to traverse the encoder's absolute scale (which is fixed 
to the inside of the enclosure), without mechanical contact. 
Customers can choose from two different extrusion profiles to 
suit their space requirements. The FORTiS-S™ linear encoder 
is the standard-sized encoder, available with measuring 
lengths from 140 mm to 3040 mm and is installed directly to a 
machined surface via flexure holes in the extrusion's body.
 
Renishaw Metrology Systems Ltd, Pune. Tel: 020-
66746400. Email: india@renishaw.com
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Vector Network Analyser
 

Rohde & Schwarz 
now offers the R&S 
ZNH, a full two-port 
handheld vector 
network analyser up 
to 26.5 GHz with 
cable and antenna 
analysis and full S-

parameter measurements. Both of these functions are 
included free of charge. The R&S ZNH is user-friendly, easy to 
configure and has a compact fanless housing for field 
applications. The R&S ZNH handheld vector network analyser 
helps detect and remedy defective RF cables and 
communications system components. It can also characterise 
components up to 26.5 GHz in the field and lab. The R&S 
ZNH comes standard with essential functions, such as cable 
and antenna measurements and full 2-port S-parameter 
measurements. The analyser also has a built-in receiver step 
attenuator at both ports that protects it from overloading. The 
R&S ZNH four-receiver architecture supports unknown 
through, open, short and match (UOSM) calibrations. 
 
Rohde & Schwarz India, New Delhi. Tel: Tel: +91-11-
42535400. Email: Anitha.Nambiar@rohde-schwarz.com
 
 
 
 
 

Miniature Sensor
 

Thanks to their high 
precision and reliability, the 
optical O200 miniature 
sensors ensure maximum 
process safety in factory 
automation. However, they 
offer even more advantages: 
They significantly reduce the 
effort of designers during 

design-in. With the O200 miniature sensors, Baumer is the only 
supplier that provide its customers with 3D CAD data with an 
integrated beam path, which solves an old problem. If a 
designer wants to integrate a sensor into a machine or system, 
he or she has to determine exactly how it has to be aligned and 
mounted to avoid collisions and interfering reflections. Until 
now, designers have therefore had to laboriously and time-
consumingly reconstruct the sensor beam path from data 
sheets. This is a great effort for many users - especially for 
those who integrate many sensors with different sizes and 
functional principles. In the O200 miniature sensor product 
family, the beam path is now integrated in the CAD data.
 
Baumer Management Services AG, Switzerland.
Email: pjawarkar@baumer.com
 
 
 
 

Vision System, In-Sight 3D-L4000
 

Cognex Corporation, the leader in 
industrial machine vision, has 
introduced the In-Sight® 3D-L4000 
embedded vision system. Featuring 
3D laser displacement technology, 
this first-of-its-kind smart camera 

allows engineers to quickly, accurately, and cost effectively 
solve a range of inspections on automated production lines. 
The 3D-L4000 combines patented speckle-free blue laser 
optics and the broadest range of true 3D vision tools with the 
flexibility of the In-Sight spreadsheet. This all-in-one solution 
quickly captures and processes 3D images with spectacular 
quality during inline inspection, guidance, and gauging 
applications. By allowing users to place vision tools directly on 
a true 3D image of the part, the 3D-L4000 delivers greater 
accuracy compared to traditional systems, expanding the 
types of inspections that can be performed. Moreover, 
because inspections are in 3D, users can immediately 
experience how the vision tools operate on the actual part. 
The 3D-L4000 includes all the traditional 3D measurement 
tools users expect such as plane and height finding.
 
Cognex Sensors India Pvt Ltd, Pune.
Tel: 020-40147840. Email: marketing.in@cognex.com
 
 
 

Precision Acoustic Imager, Fluke ii910
 

The Fluke ii910 Precision 
Acoustic Imager is 
engineered to locate partial 
discharge, corona discharge 
as well as gas and vacuum 
leaks. The ii910 acoustic 
imaging camera's 
groundbreaking technology is 

a cost efficient, safe, effective, and comfortable tool for teams 
who inspect and maintain power distribution and industrial 
high voltage equipment. Partial discharge is a serious issue 
that teams monitor everyday. Whether you are scanning 
insulators, transformers, switch gears or high voltage 
powerlines you need to be sure that you spot a problem 
quickly and early. Partial discharge that goes unchecked can 
cause blackouts, fires, explosions, or death from arc flashes. 
In addition to the danger that this can pose to the environment 
and human lives, it also has a very steep price tag. The ii910 
is the all-in-one tool you have been looking for when it comes 
to all of your leak and PD issues. Everything you need is right 
at your fingertips.
 
Fluke Technologies Pvt Ltd, Bangalore. Tel: 080-67159033-
35. Email: india@flukeprocessinstruments.com
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